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1 Executive Summary

1.1 Context

ICT pervades all aspects of the European economy to the extent that it is almost impossible
to conceive of any sector flourishing in its absence. Moreover, as Europe transitions into an
increasingly knowlegke-based economy dependent on its informatibased assets, the

pivotal role of ICT in enabling economic competitiveness becomescieaer. However,

given the relative importance of ICT to future economic success, it is of some concern that
the ICT pragssion remains in an immature state. Recent press coverage of important ICT
projects which were overdue, over budget and underperforming as well as articles
highlighting the impact of ineffectual ICT security practices have also served to highlight the
need to mature the ICT profession.

Some industry observers have attributed such project failures to possible shortcomings in
the level of skills possessed by ICT practitioners. A report into demand and supjalilisf e

in Europg(Didero, Husing, & KortepR9)estimated that only 30% of graduates employed

in Danish ICT occupations held a compwstgience degreeA separate report published in

the same year examining the United Kingdom (Brady, 2009) suggested that perhaps only
50% of UK ICT practitionersltd@ny formal ICT qualificatiohooking across Europe as a
whole, asurvey conducted by CEPIS in 2011 identified that vithitepean T professionals

are highly educated (79% of respondents had a degree qualification), almost half of the
practising profesionals surveyed (47%) stated that IT was not the main focus of their
education (CEPIS, 201There is also evidence to suggest the level of investment in
training ICT staff is lower than for other workers: for exampi8kals UK &kills, 2011)
reported thatonly 23% of ICT workers had received training in the last quarter of 2010
compared to 27% of workers as a whole (with ICT workers in small companies receiving the
lowest level of investment itheir development) Moreover, the 2011 CEPIS surveyrfdu

that that only 21% opractisingprofessionals had the-eompetences to match their

declared job profile; suggesting that 79% might not have the required breadth-of e
competences for their current rol@CEPIS, 2011Juch evidence raises possible canse

over the level of quality within the ICT profession, and the potential impact of this factor on
the contribution made by ICT to organisations.

The issue is also quantitative: reports of potential skills gaps of up tq@3d&aneo,

Kolding, Lifonti, Hsing, & Korte, 2009)f the European ICT workforce over the period
20102015 alarm both European enterprises and governments. These potential shortages
are difficult to understandgiven the vital and innovative role that ICT plays in virtually
every orgarsation and also, in light of increased levels of unemployment across many
member states.

Potential reasons cited for the gap include:

e Increasing requirement for workers to becempetent (combining both technical
and business skills)

e Lack of career struate and poor public perception of the professiatissuading
potential ICT practitioners from entering the profession

¢ Rigid supply system of formal education struetu

o Difficulty for new entrants (and existing practitioners) to know which skills will be
most in demand, and how transferable they will be.
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Another related issue concerns the perception and positioning of ICT within the

organisation. All too often, ICT is still perceived as solely making a contribution to

operational efficiency, as opposed toivdng strategic differentiation and competitiveness.
Consequently, only the minority of CIOs report directly to CEOs (Gartner, 2011), potentially
fAYAGAY3 GKS O2y(iNROGdziA2Y YIRS o0& L/ ¢ GAGKAY
professionislike @ G2 KI @S LXF&@8SR Ada NRtS Ay L/ ¢Qa A
organisation.

Taken together, these qualitative, quantitative and perceptietated issues, impede the
ability to capture the potential benefits of ICT, impacting on orgaigsat on society and
ultimately onnational and European competiveness.

For many years, industry, academic and government figures have called for the ICT
profession to be defined, shaped, and developed: indeed, in its current form, the ICT
profession is vihout a common language to describe its professional competences, is
without a basis for measuring these competences, is lacking a consistent approach for
independently recognising and assuring the quality of these competences, and is without a
common sebf professional conduct guidelines. Without these basic building blocks, some
observers even guestion whether or not ICT is actually a profession, in the traditional
meaning of the word.

1.2 Project Description

The European Commission Directorate General Briter and Industry launched this

project with the aim of supporting the development of a European Framework for ICT
Professionalism, and a European Training Programme for ICT Managers, with the goal of
improving ICT professionalism and mobility across irdhis interim report is intended
toprovider @ASg 2F (GKS dqaidliaS 2F LXFeég NBIFNRAyY3
Programmes for ICT Managers, and will act as the basis for Phase Il of the project which will
develop detailed proposals for a Europearamework for ICT Professionalism, and a

European Training Programme for ICT Managers.It should be noted that the development
of proposals for a European Training Programme for ICT Managers has, in essence, been
conceived as a mechanism for validating doee European Framework for ICT
Professionalism.

A brief description of the key steps in Phase | is shown below:

Data Capture 1.1 Undertake desktop research, examining relevant academic studies
initiatives
Analysis 1.2 Analysis of desktop research to identify key characteristics, barr|

lessons learned and best practices, supporting identification of is:
for analysis in Interview activities.

Interviews 1.3 Gauge opinion of ICT experts representing wide range of nete
stakeholder communities
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Synthesis 1.4 Synthesise all relevant materials and insight to create an interim re|

Inform 15 Disseminate interim report findings (inc via dedicated project websi

Many earlier academic and professional collaborations hawnsidered the fundamental
requirements for ICT to emerge as a profession and CEPIS in particular has done much work
in this area. Our analysis of this research suggests four key topics which act as building
blocks for an ICT profession:

e A common body of kmwledge.

Competences.

Certification, standards and qualifications.

Professional ethics/ codes of conduct.

Reflecting these building blocks, our research, analysis and findings have focused on these
areas.lt is also important to recognise that the projechot occurring in isolation: the

current landscape of ICT Professionalism across Europe is complisated countries

have started to put place tentative building blocks for a national ICT profession but other
countries have no formal structures in péato support an emerging profession. Moreover,
there are a diverse number of stakeholders involved: ICT practitioners, employers (inc
corporates as well as SMESs), academic institutions, training organisations, social partners,
governmental entities, indusg groups and standards bodies.

DAGSYy GKS &a0FtSz &a021L FyR O2YLX SEAGE 2F G(GKS
the issue of establishing an ICT profession. However, it is hoped that it will help to build the
foundations for creating an ICTgéession, and foster convergence via mgliakeholder

partnerships.

1.3 Good Practices / Recommendations for investigation in Phase Il

As part of this first phase of research, we contacted over 300 ICT practitioners representing
a wide range of ICT roles aagperience to understand the dynamics of ICT

professionalism in more detail. Combined with our analysis of the desktop research phase,
we drew out the following series of Good Practices / Recommendations for further
investigation in Phase II.

1.3.1 Bodies of Knowledge

(i) ICT Bodies of Knowledge served the ICT practitioner community relatively well
most viewed the Bodies of Knowledge as fit for purpose, and valued the content.

(i) An altencompassing Body of Knowledge for ICT was viewed by most as unrealistic
to devebp and maintain; instead a patchwork quilt approach of several bodies of
knowledge, or at least an index or map to the existing individual bodies of
knowledge may represent a more realistic option for consideration in the second
phase.

1.3.2 Competences

() Identifyand articulate a clear value proposition for adoption of a competence
framework by stakeholders; Solution must be demalniven rather than

12| Page



committee-driven, and the development of value driver models for each
stakeholder community is an important nexegt(in Phase II).

(i) Adopt a multistakeholder partnership approach encompassing industry, academia
and industry partnersg, recognised as key to establishing a successful competence
framework which adequately reflects the needs of the different stakeholders,
particularly across the diverse cultural backdrop of Europe, thereby supporting
adoption efforts.

(ii)5 S@St 2L AYONBIFaSR oNI}yR | gl NBySaa G2 adzZl
companies adopt the competence framework to define job roles, then HR
companes will adopt it for job advertisements, practitioners will demand courses
to develop their career, and education/training suppliers will deliver courses to
meet this need, supporting companies in identifying a supply of suitably skilled
workers, enhancinguropean competiveness.

(iv) Ensure content of competence framework is appropriately balanced (technical and
non-technical skills) to reflects the needs of ICT professionals working outside of
the traditional ICT operations environment.

(v) Investigate options tdnarness technology to support competency development.

(vi) Enable development of solutions which support stakeholder specific requirements
(e.g. providing third parties with access to a shared competency database).

(vi)Ensure access to competence framework is oped free, encouraging adoption
by all stakeholder communities.

1.3.3 Certifications, Standards and Qualifications

(i) Need to drive industhacademic collaborations; greater promotion and awareness
across Europe of existing and emerging collaborations across ectualati
institutions and private enterprise will help develop their overall value
contribution; established universities need to recognise value in delivering
demanddriven programmes.

(i) Need to promote NQF and EQF initiatives at both a European and Natieelaioe
counter low levels of awareness, and therein, diminished value.

(iif) Develop brand recognition of chosen competence framework and benefits to
motivate certification providers to undertake the certification mapping process.
(40% of respondents were unaveaof the benefits that mapping certifications te e
CF would provide).

(iv) Enable greater transparency of standards, potentially via an overarching standards
framework to act as a reference point for the common elements of the various
standards.

1.3.4 Ethics

(i) Encourag national computing societies to update their codes on ethics/conduct
based on the criteria and procedures created by IFIP through a democratic,
consultative process.

(i) Update/revision of the IFIP criteria and procedures for developing codes of
Ethics/Condut, to ensure currency of the criteria for inclusion.

(iif) Develop guidelines stating that all ICT practitioners must sign up and adhere to a
recognised code of ethics/conduct.
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1.3.5 CIO/ICT Manager Training

(i) Seek practitioneted clarification and definition of thelQ role, in terms of
expected skills and capabilities. This can then be used to provide supporting
development for a foundation syllabus for education and training.

(i) Facilitate demandiriven, highlevel programme developmermtthe inclusion of
realworld practitioners is key, in its development.

(iif) Ensure the course undergoesan appropriate accreditation process to safeguard
their relevance and validity in terms of CIO / ICT manager training and education.

(iv) Define a suitable approach for the provision of rel@vgClO rolespecific) lifelong
learning programmes. These programmes should be aware of the dynamic
environment in which CIOs now operate and the need to update their
competences accordingly.

Phase Il of this project, starting in July 2011, will woreteeelop a pragmatic European
Framework for ICT Professionalism based on our initial research findings. The focus of the
project shall shift fundamentally to one of engagement so that the proposed framework
will recognise and support the objectives and need multiple stakeholder communities

in doing so, the project will be grounded in the business value which can be delivered to
each stakeholder grouping. During this phase, the development of proposals for the
European Training Programme for ICT Managel also help to validate further the

proposed professionalism framework.

The project is scheduled to complete in January 2012.

l4| Page



2 Introduction

2.1 ICT Professionalism

t NEFSaaA2ya GeLAONT e Tamddedddidke card dpegpielsR S NI o ¢

SYRdzNAR y3 02y O $Fnilley, 200 4)The periagivéneds yfACT throughout
business and society now suggests that reliable operation of ICT is an enduring concern,
and the level of expertise required to sustain and innovate within the ICT space is
considerable: as such, the mandate for a mature ICT profession is clear.

Indeed, he European Union (EU) is undergoing a structural shift in transitioning from a
heavy industry based economy to a knowledgesed economy. In order to capitalise on

this change, it is essential that information and communication technology (ICT), and those
responsible for its provision, be better aligned to the changing business needs now facing
most Europearorgangations. In particular, it is important that the ICT professl is able

to support and drive innovation and competitive advantage through the use of current and
future technologies; such as Web 2.0 and Web 3.0 collective technol@pétsine,

Kolding, Lifonti, & Korte, 2009)

Compounding the issue of how to bettalign ICT to business/organisational performance
is the spectre of a potential skills gapunf to 13% of the EU ICT workfoimeer the period
20102015 reflecting a shortfall of almost 670,000 practitionefhislack ofan

appropriately trained worldrce could become a bottleneck for innovative organisations
and enterprises in the public and private sector, impacting on EU competitivéDiekso,
Husing, & Korte, 2009The same sourc¢Cattane, Kolding, Lifonti, & Korte, 20@330
considered it'very unlikely that the number of ICT graduates in 2015 in Europe will be
drastically different from this year's numbeiThis relative rigid supplyia the formal
education systemreinforced calls for placing increased emphasis on the training and
learning ofexistingICT practitioners to ensure they are skilled in the most relevant areas.

The issue is not solely quantitative. Concerns also exist over the quality of ICT practitioners
¢ for example, BradyBrady, 2009has noted that potentially 50% of |@iactitioners in

the UK hold no formal ICT qualification, and the figure is thought to be even higher in some
countries. Some industry observers suggest that the low level of professionalism manifests
itself in ICT project failuresfor example, the majoUK initiative to provide online medical
records has failed to achieve its objectives in terms of scope, benefits, cost and timescales
(Lewis, 2011)

Moreover, it is not at all obvious for ICT practitionsvishing to develop professional{gior
those conglering a career in ICT) to know which skills will be most in demathe fture,

nor how they should go about obtaining recognised, transferable skills which will serve
them in their chosen career. Indeed, the lack of an obvious career structure \Withirs

cited as one of the reasons for people not entering the profession in the first place. ICT
LINEFSaaArzylfa Ay (2RlIé&Qa odzaiAySaasSa 62NJ
being confined to the niches of data centre operations and IT supgod the roles they
occupy often demand a wide range etempetences, combining both business and
technical skills, rather than solely technical IT skills. Issues such as these have led many
industry experts to comment on the need to establish, andumadCT as a profession.
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However, establishing a mature ICT profession across Europe will not be straightforward.
Even at a conceptual level there are important differences: indeed, the &aglon term
GLINREFSaaArzylfAaYé KI a uppearRanguiyésiireflachidg tigi t | G A 2 y
different cultural, educational and occupational norms, thus complicating the task of
achieving harmonisation on the issue across Eurbfmeover, the ICT landscape, as it
exists across Europe, is confusing: some cowtiar/e already embarked on initiatives to
support the development of an ICT profession at a national level; in contrast, other
countries have less mature efforts. The number of stakeholders involved is considerable:
ICT practitioners, employers (includiogrporates as well as SMESs), academic institutions,
training and certification providers, social partners, government entities, industry groups
and standards bodies. Achieving convergence achese differentstakeholders and
acrossmember stateswill undoubtedly take time, and require careful plannitegoptimise
engagement opportunities.

Some commentators have even remarked that fundamental fi@s&lingwithin most
operating systems at kernel leyeénder the very notion of professionalism impossijble
given the inherent ICT information security issuHsat is to say, thee expertdelieve that
unless the rudimentary problems are addrességthin most operating systemshe

inherent risks posed to society will hamper any attempts to mature the prafiess a
whole.While recognising that this is an important concern, tbehnicalnatureand scale

of the issuds such that detailed examination of the issue and potential solutions remains
outside of the scope of this project.

In order to ensure ICT meains an enabler for economic success many industry observers
have commented on the need to establish and mature ICT as a profession, and indeed a lot
of initiatives have been launched to try and understand issues inherent in developing a
professional strature. Some key areas impacting the progress of these initiatives is the

fact that the ICT profession is currently without a common language to describe its
professional skills and competences, is without a basis for measuring professional skills and
competences, is without a consistent approach for independently recognising and assuring
the quality of the professional skills and competences, and is without a common set of
agreed professional conduct guidelineBherefore, n effect leavindCT practitioers

without the fundamental building blocks required to form a commonly recognised
profession.

It is important to recognise that the proposed framework is not solely applicable to
individuals and organisations whose core competence is in ICT; in feamjgations whose
core competence lies outside of ICT are also likely to beinefit the framework More
concretely, organisations wishing to outsource ICT functions will benefit substantially from
consistency across countries with respect to Bodies oiwedge, Competences,
Certifications and Codes of Ethics/Conduct. The move towards-blaset solutions is

only likely to accelerate the demand for such a framework.

2.2 Obijectives of the study

Confronting the abovenentioned set of challenges, the objectivetbis research initiative
is to support the development of

e AEuropean Framework for ICT Professionaligiith the goal of enhancing ICT
professionalism and mobility across Europe
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e A European Training Programme for ICT managdergsromote newcompetences
with a view to better address the challenges of ICT drreavation and the
future Internet

The studyfocusing odCT practitioners and ICT managers (ClOs and their equivalent in

smaller enterprisesiorking in the European econonig,launched as a followp to the

Communication orfEuropean Commission, 200¥hich was adopted by th€Eommission

on 7 September 2007t also serveas a contribution to the implementation of the Digital

Agenda for EuropgEuropean Commission, 201@hich was adopted on 19ay by the

/| 2YYA&aaAz2y oayvySe ! 0GAz2y mMmY . @& HanmMHI RS@OSt2L
competences of ICT practitioners and users, linked to the European Qualifications

Framework andto EUROPA%8nd develop a European Framework for Redfessionalis

to increase the competences and the mobility of LOWI OG A GA 2y SNB | ONRPaa 9«

While the core focus of work is to support the development of the European framework for
ICT Professionalism, the second component of the projectlie European trainig

programme for ICT Managers) will serve as a mechanism for validla¢ipgoposed
professionalism framework solution.ggln considering what aspects of innovation are

most relevant to ICT Managers, we may also consider what Bodies of Knowledge would be
used, what form the training might take, how the training might be delivered, how
participants could be certified (if at all), etc.

1 Cf. Recommendation of the European Council and the Parliament on the European Qualifications
Framework for lifelong learning.

2 Cf. Decision No 2241/2004/EC of the European Parliament and of the Council of 15 December 2004
on a single Community framework for the transparency of qualifications and competences
(Europass).
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3 Scope and Methodology

3.1 Approach

Developing a European framework for ICT professionalism and a European training

program forlCT managers involves understanding the key issues that impact on

establishing and maturing an ICT profession. An important starting point involves

considering what it means to be a professional. An obvious expectation is that a

professional will meet higperformance levels and make valued contributions to his/her
organisation and the profession. This is exemplified in the Chartered Institute of Personnel

YR 5S@St2LISyiQa 6/ Lt50 RA&aOdzaairzy 2F (G(KS y
organisation inwhich they are employed. They state that professionals can meet this
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the workmethods of their colleagues, adopting good practices from outside the

organisation, and articulating and developing the values of the organisation, among other

ways.

In order to achieve the objectives as set out in section 2.2 the research will folmgign
Science Approach. The first phase of the project will focus on understandingrtiyeeRn
landscape in terms of ICT Professionalism and CIO Education. The second phase of the
project (post June 2011) will endeavour to identify and create the reasgartefacts/
frameworks / methods through open innovative reseaotiaboration with the key ICT
professionals throughout the EU. Through this process the necessary frameworks will be
defined, validated, and if accepted publicised via academic amfggsional outlets.

In terms of ICT professionalism, to date, numerous academic and professional
collaborations have considered the fundamental requirements for ICT to emerge as a
profession. Relevant initiatives across Europe and further afield haveddattention on

a number of key areas. Our review of this research has identified four key topics that are
consistently addressed in research initiatives, and which we consider as fundamental
building blocks or pillars for an ICT profession. These include

e Bodies of knowledge (BOKsPne method of establishing a profession is to define a
common body of knowledge and languadeday, there are numerous ICT related
BOKs; our efforts in this area have focused on exploring the scope of relevant BOKs
S0 as teencompass an appropriate breadth for an ICT profession. 10 BOKs, which
form a considerable repository for the professional knowledge as used by ICT
professionals, were examined and evaluated in terms of content, origins, coverage,
usage, currency etc. & recognised that any European framework for ICT
professionalism will have to embrace multiple bodies of knowledge in order to span
the profession accordingly.

e Competencies An understanding of the capability and competency needs of
individuals working ifCT roles is essential for organisations to effectively recruit
and develop suitable employees. Understanding the core areas of expertise
required by various ICT roles and maintaining appropriate levels of competencies
throughcommitment to continuous priessional development is necessary to
building an ICT professiove identify initiatives pertaining to competencies and
consider how organisational/national/Europeaompetence framework could be
incorporated within a European framework for ICT profesaiism.
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e Certification, standards and qualifications Formal education, training and
certifications are now regarded as mutually supportive components of an ICT
LINEFTSaaArz2ylftQa OF NESNJ RSOHSt2LIVSyidd / SNIAT
A Y R A @domRpierici€sand skills related to a defined BOK or specific ICT product.
Because the value attached to credentials is proportionate to the transparency of
their quality assurance mechanisms, they need to be based on assessment,
accreditation and qualitassurance processes that are standards related. Given the
numerous industrybased certifications, academic qualifications and associated
guality standards that exist, any European framework needs to effectively
accommodate those in order to facilitate trgparency of the credentials awardie
and their portability across BmberSQates. Understanding in this area is also critical
to the development of a European training progna@for ICT managers.

e Professional Ethicg A defining aspect of any professiondtwes adhering to
professional ethical conducts8uming ICT is to mature as a profession in the same
way as many other professions, the need for professional ethics in ICT is paramount,
particularly considering the pervasive nature of ICT on individivals &nd issues
such as privacy, security, equity of access and so on. Effectively addressing this issue
of ethical conduct is critical for the ICT profession to garner positive perception by
the public. We examine initiatives pertaining to ethical condndCT, with a view
to considering howCodes of Ethics/Conducbuld best be accommodated within
the EU framework for ICT Professionalism in a sustainable fashion.

Considering these four pillars in terms of the need for professionals to add value to their
organisation, as discussed above, we conclude that the combination of all four pillars

aSNYSa a | a2tAR olara F2NI L/ ¢ LINRPFSaarzyl
shared body of knowledge in a relevant ICT area, serving as the basis for dayelop
certifications/qualifications that are transparent, portable and based on a defined

a0 yYRINRZ LINPOARSa SOARSYOS 2F (KS LINRPTFTSaaaAz
job at a specific point in time. Ensuring currency of competencies/dkisigh engaging in

continuous professional development and performing work activities to an ethical standard
provides evidence that the professional continues to deliver value in a manner that is

acceptable to the organisation and the public.

In terms of @veloping a training programe for ICT managers, consideration was given to
identifying linkages between existing laddorative initiatives betweemdustry,academia,
professionalinstitutes, and locaiovernments. In order to frame this prograne, reseach

was undertaken to identify best practices in terofghe scope of ICT training programas
currently offered, to identify core curriculum components, and to consider target audience,
the nature of training, the modes of delivery, the expected capalmlitgompletion, and

SO on.

The desktop research into the proposed four pillars of ICT professionalism and into current
training offerings for ICT managers resulted in a comprehensive overview of initiatives in
these areas across Europe and the rest ofwleeld. This desktop research and analysis
thereof provided an irdepth understanding of initiatives to date and identification of key
issues, relevant barriers and success factors for existing initiatives. This background
research provided the basis foewkloping a questionnaire to elicit insights from ICT
practitioners on these four pillars, on the importance of developing an ICT profession and
on the requirements for a training programe for ICT manager3.he intent was to ensure

the most upto-date thinking and concerns were captured and used to shape an effective
research questionnairélhis questionnaire was developed, tested in consultation with Key
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Opinion LeaderKOLsand refined.This project proposed to acquire insights from 100
experts; in toal 380experts responded-rom the list of respondents, a humber of follow

up interviews were carried out to probe greater depth of insight in key areas of interest.
These follow up discussions also served as the basis for confirming the data collected via
the questionnaire. This report incorporates the input of interviewed experts and KOLs.
Through incorporating the input of these groups, we have worked to ensure the research is
valid (we asked the right questions), is reliable (the data is representatives wider
community) and is generalizable (the findings can be related to the wider commuaity).
research conducted for this report adhered to high ethical research standards, thereby
ensuring research integrity.

3.2 Stakeholders

Stakeholder grouping®r this project are numerous, as outlinedfigure 11t is arguable

that because of the pervasive nature of ICT that all of society has a stake in defining how
ICT practitioners are engaged and consulted. For the purposes of this project however we
havegrouped subsets of the stakeholders into various classifications.
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Figurel: Multiple stakeholder communities involved

For an ICT professional framework to be successful, there is a requirement to better
understand the needs dhe various ICT stakeholder groupings, including for example ICT
practitioners and managers, public and private educators, enterprise, professional ICT
associations, government bodies, standards bodies, certification developers etc. Further,
there is a ned to produce a solution that effectively addresses their respective needs. In
essence, any proposed framework must be demdriden, with tangible benefits for each
stakeholder. This is a critical step as without understanding the true nature of what each
stakeholder group requires of a framework, and any possible interplay between these
requirements, it is likely that the framework will fail to gain the necessary traction to
enable successful adoption.
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Theinterviewing of key stakeholders was essentialitalerstanding their requirements

and their envisaged benefits from an ICT profession and to ensuring their engagement and
commitment to the projectThe research endeavoured to ensure that the views and
opinions captured were representative of practitiaseacross the EU, by for example

seeking representation from CERI8mber Societieand the 1Vl commnity.

3.3 Data sources

Data sources for the project can be classified under the following headings:

3.3.1 Studies and Reports

The interim report has drawn extensiy on existing studies, reports and academic papers
pertaining to the four pillar of ICT professionalism. These studies reflect past agairan
initiatives within the EU, the United States, Japan and India. An extensive reference listed is
included at he end of this report. However, sample studies include for example:

e Bodies of knowledgéAgresti, 2008)

e /| SNIATAOIGAZ2YZ &aidlFyRINR& FYyR ljdzt €t AFAOI
interim report (Weiss & O'Sullivan, 200) & KS 9 dzN2 LIS b ¢ dzNB YIS R i &
vdzZ t AFAOFGA2Y A CNI Y862 NQuropeanChnimuriti€st 2 y 3 |
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3.3.2 Interviews

Data gathered from ICT practitioners via questionnaire completion and follow up
interviews provided significant insights on:

e Usage oBodies of knowledge and their fithess for purpose

e Importance of certifications and qualifications, driversdeqguiring them,
awareness of frameworks, expected trends and standards

e Usage otompetence framework and their potential benefits and barriers to
adoption

e Adherence to Codes of Ethics/Codes of Conduct, their usefulness, compliance
requirements and opiniosion enforcement

¢ Need for CIO training and views on the content required to best equip CIOs to fulfil
their role

e The concept of an ICT profession and steps in moving towards establishing and
maturing it

e Background details on all participants includingdeample mode of entry to the
ICT profession, academic qualifications and certifications held, organisation type
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represented, professionareas of activity and membership of professional
associations.

3.3.3 Key Opinion Leaders

The project draws on the experti®f a group of KOLs, which includes a number of

professionals selected for their knowledge and expertise in the areas of ICT professionalism
FYR L/ ¢ GNIAYAYyId ¢KS LINRP2SOG a2dAaAKiG (2 dziAf
development and underpithe overall research directiomput from the KOLs served

guide the focus of the research, to ensure relevance of the research in terms of questions

being asked, and to provide guidance around the validity, reliability, and generalisability of

the findings.

3.3.4 Meetings and workshops

Regular meetings between the project team served as a useful basis for discussing existing
initiatives and stimulating new ideas in a collaborative setting. Weekly status meetings
served as a useful means to maintain vigiphn project progress and to discuss new

findings, increase awareness of new developments and upcoming events, identify and
exchange contact details etc. These meetings were particularly important due to the
dispersed nature of project team members.

Seeral workshops between the project team members, focused on the four pillars of ICT
professionalism, were held. These served as a useful source of data gathering and debate
on desktop research findings. Discussions between project team members and external
experts served as a further mechanism for gathering insights related to these four areas. A
number of workshops focusing on iterative questionnaire design and refinement were

held; and were critical in ensuring that appropriate questions were incorporabed

worded in an unambiguous manner; and in ensuring that the value of incorporating each
question was considered. Project team representation at the CEN workshop on 14/04/2011
served to gather further input on this questionnaire design.

3.3.5 Website

The dedcated eskills and ICT professionalism websitgv(v.ictprof.eu) publicises the

research to the public. It focuses cammunicating the importance of the research

undertaken with a view to engaging with its target aarte. The website requests and

5SSt O02YSa addzoYAaarzya FNBY G(GKS LlzmtAlds 2y AYR
professionalism, on the four proposed pillars and@ or ICT manager training.
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4 Desktop Research

One method of establishing a professisrto first define a body of knowledge around the
area and then use the body of knowledge to set standards and certification processes
(Agresti, 2008)

4.1 Bodies of Knowledge

Abody of knowledgés more than simply a collection of terms; a professional realistiga

library; a website or a collection of websites; a description of professional functions; or

even a collection of information. It is the acceptatology for a specific domaihiThe

Project Management Body of Knowled@@MBOK®) from theroject Management

Instituted G F 6 Sa GKI G AG R20dzySyida a3aSySNrtftfe I O00S

Thus, the documented, verified, validated and apgprd concepts are typically referenced

in bodies of knowledge. This addresses the needs of the vast majority of ICT practitioners.
Today the bulk of activities are about maintenance and enhancements of existing systems.
For those companies that are at tiranguard of technology adoption, the welstablished
industry recognized bodies of knowledge constitute a subset of the knowledge needed.

Bodies of knowledge can be expressed in many ways. They can be expressed as facts,
processes, methods or recipes. 8dy of knowledge could equally be defined as a set of
inputs and outputs as in a blatlox description where the input and output artifacts are
clearly described. A body of knowledge may simply be an index to the wider societal
knowledge base on a subjeat domain. A body of knowledge may be expressed as a
syllabus either with or without supporting bibliographic detail. Knowledge can be captured
and communicated via maturity models and associated assessment frameworks. The most
widely available are stillopd textbooks either paper or digital.

Knowledge management is an essential activity for all but this is more complex and
dynamic in the technology innovator and early adopter compagtiesgadon, 1997)The
innovative and transformative nature of ICT hade harnessed and managed. This very
often has to be done at speed to stay ahead of the competition. The new sometimes
unproven technologies and the associated hast does mean that it is a high risk venture. To
leverage off new technologies, one has talerstand their capabilities and the ease or
complexity of integrating them into an existing suite of technologies or how it might
facilitate the launch of new businesses. Many leading companies form partnerships with
their suppliers, universities; join angérticipate in forums and consortiums to manage and
shape the roll out of new concepts.

Technological change, like all change is about more than just technology. It involves people,
business processes, attitude and expectations management as well asthigke

potential for high rewards. It is more difficult to be effective at change management in the
absence of reference sites and demonstrated benefits for the stakeholders.

® http://en.wikipedia.orghiki/Body_of Knowledge
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Knowledge management is an exceptionally wide topic and is outside the sctipg of
NBaSFNDOK® | 26SPSNE F2N (KS LidzNangnvie®dbageF G KA &
should be considered as inclusive of the bodies of knowledge and all necessary current
information as is appropriate to the business and its technology managepuositioning;

as an innovator, early adapted, early or late majority or laggard positighiaggadon,

1997)

With reference toFigure21, the scope of the knowledge areas is very wide and
encompasses business, technology, analysis, process, commumcaiggotiation, design,
and change management to list some. The ICT team needs to be competent in all these
areas.

Today (2011) there are many bodies of knowledge (BOKSs) associated with ICT related
activities. There does not appear to be anrealtompassig body of knowledge. The review
in this section does not attempt to analyse the content of each of these BOKSs. It looks at
who generated them and how they are maintained.

The BOKSs identified for this analysis include:

¢ PMBOK®

e SWEBOK

e CIPS Body of KnowledgBCS Diploma Syllabus / ACS ICT Profession Body of Knowledge
o ITIL

e COBIT

e ACM/IEEE Computing Curricula

e CMMI

e Prince2

e IT Security Essential Body of Knowledge

e APM BOK (Association for Project Management Body of Knowledge)
e TOGAF

Several of these bodies of knagige have common ground and have over lapping
features. For example, APM BOK, PMBOK and Prince2 all deal with project, programme and
or portfolio management.

4.1.1 Project Management Body of Knowledge (PMBOK®)
41.1.1 Brief description

The PMBOK covers the concepts afjgct management. PMBOK divides the knowledge
into nine knowledge areas:

e Quality

e Scope

e Time

e Cost

¢ Human resources
e Communications
¢ Risk Management
e Procurement

e Integration
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Projects have a defined life cycle that the standard divides into 5 phases:

¢ |[nitiating

e Planning

e Executing

e Monitoring & Controlling
e Closing

41.1.2 Origins

The origins of the PMBOK can be traced to the foundation of the PMI in 1968. The first PMP
certifications were issued in 1984 and the first draft of the PMBOK was available in 1986.
The documents now in its fourth edition and it continues to be maintained.

The PMBOK has been augmented with publications on sizing and estimation, risk
management, program management, portfolio management and special areas like
construction and government.

4.1.1.3 Education and training

Courses antkxtbookson the PMI material are available from a wide variety of commercial
suppliers as well as universities and colleges. Once certified, practitioners must remain
active in project management and be-certified by having attmed a number of

professional development units (PDUS).

4.1.1.4 Coverage

Project management, program management, portfolio management, earned value
management, risk management; work breakdown structures practices, scheduling
practices, sizing and estimation pragts are all covered in the Project Management
LyadAddziSQa YIFOGSNRIFTao®

4.1.1.5 Currency

The Project Management Institute has hundreds of thousands of members worldwide and
funds significant ofgoing research from its resources. The PMIs material is current and
maintained by its member community.

4.1.1.6 Usage

PMBOK is widely used by project managers around the globe. Certification in project
management is normally a requirement to work as a project manager.

Note: Most jobs specify that a project management certificatioreiguired but do
not specify whether it should be Prince2 or PMP. Most employers will accept
all of the certifying bodies.

The PMBOK is used as a basis of establishing a common language. This is an important

aspect of international and transational projecs. The PMBOK is used in construction,
A2PSNYYSyid o6!'{ 9 [/ FYlFIRF AY LI NIAOdzZ oND X L¢ |
profit organisations are also using PMBOK. The PMI has active chapters in the following

regions and countries:
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Asia Pacific

Audralia, Bangladesh, Hong Kong, India, Malaysia, New Zealand, Pakistan, Philippines,
Singapore, Sri Lanka, Taiwan, Thailand, Indonesia, Japan and South Korea

Europe, Middle East, Africa

Austria, Bahrain, Belgium, Bulgaria, Croatia, Czech Republic, DeBigngok, Finland,
France, Germany, Greece, Hungary, Ireland, Israel, Italy, Jordan, Kuwait, Lebanon,
Luxembourg, Morocco, Netherlands, Nigeria, Norway, Oman, Poland, Portugal, Qatar,
Romania, Russia, Saudi Arabia, Slovakia, Slovenia, South Africa, Sgxden, Switzerland,
Turkey, Ukraine, United Kingdom, United Arab Emirates, Yemen and Yugoslavia

Latin America

Argentina, Brazil, Chile, Colombia, Costa Rica, Ecuador, Mexico, Panama, Paraguay, Peru,
Uruguay and Venezuela

North America

Canada, Unitedt&tes and Caribbean

41.1.7 Contact information

Support organisation: Project Management Institute

Body of Knowledge: PMBOK

taLQa 9a9! /| http://www.pmi.org/en/About-Us/Customer
details: Care/EMEA.aspx

Telephone: +31-320-239-539

4.1.2 Software Engineering Body of Knowledge (SWEBOK)
An engineering @fession is characterized by several components:

e Aninitial professiona¢ducationin a curriculum validated by society through
accreditation

e Registration of fitness tpractice via voluntary certification or mandatory licensing

e Specialized skill developmiand continuing professional education

e Communal support via a professional society

e A commitment to norms of conduciften prescribed in a code of ethics

The SWEBOK addresses the first three.
The SWEBQRO004)areas of knowledge include:

e Software requirerants
e Software design
e Software construction
e Software testing
e Software maintenance
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e Software configuration management

e Software engineering management

e Software engineering process

e Software engineering tools and methods
e Software quality

Software engineering d@enot exist in a vacuum and must interact with the following
related areas outside the scope of the SWEBOK:

e Computerengineering
e Project management
e Computer science

e Quality management
e Management

e Software ergonomics
e Mathematics

e Systems engineering

The bog of knowledge resides in the literature that has been generated over the last forty
years. The SWEBOK is simply a guide to that knowledge. The SWEBOK does not stipulate
vendor specific methods tools or technigues. Nor does it address specialist or fesearc
areas. The SWEBOK describes what is generally accepted as good practice.

The Institute of Electrical and Electronic Engineers Computer Society (IEEE) in association
with the Association for Computing Machinery (ACM) invited participation from interested
parties to form and develop the SWEBOK. The first drafts appeared in 2001 and the final
approved document was produced in 208 rsion 3 is currently being drafted and is
expected to be ready for revieduring 2011

41.2.1 Education and training

Many universitycourses have been modified to incorporate the SWEBOK content into their
material.

TheCertified Software Development Professio@EDP) is aimed at ridreer software
development professionals. The certification meets B®/IEC 24773:2088 a { 2 T 46| NB
Engineeringg Certification of Software Engineering Professioal®mparison

CNI} YSG2N] € o

TheCertified Software Development Associ&@@SDA) is a graduate level certification.
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certification.
4.1.2.2 Coverage

The SWEBOK addresses the requirements through design, coding and testing to
deployment and management. It also looks at the process, tools and methods and quality
aspects of the work.

It does not address soft skiliké expectations management, client relationships or
contract and duty of care aspects of the profession.
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A separate ethics document has been developed by the IEEE and ACM.
4.1.2.3 Currency

The current standard was approved in 2004. It is in need of revision@datel A version 3
of the SWEBOK is in preparation and was expectée available for reviewluring2011
Version 3 wilrework the document and provide new knowledge areas of Software
Measurement and Software Security.

It isdeveloped under a grant frosome businesses and with the support of the IEEE CS
and ACM.

4.1.2.4 Usage

It is used by colleges, education providers, practitioners and employers. It is also being used
as a reference against which qualifications can be assessed or compared.

41.25 Contact Informatio n

Support organisation: IEEE Computer Society

Body of Knowledge: SWEBOK

IEEE Computer Society contact | http://www.computer.org/portal/web/guest/contact
details:

Telephone: +1-714-821-8380
413 #AT AAAGO | OOT AEAOGETT 1T & )1 & 0Oi AGET 1
(CIPS BOK)

British Computer Society (BCS) IT Diploma Sylla bus

In February 2005, the CIPS National Board ratified the following mdfibe: British
Computer Society (BCS) Professional Examination Study Guide Syllabus Diploma level (Core
and 11 specialist modules) be adopted as the Body of Knowledge (BOK).for CIPS

The BOK is comprised of a core and ten technical knowledge areas:

e Core Module: Professional Issues in Information Systems Practice
e Architecture

e Networks

e Databases

e OO Programming

¢ Project management

e Service management

e Software engineering

e Systems Analysis

e Systems Design

e The Internet and the WWW
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The British Computer Society (BCS) is maintaining the syllabus and has dropped knowledge
areas in 2010 and added some new ones in 2010 and 2011. The list above is current as of
February 2011 and does not show theas dropped in 2010.

The British Computer Society has 70,000 members worldwide. CIPS, BCS and the Australian
Computer Society (ACS) are all founding members of IP3.

Thelnternational Professional Practice Partnership (iB3)global initiative that was

adopted by the International Federation of Information Processing (IFIP), at the IFIP

General Assembly (GA) in 2006. IFIP is a United Nations founded/UNESCO association, with
60+ Member Societies. IP3 counts 9 professional IT associations across thesdgtsbe a
members who share a common vision to establish IT as a profession that is recognized and
valued globally and has the same key strategic features that are common to most
established professions; IFIP provide accreditation for organisations; thiadar,

organisations have been accredited.

41.3.1 Education and training

This BOK is basically a syllabus that has been adapted by many UK and Irish colleges.
Further, many colleges recognise the BCS based certification as qualifying criteria for
further training atuniversity. Courses are also available in Canada and Australia based on
the BCS Diploma Syllabus.

Standards and candidate guidelines have been issued by the Information Systems
Examinations Board (ISEB). The ISEB has a portfolio of qualificationgteasétes.

Certified trainers exist in: Germany, Netherlands, Australia, UK, Denmark, Canada, Finland,
Ireland, Singapore, USA, Sweden, India, Belgium and Malaysia. The countries shown are
typically where the training organisation is based and many opevatédwide.

4.1.3.2 Coverage

A core module and ten technical areas of knowledge are covered in the syllabus for the
diploma course.

4.1.3.3 Currency

The BCS is maintaining the body of knowledge and it is being kept current. The BCS is
funded by its membership and educatiantivities.

41.3.4 Usage

The BCS Diploma syllabus is used in UK, Canada and Australia. It is also used to a lesser
extent in North Western Europe, India, Malaysia, Singapore and the USA. It is used by
educators and professionals.

41.35 Contact Information

Support orgaisation: | / I Y RF Q& ! 842 0A Gsh 2y

Body of Knowledge: | CIPS BOK

CIPS Contact details| http://ww w.cips.ca/contactcips
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Telephone: +1-877-ASKCIPS (272477)

Support organisation| British Computer Society

BCS Contact details:| http://www.bcs.org/content/conWebDoc/34404

Telephone: +44 (0)1793 417417

4.1.4 Information Technology Infrastructure Library (ITIL)
ITIL has primary publications in the areas of:

e Service Strategy

e Service Design

e Service Transition

e Service Operation

e Continual Service Improvement

Note: More details available at:
http://www.itil -officialsite.com/Publications/Core.aspx

¢CKS 'YQa /SYGNIXt /2YYdzyAOFdA2ya yR ¢StS0O2YY
between 1989 and 195. Version 2 was published in 2004 and gained worldwide

acceptance. 2007 saw version 3 being delivered.

41.4.1 Education and training

Many large IT service companies have embraced ITIL and support its use through
consultancy and training programs. ITIL trairi;gvailable from many professional
educators.

The ITIL V3 Qualifications scheme uses four levels:

e ITIL Foundation in IT Service Management
e ITIL Intermediate Level

e ITIL Expert Certification

e ITIL Master Qualification

Accredited examinations institutes udeeir own processes. Details of the four levels are
available for download.

4.1.4.2 Coverage

ITIL takes a customer focused service delivery approach to IT management. It describes
service strategy, design, transition and operation in a continuous improvement
environment.

4.1.4.3 Currency

ITIL is being updated regularly and version 3 is the latest as of (Feb/2011).
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41.4.4 Usage

ITIL is being used by educators, certifiers, practitioners and companies. It acts as a
framework to help manage IT services. It has helped companies aégrbtisiness and IT
objectives.

4145 Contact Information

Support organisation: Office of Government Commerce (OGC
Body of Knowledge: ITIL

UK Office of Government Commeramntact http://www.best-management

details: practice.com/

Telephone: +44 (0)870 242 2345

415 COBIT4.1

COBIT 4.1 can be foundvatvw.itgi.org/cobit The framework addresses the issue of
governance around IT. It ensures that:

e [T is aligned with the business

e IT enables the business and maximises benefits
e IT resources are used responsibly

e IT risks are managed

Thelnformation Technology Governance Institute (ITGI) was founded in 1998 to advance
the governance of IT. It has developed thentrol Objectives for Information and related
Technology (COBIT®OBIT is continually being updated and supporting standaeds lik
RiskIT and VallT have been added to the portfolio of solutions. ISACA plans to merge all
three into COBIT version 5 which is slated for release in 2011.

The ITGI was formed by the Information Systems Audit and Control Association (ISACA).
The ISACA wagitially formed in 1967 and has continued to grow since then. ISACA offers
a variety of certifications including:

e CRISC Certified in Risk and Information Systems Control

e CISM Certified Information Security Manager

o CGEIT, Certified in the Governance &hnterprise Information Technology
e CISA; Certified Information Systems Auditor

4151 Education and training

Online elearning courses, books and faimeface training are available to help students
pass the examinations for the qualifications listed in secfidn5above

Today (Feb 2011) ISACA has over 95,000 members worldwide.
4.15.2 Coverage

COBIT focuses on five main areas. These are:
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e Strategicalignment (business & IT alignment from planning stage)

e Value delivery (ensuring IT delivers on value promised)

¢ Resourcananagement (proper management and investment in IT resources)

e Risk management (risk awareness and risk acceptance/avoidance guidelines and
criteria)

e Performance measurement (strategic, operational metrics and use of balanced
scorecards)

4.1.5.3 Currency

The framewerk is actively maintained and ITGI hasgming research to ensure it is kept
up-to-date. It is funded by research grants, member subscriptions, and training and
certification fees.

4154 Usage

COBIT is used globally. It has been particularly successfulfindheial markets where the
concepts of auditing are better understood.

Many businesses have used it to gain control of their IT investments and get a better
handle on the management of IT. It is being used as a mechanism to align IT and business
at strategic, tactical and operational planning levels.

4155 Contact Information

Support organisation| ISACAformallyInformation Systems Audit and Control
Associatiol

Body of Knowledge: | COBIT

ISACAantact http://www.isaca.org/AboutlSACA/Contadtls/Pages/default.asp

details:

Telephone: +1.847.253.1585

4.1.6 ACM/IEEE Computer Science Curriculum

The Assaciation for Computing Machinery (ACM) and the Institute for Electrical and
Electronic Engineers (IEEE) has published computing curricula in 1968, 1978, 1991, 2001
and 2008. The computing curricula are adyvmaintained and have scheduled period
reviews. It can be down loaded from:
http://www.acm.org/education/curricula/ComputerScience2008.pdf

Note: There is an IS Computing Gouta which is located at
http://www.acm.org/education/curricula/IS%202010%20ACM%20final.pdf
This is maintained by the Association for Computing Machinery (ACM) and the
As®ciation for Information Systems (AIS). This is also of a very high standard
and is kept current but is not reviewed in this report.

4.1.6.1 Education and training

The computing curricula is used and referenced by many universities worldwide. There are
a significat number of colleges that provide courses based on the curricula.
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4.1.6.2 Coverage

The following areas are addressed:
e Discrete structures

e Programming fundamentals

e Algorithms and complexity

e Architecture and organisation
e Operating systems

¢ Net centric computing

e Progamming languages

e Humarncomputer interaction

e Graphics and visual computing
¢ Intelligent systems

¢ Information management

e Social and professional issues
e Software engineering

e Computer science

¢ Introduction to security

e Parallelism

4.1.6.3 Currency
This is a joint efforbetween the IEEE and ACM who continue to review the curricula.
4.1.6.4 Usage

Itis in use by colleges and educators. It is used in North America, Europe, Australia & New
Zealand.

41.6.5 Contact Information

Support organisation: Assocision for Computing Machinery (ACM)
Body of Knowledge: ACM/IEEE Computer Science Curriculum

| / a Qnrtact@etails: http://www.a cm.org/contactinfo

Telephone: +1-412-268-5800

IEEE Computer Society (CS) IEEE Computer Society (CS)

L 9 9 9YQAdzY 2NJ { 2 OA § hitp://www.computer.org/portal/web/guest/contact
details

Telephone: +1-202-371-0101

4.1.7 Capability Maturity Model Integrated (CMMI @)
The Capability Maturity Model (CMMvas developed by the Software Engineering Institute

(SEI) at Carnegie Mellon University, Pittsburgh, Pennsylvania. The SEI receives significant
funding from the US government and thus its future is secured.
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It is a process improvement maturity model thatfocused on the development of
products and services. It addresses the productdifele from concept through
development and delivery and the maintenance phase.

The CMMI for development uses best practices of systems and software engineering.

The CMMEtan be obtained online dtttp://www.sei.cmu.edu/library/abstracts/cmmi/

41.7.1 Education and training

A variety of courses are available from the Carnegie Mellon University. These range from
introductory to detail and are available in tailored form for practitioners and managers. The
CMMI framework has sub specialities like development and acquisition. Variants of the
courses are specific to the needs of the custon@urses are also offered taain

appraisers. Thus, companies can becomeagficient in terms of doing larger corporate
wide assessments.

Certificationgfor various roles in the CMMI process improvement exist. These include:

e CMMI Instructor

e People CMMI Instructor

e PSP Developer

e PSRnstructor

e SCAMPIB&C Team Leader

e SCAMPI with People CMM Lead Appraiser
e TSP Coach

A web search for CMMI training will return large numbers of training organisation who
support and train the CMMI area.

4.1.7.2 Coverage
The CMMI looks at four process areas:

Process rmnagement

e Basic process management process areas

e Advanced process management process areas
Project management

e Basic project management process areas

e Advanced project management process areas
Engineering

e Recursive and iteration of engineering processes
Support

e Basic support process areas

e Advanced support process areas

The CMMI looks in detail at 22 process areas and makes recommendations for
improvement based on the findings of a capability maturity assessment. The 22 process
areas are:

e Causal Analysis afesolution (CAR)
e Configuration Management (CM)
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e Decision Analysis and Resolution (DAR)

¢ Integrated Project ManagemeiitPM)

e Measurement and Analysis (MA)

e Organizational Innovation and Deployment (OID)
¢ Organizational Process Definiti(@PD )

e OrganizationaProcess Focus (OPF)

¢ Organizational Process Performance (OPP)

e Organizational Training (OT)

e Product Integration (PI)

e Project Monitoring and Control (PMC)

e Project Planning (PP)

e Process and Product Quality Assurance (PPQA)
¢ Quantitative Project Management (QPM)

e Requirements Development (RD)

¢ Requirements Management (REQM)

¢ Risk Management (RSKM)

e Supplier Agreement Management (SAM)

e Technical Solution (TS)

e Validation (VAL)

e Verification (VER)

4.1.7.3 Currency

The CMMI is maintained at the Carnegie Mellon University by the/&@ Engineering
Institute. This organisation gets the bulk of its funding from the US government and is
considered financially secure.

4.1.7.4 Usage

Large software and product developers were among the first to use CMM. Specific levels
were mentioned in NATO,3JUK Government contracts and a minimum level of 2 was
normal in the vendor qualification processes of many large companies during the 1990s.
This had the effect of accelerating the demand for CMM certification.

Levels 3 and higher bring significant quaithprovements and have the effect of reducing
overall cost and reduce time to market. This was demonstrated at Motorola where level 2
was found to improve quality but at increased costs. Whilst, level 3 reduced costs and
improved quality; levels 4 and Hain improved quality but at increased cost. Motorola
directed all product development groups and software development groups to attain a
minimum of level 3. High volume software development sites were asked to attain levels 4
and 5. Specifically, sites we software would be deployed with or embedded in high
volume products were asked to attain levels 4 & 5.

41.75 Contact Information

Support organisation| Software Engineering Institute (SEI

Body of Knowledge: | CMMI

{ 9 Lofdct déxails: | http://www.sei.cmu.edu/contact.cfm

Telephone: +1-412-268-5800
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4.1.8 Prince2

PRINCE 32 RSNA PSR WPRRMGINDIO®lIeB MIANE y¥ Sy daé¢d t NRYy O
extensively in the UK Government departments. It is also widely used in industry and

business in the UK.

The following overview is taken frohitp://www.ogc.gov.uk/methods_prince 2.asp

PRINCE?2 is a generic, sometimes tailored, simple to follow project management method. It
covers how t@rganise manage and control your projects. It is aimed at enabling you to
sucessfully deliver the right products, on time and within budget. As a Project manager you
can apply the principles of PRINCE2 and the associated training to any type of project. It will
help you to manage risk, control quality and change effectively, dawatake the most of
challenging situations and opportunities that arise within a project.

A PRINCEZ2 project has the following characteristics:

e Continued business justification

e Learning from experience

o Defined roles and responsibilities

e Managed by siges

e Managed by exception

e Focuses on products and their quality

e Tailored to suit the particular product environment

PRINCEZ2 does not cover all aspects of project management. Areas such as leadership and
people management skills, detailed coverage ojgmt management tools and techniques

are well covered by other existing and proven methods and are therefore excluded from
PRINCEZ2.

Prince2 documents best practices associated with project management.
4.1.8.1 Education and training

Prince2 training is widely avable. A number of Prince2 accredited training providers are
available and a variety of courses are describelkigt//www.prince2.com/accredited
projectmanagementrainingasp

4.1.8.2 Coverage

Prince2 can be described in a number of models. The first covers:

e Startingup a project (SU)

e Initiating a project (IP)

e Directing a project (DP)

e Planning (PL)

e For each stage
e Managing stage boundaries (SB)
e Controlling a stage (CS)
e Managing prductdelivery (MP)

e Shuttingdown: Closing a project

36| Page


http://www.ogc.gov.uk/methods_prince_2.asp
http://www.prince2.com/accredited-project-management-training.asp
http://www.prince2.com/accredited-project-management-training.asp

A second model for Prince2 is called the component model. The components are referred
G2 Fa GKS WgKIFIGQ + LINRP2SOG YIFylF3aSNI R2Say

e Change control
e Configuration management

e Quality

¢ Risk management
e Controls

e Plars

e Organisation
e Busines case

4.1.8.3 Currency

Prince2 is a UK government initiative that continues to get financial support and also
derives income from its publications. The initiative is being kepgbugate.

4.1.84 Usage

Prince was initially used internally in the gévernment departments. However, the
project management principles and best practice were found to be applicable to many
areas and not just IT where it originated.

Today Prince2 is used predominately in the UK but is also used in Western Europe, North
America and the Asia Pacific Rim.

Prince2 is an effective approach to project management and offers practitioners a solid
basis on which to build their careers.

41.8.5 Contact Information

Support organisation] Office of Government Commerce

Body of Knowledge: | Prince2

h D/ Qrdact Getails:| http://www.prince-officialsite.@m/home/contactus.aspx

Telephone: +44 (0) 1494 458 948

4.1.9 IT Security Essential Body of Knowledge

OEBK is a collection of whdSgovernment IT security managers believe are éssential
technology and management skills an IT staff should have to protect federal networks from
cyberattacks and unauthosed access’

“The Basics IT Security Essential Body of Knowledge by Jill R Aitoro see
http://www.govexec.com/basics/itsecurity.htm
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419.1 Education and training

The BOK has a number of roles and certifications associated with it. The following table
from http://www.us -cert.gov/ITSecurityEBK/EBK%20Ma8ept08.pdf shown inFigure2,
outlines the role and competency relationships.

The International Information Systems Security Certification Consortium(I®€)has a
number of certifications on its rated body of knowledge.

e |SCAssociate

e Systems Security Certified Practitioner (SSCP)

e Certified Authorization Professional (CAP)

e Certified Secure Software Lifecycle Professional (CSSLP)
e Certified InformationSystems Security Professional (CISSP)
e Architectue (CISSFSSAP)

e Engineering (CIS$SPSEP)

e Managemen{CISSPSSMP)

IT Security Roles
IT Sec u rity E B K: Executive Functional Gorollary
A Competency and
Functional Framework . g E
N 8 5 2 T3 H
] IE é & g = €
& o 8 2 @ o e 2
E £ s Sw H . = ]
S £ 3 & 458 ] g - 2 &
Functional Perspectives H E E 8 § s 'E £ 2z K a?_
M - Manage g - S 2 o' & I k: £
D - Design s 8 £ E E H £ £ o o
£ = - 3 3 b
1 - mplement £ E g 5 ¥ g 3 ] g
- Evaluate 2 S 2] ) o g » 1 2z £ 2
=) & E a E= =] E o o >
[1 Data Security M M D M D D D
E E | E E E E
2 Digital Forensics M D M D
= | E 1
|3 Enterprise Continuity M M D D
E E | E |
g 4 Incident Management M M D D [1] M D
2 E = | | E E | 1 =
< IT Security Training and Awareness M M D D
== E E 1 E E
2 JF IT Systems Operations and Maintenance D[ M[D D
;] E | E | E 1
D ¥7 Network and Telecommunications Security 8] M D D
g el | E i
<3 E Personnel Security M M D D
o E E E] 1
= Physical and Environmental Security M M [1] M D
‘= E E E | E
3 10 Procurement M[D[M]|D M | D
[T} E = El E E | E
0 [11 Regulatory and Standards Compliance M M D D M D
= E E 1 E 1 1 E
12 Security Risk Management M M| D 1] M 1]
E E 1 = | 1 E 1 1 1 =
13 Strategic Security Management Mm|D|IM|D
E | E E
[14 System and Application Security M M D
E E 1 1 E

Figure2: IT Security roles and competences
Text books and eLearning course are available.
4.1.9.2 Coverage

The EBK addresses the following areas:
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e Data security

¢ Digitalforensics

e Enterprise continuity

¢ Incident management

e T security training and awareness

e |T systems operations and maintenance
e Network security and telecommunications
e Personnel security

e Physical and environmental security

e Procurement

e Regulatory and standard®mpliance

e Risk management

e Strategic management

e System and application security

4.1.9.3 Currency

The body of knowledge is maintained by the US Department of Homeland Security. It is
being kept upto-date and comments from subject matter expeare being solicitd every
two years.

4194 Usage

It is recommended for use by all US government departments. It is being used to counter
perceived cyber threats. Taken frdmtp://www.us-cert.gov/ITSecurityEBIhe following
text outlines some of the reasons for its use.

Potential benefits of the IT Security EBK for professional development and workforce
management initiatives include the following:

e articulating the functions that professionals within the IT security workforce
perform, in a contexneutral format and language

e promoting uniform competency guidelines to increase the overall efficiency of IT
security education, training, and professional development

e providing a content guideline that can be leveraged to facilitaist-effective
professional development of the IT workforce, including future skills training and
certifications, academic curricula, or other affiliated human resource activities

4195 Contact Information

Support United States. Computer Emergency Readiness T€RISCERT)
organisation: USCERT is a part of the National Cyber Security Division (NCSDO
the Department of Homeland Security (DHS).

Body of EBK

Knowledge:

US/ 9 w (ofact ( http://www.us-cert.gov/contact.html
details:

Telephone: +1 8882820870
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4.1.10 Informati on Technology Capability Maturity Framework (IT -CMF)

The Information TechnologyCapability Maturity Framework was developed initially by
LydSt oFasSR 2y FOFRSYAO NBaSINDODK yR LydaStQQa
organisation.

The ITCMF has foumacro processes:

e Managing IT like a business

e Managing the IT budget

e Managing IT for business value
e Managingthe IT capability

Each of the four macro processes has a series of processes defined. The framework
identifies capabilities needed to successfubpeute these processes. Its assessment tools
allow businesses to assess these capabilities and determine the maturity of the capabilities.
The assessment results allow businesses to focus on the practices that make up the process
and improve or develop theapabilities further.

The ITCMF is maintained by the Innovation Value Institute (IVI) based at the National
University of Ireland, Maynooth.

4.1.10.1 Education and training

The Innovation Value Institute provides a number of professional development courses on

T/ aC® ¢KS blradAa2ylf | YyABGSNAAGE 2F LNBflIyYyR I
degree course which will use theCMF as its basis. Students will be able to enrol on this

course from September 2011.

Other universities in the US and Europe are std$sions on running courses with NUIM.
4.1.10.2 Coverage

The ITCMF is made up of 4 macro processes and 32 processes. The following lists the
macro and related processes:

Managing IT like a business

¢ Risk Management (RM)

e Accounting and Allocation (AA)

¢ Organisatiordesign and planning (ODP)
e Sourcing (SRC)

¢ Innovation Management (IM)

e Service Analytics and Intelligence (SAl)
e IT Leadership and Governance (ITG)

e Business Process Management (BPM)
e Business Planning (BP)

e Demand and Supply Management (DSM)
e Capacity Forecastirand Planning (CFP)

Managing the IT budget
e Funding and Financing (FF)
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e Budget Management (BGM)
¢ Portfolio Planning and Prioritization (PPP)
e Budget Oversight and Performance Analysis (BOP)

Managing IT for business value

e Total Cost of Ownership (TCO)
e BenefitsAssessment and Realisation (BAR)
¢ Portfolio Management (PM)

Managing the IT capability

e Enterprise Architecture Management (EAM)
e Technical Infrastructure Management (TIM)
e People Asset Management (PAM)

e Knowledge Asset Management (KAM)

¢ Relationship Asset Manament (RAM)

e Research Development and Engineering (RDE)
e Solutions Delivery (SD)

e Service Provisioning (SRP)

e User Training and Management (UTM)

e User Experience Design (UED)

e Program and Project Management (PPM)

e Supplier Management (SUM)

e Capability Assessmentdlagement (CAM)

4.1.10.3 Currency

Version 1.0 has been released and a number of assessments are currently being
undertaken by large multinationals, government departments, medical centres and
hospitals etc. It has attained global reach via the multinationals aexjianding in the
Asia/Pacific Rim along with Australia and New Zealand.

The Innovation Value Institute uses an open collaboration approach to continuously update
and maintain the ITCMF.

Although the VI receives funding from its members, it remains apmofit making
organisation. IVI also receives grant aid from Enterprise Ireland.

4.1.104 Usage

Thel# aC A& FAYSR 3G /LhQaod ¢KS FaasSaavySyd LINE
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organisation capabilities as distinct from the capabilities of individuals.

It is used as a maturity rating tool with a set of recommendations on the nexs $tep
improve maturity. It is being used on all continents mostly by large corporations. Medium
sized companies particularly in the heatthre area have also started using theCIWF.
Usually companies have internally recognised an issue that needs estleed and IT

CMF is seen as a mechanism to focus and guide improvement efforts.
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It is also used as a metrics tool to help focus improvement. Finally, as the number of
assessments grows its use as a benchmarking tool is emerging as a very importagt featur
Users can compare their maturity with that of similar industries.

4.1.10.5 Contact Information

Support organisation| Innovation Value Institut€lVI)

Body of Knowledge: | IT-CMF

L + logact dQails: | http://ivi.nuim.ie/about/contact.shtml

Telephone: +353 1 708 6931

4.1.11 TOGAF

TOGAF was develeg by the Open Group. The Open Group is a consortium of business
and vendors that interoperates with standards bodies to deliver its visieismn of
. 2dzy RF NBf Saa LYFT2NNIGA2Y Cft246u

The Open Group also certifies professionals in the use of TOGAF érokiteevelopment
Methodology (ADM). The Open Group launched the first independent IT Architect
Certification Program. The program defines global standards for measuring the skills and
experience of IT Architects and for the operation of IT practicesamiténterprisé.

The Open Group has over 300 member orgatiins, with over 6,000 participants 19
countries. Some 47% of members come from North America, 34% from Europe, 12% from
AsiaPacific, and 7% from the Middle East and Africa.

The Open Group is arflOfpen company established in England and Wales registration
number 2134862.

4.1.11.1 Education and training

There are 5,176 certified TOGAF and 2,162 Foundation registered TOGAF practitioners for
version 9. Some 8,600+ were certified at version 8.

Training is proded by The Open Group and a significant number of independent training
providers. Typical courses available include:

e TOGAF® 9 for Practitioners

e TOGAF® 9 for Practitioners (Level 1 & 2)
e TOGAF® 9 for Practitioners (Bridge)
e TOGAF® 9 for Practitioners (Level 1

> Seehttp:// www.opengroup.org/itac
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e TOGAF® 9 for Practitioners eLearning

e TOGAF® 9 for Practitioners eLearning (Level 1 & 2)
e TOGAF® 9 for Practitioners eLearning (Bridge)
e TOGAF® 9 for Practitioners eLearning (Level 1)

e Enterprise Architecture for Practitioners

o Enterprise Architecture for Pcétioners (Practitioner)
e Enterprise Architecture for Practitioners (Bridge)
e Enterprise Architecture for Practitioners (Foundation)

e Enterprise Architecture for Practitioners eLearning

e Enterprise Architecture for Practitioners eLearning (Practitioner)
e Enteprise Architecture for Practitioners eLearning (Bridge)
o Enterprise Architecture for Practitioners eLearning (Foundation)

4.1.11.2 Coverage

TOGAF is designed to support four architectural domains:

e TheBusiness Architecturdefines the business strategy, governanmeyanisation, and
key business processes

e TheData ArchitectureRSE ONA 6 S&a (GKS &GNHzZOGdzZNBE 2F |y 2NH
data assets and data management resources

e TheApplication Architectureprovides a blueprint for the individual application
sydems to be deployed, their interactions, and their relationships to the core business
processes of the organisation.

e TheTechnology Architecturelescribes the logical software and hardware capabilities
that are require4d to support the deployment of bus#ise data, and application
services. This includes IT infrastructure, middleware, networks, communications,
processing and standards, etc.

The TOGAF Architecture Development Method (ADM) includes establishing an architectural
framework, developing architegte content, transitioning and governing the realisation of
architectures. ADM architects will produce a number of artefacts that include: process
flows, architecture requirements, project plans, project compliance assessments, etc.

The architecture capaliy of an organisation needs capabilities to be developed in:

¢ Financial management

e Performance management

e Service management

e Risk management

e Resource management

e Communications and stakeholder management
e Quality management

e Supplier management

e Configuratiormanagement

e Environment management
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4.1.11.3 Currency

Version 8 was releaddn 2003 and version 9 was released in 2009. The Open Group has
active research projects and listens actively to its membership community of enterprises
vendors and practitioners. The Open Group sees one of its objectives as facilitating
convergence intmew or updated standards; emerging new technologies, practices,
processes or tools. Thus, the Open Group is taking @agiiee approach to managing
change.

4.1.11.4 Usage

TOGAF is used primarily as an Architecture Development Framework. TOGAF is also used to
estalish standards within and between companies working on projects.

41.11.5 Contact Information

Support organisation| The Open Group

Body of Knowledge: | TOGAF

L + logact d€ails: | http://www.opengroup.org/contacts/

Telephone: +44118 950 8311

4.2 Competences

4.2.1 Introductionto Competences
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definitions of competence are:
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e Gl RSY2YyaiuNIGSR lFoAfAGe (G2 FLWX & (y26fSR:
20aSNDI o f(Europedh&iuihpétande Framework 2.0

LY Ylye 2F (KS RSTAYALA2Y éxansined, they @feriedtbldy o 02 YL
set of characteristics which demonstrated ability to deliver improved performance for a
given job role.

The importance of ICT workers possessing inadequate competences should not be
underestimated: for example, Lee and Le@Q@)statedthat dThe skills possessed by IT

managers in an orgasation reflect the degree tavhich the orgarsation can transform its

IT investmeninto competitive advantage angew strategic opportunitiesHowever, some
organgationshave complained tht their ITmanagers do not possess thkills required for

such opportunites ¢ Kdzi X ¢gAGK2dzi O2ylGAydzZ tfe& RS@OSEt 2L
workers, organisations are likely to lack or lose their competitive edge.

But clearly, in order to tackle this iss, organisations must first understand what

competencies are needed. To this end, numerous frameworks have emerged, proferring
corporate, national and international frameworks which identify the competences required
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of ICT professionals to perform in djand typically support identification of levels of
performance.

The desktop research undertaken as part of this project examines a number of relevant
competency models in Europe and elsewhere which tackle the issue of defining
competences for a givenljaole. In this section, we have divided the review of these
initiatives based on them being either nationalbcused (fostering efforts within a single
country) or regionally focused (fostering efforts across a specific region).

Our research also idenigfd thatthe individuals constructing competency models can often

f101 NBESOIydG Gral AyF2NXIdGAz2y o[ ASOSya §i

what managers currently do rather than what is needed to perform effectively in the

T dz(i ¢eBBléet al, 2007. For this reason, Vakola advocated competency modelling using
a proactive approach (@ conducting interviews with higperformance individuals in a

given domain in order to support identification of the relevant competencies). We would
recommend that these concerns be considered when determining any proposed
professionalism framework.

4211 Iceberg Model of Competences

Our research has identified that many of the populZE@mpetence models are based on
the Iceberg Model of Competences.

Ho and Frepton (20109 contrast traditional jobanalysis frameworks which focus on

GoKIGé Aa | O02YLIX AAaKSR ol yR ¢gKAOK SYLKLEFaAZ

achieve work objectives), with competence frameworks which believe that traits and
motivations argust as important, and are more workdr2 Odza SRX SEIl YAYAY 3
objectives are met.

One of the best known competence models is the Iceberg Model of Competéncies
comprising five types of competency characteristics: motives, traitsceatfept,

knowledge and skills. The model title stems from the fact that knowledge and skills tend to
be more visible than traits and motives (which are more hidden and difficult to develop).

® A competency model for the information technology workforce: implicatimngraining
and selection, Communication of the Association for Information Systems, Volume 27,
Article 5, pp 630, July 2010

" Spencer and Spencer, 1993
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Expected Competencies by
Professional IT Architects

More Visible —

J/ 1. Critical Analysis & Problem Solving Skills
2. Communication Skills

) 3. Conceptualization and Abstraction Skills

\[ 4. Skills to Manage Situational Politics

3

1. Technical Knowledge
I 2. Work Experiential Knowledge
L 3. Comprehensive Knowledge
4. Contextual Knowledge

Knowledge
Acquired infermation in specific
work domaing

I 1. Walk the Middle Ground
1 2. Be Visionary

Self-Concept
Anindividual's attitudes, values, or selfi-image

[ 1. Be Creative

An individual's dispositional characteristics which lead to consistent |_ 2. Be Open-minded

responses to situations or information
[ 1.Be Passionate
| 2. Be Resilient

Motives
The intemal drives and the need to seek achievement, power and affiliation

Less Visible

Figure5: Competencies for IT Architect mapped todberg Model(Extraced from Ho and
Frampton 2010

The above diagram shows expected competences for a single jogirothis instance, IT
Architects. As we can see, the skills and knowledge are the characteristics of the role which
are most visible, andrhich are most easily identified and developed in an individual.

This structure is reflected in many of the frameworks, where traits and motives are
typically embedded within definitions, or which are assumed to mature in alignment with
the level of proftiency of other skills/knowledge.

4.2.2 Competence Frameworks in Europe
4.2.2.1 AITTS

The Advanced IT Training System (AITTS) was established in 1998 as a joint project between
0KS L¢ SYLI 28SNBQ YR 62NJSNEQ 2NBFIYAAlI GA2Y A
between vocational educational training and academic trainiAbL TS recognised that in

many cases, highly skilled IT work required advanced competences, but ones which were

not necessarily contained within an academic degree.

One of the key outputs of theriginal project in 2002 was to develop transparent

occupational titles. Over time, this has evoltedlefine systematic career development

paths with defined training and certification requirements. More specifically, successful

O2YLX SiGA 2y 2erificatibnyivithih Ehe XITTSurmaticallyshows the ability to

I OG O2YLISGSyidte Ay | RSTFAYSR O2yGSEG 2F odzaAA
onhaving donek i ® ¢

AITTS career profiles are compete#izesed job role profiles. They createisparency

about the work activities involved and the required competences: creating the basis for the
definition of standards and qualifications.
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Interestingly, there is a separation between the two professional levels and the specialist
level based on théollowing delineating criteria:

e Problemsolving competence

e Communication

e Work Planning

e Shaping work processes and the decisiaaking framework
e Customer Relations

e Learning and transfer of knowledge

e Influence on the competitive situation of the business

Srecialist job profiles are clustered into six functional groups. In contrast, the Professional

roles within AITTS relate to managerial roles with larger areas of respongjlaitity

responsibility for organisational units, generally including personal agéxtary

responsibilities. However, AITTS further stipulates that professionals are understood to be
SELISNI& oy2i 2dzad YIylF3ISNAHO G¢KSANI LINRFAOAS
substantiated by experience grounded in the practice of their pfés2 y ® €

AITTS has also contributed to the development of ti@Fevia its members of the CEN
Workshop on ICT SkKills.

4.2.2.2 Career Space

Career Space is an early example of aparopean multstakeholder initiative focused on
defining and fostering-skills. Itsmportance was formally recognised in 2007, when the
European Commission credited Career Space as the foundation feskitseagenda.

Formed in 1999, Career Space involved eleven major ICT companies working in partnership

with leading European univdties and the European Commission to encourage more

people to join and benefit from the opportunities presented bizerope as well as to

NBERdzOS GKS ailAfta 3IFL)I 6KAOK GKNBIFIGSYSR 9dzNEL

¢KS FTANRG LIKIFAS 2F 2Nl ySNAOG2R2|183adkot NRBRAK S&
wide range of skills and capabilities required for the main job areas for which the ICT

industry was experiencing skills shortages. These core profiles described the jobs, setting

out the vision, role and lifestyleasddt I G SR gAGK GKSY® a¢KS &LISOAT
tasks associated with each job are also outlined, as well as the level of behavioural and
G§SOKYAOLFt &1Afta NBIJIdANBR G2 OF NNE 2dzi GKS L

The next phase was to work closely with the educasieator to devise €ompetence
curricula guidelines, intended to assist universities in designing courses to match the skills
profiles and needs of the ICT industry.

8 Curriculum Development GuidelinedNew ICT curricula for the 3tentury: designing
02 Y2 NNRBcat@ria S
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Depth of Knowledge

min 3 months

[ Thesis (Project) ]

Application Base
&

System Solution
Methodology

~25 %

min 3 months

[ Industry F'Ial::ement]

Personal & Business
Skills

~15 %

Scientific Base Technology Base

~30 % ~30 %
y

Breadth of Knowledge

Figure6: Scope of competence, showing model ICT curriculum et

C2ft2¢Ay3a +tylLfteara 2F | GeLAOIFf L/ ¢ 3INIRdzZ GS
and characteristics of a particular job. Although the analysis showed thatctigties

varied according to the role, and placed different demand on theAndA Rdzl f Q&4 {y 26 S
and ability, the basic structure of the knowledge required remained the same. This

knowledge requirement is shown in the diagram above.

Unlike the more recentEuropeane 2 YLISG Sy OS / dzNNA Odzf I 5S @St 2 LIY
initiative (2010 which focused on curricula for developing an integrated set of technical

and business skills (ie@mpetences), Career Space was more focused on technical e

skills, reflecting its objectives of meeting the skills shortage being experienced within the

ICT mdustry specifically.

Stakeholder enthusiasm and subsequently, the relative importance of Career Space
diminished following the detom crash.

4.2.2.3 CIGREF

CIGREF is a nfatr-profit association of approximately 130 French companies and

organisations, foundedil970, covering a broad range of industry sectors. CIGREF cites its
YA&aAA2Y & F2ft26aY a¢2 LINBY23GS dzaSa 2F AyTF2
YR &2dz2NOS 2F Ayy208FdA2y F2NJ 6KS Sy (dSNLINRaSé
managed by a Board of ClOs elected by other CIOs.

The three aims of CIGREF are:

e To bring together major companies using information systems

e To support ClOs and help them develop in the exercise of their profession

e To develop a longerm vision of the impact foinformation systems and
technologies on the enterprise, the economy and society.

CIGREF has long since recoghibe importance of identifying relevant skills demanded by

their members in order to enhance business value from ICT investments. Critieajly,
developed a Job Profile Framework earlyasra tool for IT Human Resource management
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(early 1990s). Thisvolved over time based on inputs from CIGREF members to support
identification of relevant competences for IT workers facilitating improved HR
management, and subsequently to accommodate the relevance of describing appropriate
career and qualification pathways.

CIGREF played an important role in the original development of the European e

Competence Framework+8F¢ see sectior#.2.2.9, acting & a European expert during

the formative phases of its development (2007). It was also one of the founding members

2F WO9dzN2/ LhQd ¢KSasS OGA2ya NBTFESOGU GKS 3INRG
development of a Europeawide ICT profession anddfrole that it can play in establishing

this profession.

4.2.2.4 European e-Competence Framework (e-CF)

The European-€ompetence Framework was initiated by the Europ€ammissiorwith a

ONBFR 3INRBdzZL) 2F NBtFGSR aidl 1SK2ft PSNIEED oA (K (K
European tool to support organisations and training institutions in recruitment,

assessment, competence needs analysis, learning programmes, career path design and

RS @St 21an&las supporting policy makers in the definition of policésted to e

Skills development.

Prior to starting work on the-€F, there was no common agreement on how to express ICT
competences/skills requirements and gaps on a European level. As a consequence, many
leading European firms were expending enormougsasd effort in establishing and
maintaining internally developed ICT competence catalogues for HR planning, training and
development, or were confronted with the prospect of adopting a distinct national level
framework for each of the countries in whitthey operated. For this reason, the notion of

a collectively produced framework represented a potentially major-sasing

opportunity. Moreover, at a European level, the framework represented an opportunity to
improve the efficiency of an I@&habled Euspean economy.

The development of the EuropearGFwvasundertaken by the CEN Workshop on ICT Skills,
a European workgroup consisting of both national and international representatives from
the ICT industry, vocational training organisations, social pestaed other institutions
(approximately 100 entities in all). Also included within th€Fe project were members

from AITTS, CIGREF and SFIA.

Version 1 of the €€ompetence Framework was published in 2008, involving a broad group
of stakeholders since iiaception. The framework distilled the competence requirements

of ICT professionals across all industry sectors to a merecBnpetences. Version 2 was
issued in 2010.

In addition to translating the-€F into other languages, there are also three rel&&iN
projects running aEuropearievel, building on the €F:

° Building the eCF¢ methodology documentation,-€F 2.0 CWA Part Ill, 09/2010
www.ecompetences.eu
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e Development of eJobs Profiles based orGF

e ICT Certification in Europe (linking certification offerings-oF

e e-CF application in SMEs

e Euromed: Digital job profiles for the Mediterraneanith in coherence with-€F

The eCF is structured along four dimensions:

e Dimension 1 comprises five@mpetence Areas, derived from the ICT business
processes PLARUILBRUNENABLEMANAGE

e Dimension 2 defines competences

e Dimension 3 provides proficienagvel assignments that are relevant to each
competence

e Dimension 4 provides short sample specifications of knowledge and skills (but is
not intended in any way to be exhaustive)

The slide demonstrates a possible wsese for the four dimensions of the@Fwithin an
organisation.

My uropean e-CF fourdimensions’ use example
e-Lompetencs - - f . .
ol . meviork in companies/ICT organisations

EU &-Competence Framework.

gLt e Company s

HE
gy
12 #-Cnmpetene Aelaons S
ok profke
cesrpions

S — m
Foamon deumpiion, (pasificaion
4 :

el dufd KA P TR

— m

3 e

L @ i =

Figure7: e-CF dimensions

It is also important to note that the 5 @ompetence levels relate to levels83of the
European Qualifications Framework (EQF). This is an important relationship, agly i®lik
encourage education and training providers to map their offerings to t#-eThe reason
for this is that mapping certifications to the@F is currently a relatively straightforward
peer review process, as opposed to the much more rigorous ar@donsuming process
required to achieve EQF parity.

To date, eCF has been applied by companies, trade unions, qualification & certification
providers in France, Germany, Italy, Estonia, Hungary, Bulgaria, Netherland, Canada, Malta
and at EU level, with farest expressed from several countries outside of Europe.
Importantly, the eCF does not look to replace any existing national mogleistead, the
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approach taken is based on national bodies wanting to adopt t8& gin parallel with
existing national ampetence models, where desired.

European Certification of Informatics Professior{&ld CIP)
4225 European Certification of Informatics Professionals (EUCIP)

The EUCIP model provides for the definition and measurewi@T skills and is currently
used as thdasis for the provision of certification and services in seven countries across
Europe. Th&eUCIP programme, which was developed by CEPIS, The Council of European
Professionalnformatics Societies, is a professional certification and competency
development scheme, aimed ahformatics professionals and practitioners.

The EUCIP model includes:

e EUCIP Core that provides a solid foundation for all types of IT related work.

e EUCIP Professionah professional certification scheme based around 21
professionabrofiles.

e EUCIP IT Administrator that focuses on the knowledge and skills for IT
Administration.

e Arange of business services have been dewsltp manage competence analysis
anddevelopment

EUCIP has been used in some European countries:

e To provide hunan resource and line managers with a common ICT job taxonomy
based on competences and task descriptions

e As a base for professional development and staff retention

e As a benchmark tool for recruiting and skills procurement

e As areference to compare learnipgpgrams in universities and to design lifelong
trainingfor practitioners

e To certify individual competences and control training effectiveness

EUCIP and the EuropeaiCempetence Framework{&F) have common features and
some potential synergie€EPI8as recently updated the EUCIP Professional profiles to
version 3.0 which contaicrossreferences to eCE®. The eCF, as a common, accepted
reference point for IT practitioner competencdms the potential to be an important input
into the future evolutionof EUCIP and its associatgzttification and service offering.

9!/ LtQa KAIK fS@St 27F 3IANI y dab Heligniard develop dza S T dzt
curriculaand learning initiatives. It can provide detailed guidelines to identify knowledge
and skil topics.

Wgo! /Lt tNRFSaSNAYRY ODRBEA{SS
http://cepis.org/index.jsp?p=1120&n=1122
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4.2.2.6 e-Jobs ProfilesProject

The primary objective of this project is to continue the convergence of the European ICT
skills landscape by developing and providing a set of ICT role profile descriptions based on
the eCF. The project is due to produtefinal deliverable at the end of 2011, which is a

set of approximately 20 EuropearJeb profiles (see diagram below). These will provide

the foundation for building individual position descriptions (as one position may
correspond to all or be padf one or many jobs, depending on the size of the organisation)
and for establishing career paths (in essence, a list of jobs to be pursued sequentially for
seltdevelopment).

Business Technology
[ *
v ompnetencs
_-'E,\{I{,I,:,.I;;E;m:' Chief Information Officar

*
Account Manager

ICT Consultant

Business Analyst

ICT Manager
Business ICT Manager Project Manager ICT Security Manager

Enterprise Architect

Auditor /QA Manager Metwork Specialist

Service Manager

Systems Analyst  1op oo ity Specialist
Database Specialist

ICT Trainer
Systems Administrator

Tests Specialist
Technical Specialist

Digital Media Desi
igital Media Designar Developer

Increasing complexity and autonomy

Service Desk Agent

& Overview:Seheme ICT Profiles =~ " &

Figure8: Overview Scheme ICT Profiles

4.2.2.7 IT Professional Standards (e -Skills UK, 2011)

The UKbased IT Professional Standards initiative describeskhis and knowledge

required across the disciplines of the IT professibaveloped by -&kills UK along with

employers, professional bodies and other relevanilifay SNBA X G KS &adl yRI NRa
common terminology for describing IT disciplines including competence, knowledge and

doy RSNE G YyRAY3 a6l d8YSydas GKFEG"OLYy 68 dzaSR |
This initiative replaces the earlierSKkills IT Professional Cpatency Model, Procom (to be

confirmed). The disciplines currently covered by the new IT Professional Standards are as

follows:

e business change
¢ information management and security

" https:/ivww.itskillsacademy.ac.uk/standards/abotte-it-professionaistandards/
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e IT service management and delivery

e programme and project management

e sales ad marketing

e solution development and implementation
e solutions architecture

o transferable skills

Draft standards have also been produced for
* Requirements engineering
e Modelling business and data
e Enterprise analysis
e Sales and marketing (in development)
e Information assurance (in development)

The diagram belowhows an extract of the definitions for Level 3 of Systems Architecture
(part of the solutions architecture discipline).

Systems Architecture

m Level 3 | Level 4 Level 5 Level 6 ITPS: 401

Level 3 competencies Contribute to IT architecture work wism

s Contribute to IT Performance Criteria s013.01c

architecture work a) Correctly follow the processes tools and technigues to conduct [Mitechnology architecture activities

113 Fully comply with all organisational standards relating to ITtechnology architecture activities
» Gather, use and maintain

information relating to IT
architecture models

¢ Correctly identify what information is contained within current IThechnology architecture madels and
roadrmaps under the direction of superiors

» Assist others with
ITtechnology architecture
work

Knowledge s01301¢
&) identify what information is contained within current ITHechnology architecture models and roadmaps

h) operate with reference to
+ organisational strategy policies and standards relating to [Technology architecture activities

o professional and ethical standards relating to ITAechnology architecture activities
< integrity and confidentiality during ITiechnology architecture activities
¢ camply with all relevant

o and applicable legislation regulations and external standards relating to [Titechnology architecture
activities

o intetnal standards relevant o Miechnology architecture activities

Understanding «013.01u

a)what is meant by
o [Thechnology architecture

o an [Titechnalogy roadmap

h) the fact that
o [Thechnology architecture work and its deliverables are important to and valued by organisations

o [Tiechnology architecture models and roadmaps may existin a variety of formats including

o those representing the husiness structure and functions IThechnology processesdata and sewvices

Figure9: Extract of definitions for Level 3 of Systemschitecture

Importantly, the IT Professional Standards have been organised and aligned to the relevant
Skills Framework for the Information Age (SFIA) skills and levels (more specifically, SFIA
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levels 2 to 6). These standards are designed to compleméatiiyFadding detailed
specifications for performance criteria, knowledge and understanding across all levels.
e-Skills UK already has plans in place to continually review and develop the content to
ensure that it reflects the changing needs of employedsicaitors, trainers and other
stakeholders across the IT profession.

4.2.2.8 Skills Framework for the Information Age (SFIA)

The purpose of SFIA is to provide a standardised view of the wide range of professional

skills needed by people working in Information Temlogy. As sucl§FIA contains

definitions of recognisable IT skidis that they can be, for exampliecorporated in the job

descriptions or role profiles used by an organisatbik S { CL! Of FAYa (2 oS
Y2480 LRLMzZ N RSTAYAGAZ2Y 2F L¢ &1Affaégdo

Although originating in the UK, SFIA has since acquired partners in Australia (including
Australian Computing Society), Belgium, Chile, Italy, Japan, New Zealand and Ireland.

b 2 (i I ohé lat&rnatioiial Professional Practice Partnership (IP3), a globatiire

sponsored by the International Federation for Information Processing (IFIP), has adopted
SFIA as tge skills and competence reference for the international professional standard
the IP3R™,

The SFIA Foundation in the UK is afoofprofit collabaative initiative between eskills

UK, British Computer Society, Institution of Engineering and Technology (IET), IT Service
Management Forum (itSMF), and Institute for the Management of Information Systems
(IMIS). The Foundation works to further devel&IA (work on version 5 is already
underway) and encourage and support its use within organisations using information
systems. The SFIA Council provides input to help shape strategic direction.

SFIA is constructed as a simple ttimensional matrix. One axshows the skills in

categories and subcategories; the other shows a more specific definition at each of the

levels (theoretically up to seven) at which the skill is recognised. The definitions (or
GRSAONALII2NBEE UV dza SR linkgBns afyidicSpahiliyreéqyited (dgeé 2y f & R
database design) rather than being tied to specific technological domains (such as

knowledge of a particular database type).

The seven levels of responsibility, as defined by &ifelA

7 SET STRATE@ANSPIREMOBILISE
6 INITIATEINFLUENCE

5 ENSUREADVISE

4 ENABLE

3 APPLY

2 ASSIST

1FoLLow

12 http://www.sfia.org.uk/cgibin/wms.pl/928
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Organisations can use SFIA to produce job profiles/descriptions by combining the SFIA skills
with information about behavioural competences and relevant technologies/products. As
with othercompetence frameworkthese can subsequently be used to support the
management and deployment of IT capability as a whole.

Competence Frameworks outsi@@irope

4.2.3 Competence Frameworks outside Europe

42.3.1 The Information Technology Promotion Agency (Japan) z Skills
Standards for IT Professionals (ITSS)

The Japanese Information Technology Promotion Agency (IPA) was originally established in
MpTnE YR Ada adrdiSR 321t A& aO02yiGNRodziAy3I 0
economy by providingthestrat3 A O (G SOKy2f 23A 0L f | yR KdzyYty NB
One of the four principle fields in which it operates is IT Human Resource Develdhment

which incorporates projects for IT skills level improvement.

The Common Career/Skill Framework (CCSF) seswthe seference model for the three

skills standards (Skills Standards for IT Professionals, User Information Systems Skills
Standards and Embedded Technology Skills Standards) each of which provides guidelines
for the effective development and deploymeot human resources, and arecentredon

career level assessment methods and terminology.

¥|PA Presentation: ITSS Latest Activity highlights and ITSS Implementation to Asian Country (Jan
2011)

““The other three fields being: Software Engineering, IT Security and Open i®oftwa

' Note: The CCSF framework also acts as a reference model for the IT Engineers Examination.
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Structure of the Common Career/Skill Framework

nfaguation Skill Standards

TECh'_-'Dng for IT Professionals
ATk (ITSS)
Examination (ITEE)
e,
“ Common
Career/Skill
Framework
Users' Embedded
Information Systems  seq antial Level Technology
Skill Standards standardization  definitions Skill standards
(U1SS) Level (ETSS)
assessment
ods
Glossary

Others

Figure10: Structure of the Common Career/Skill Framewdtk

Of particular relevance to this research projetheSkills Standards for IT &fessionals

(ITSSyvas developed as an industry skills standard in 2002, to enable the development of
SaasSydArt L¢ LINF OGAGA 2y Savihgoffshoying MiBadive®2 [JS8S (12 O
is used as a tool within organisations to define and dgvélr workforce capabilities, by

identifying the skills needed by people working in the IT services industry.

ITSS breaks down into 11 job categories and 35 specialty fields (each with seven levels of
proficiency, based on experience and results). Thisaarh allows engineers to develop
roadmaps for career progression.

10 Diagram source (Common Career/Skill Framework):
http://www.ipa.go.jp/english/about/outline/human/02.html
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ITSS Career Framework
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Figurell: ITSS Career Framework
At each level for a given specialty, the following details are defined:

¢ Roles and Responsibilities

o KPI to assess experiencedaesults

e Expected skills (Skill area definitions for job category and specialty fields)
e Expected proficiency of skills (Knowledge items for each skill in dictionary)
e Training Roadmap / Model curriculum

The seven levels equate to different levels of pilieficy as shown in the table below and,
importantly, align with different components of the IT Engineers Ekamfollows:

[, Related ITEE

Y Level Concept -

4 Skills | Exp

7] LeadWorld IT -

6] Lead Domestic IT -

5] Lead Company -

4 Lead Team Adv

3] Do by oneself AP AP

2 Assist FE FE

1 Follow IP IP |18

Tablel: Mapping of ITSS Skills Levels to IT Engineers Exam

1715.4 million people have taken the ITEE exam, wit8 illion having passed.

18 Adv: Advanced Professional Exams; AP: Applied IT Engineer Exam; FE Fundamental IT Engineer
Exam; IP Information Technology Passport Exam
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Approximately 90% of large enterprises and 068% of SMEs within Japan have

introduced or are consideringtroducing ITSS. IPA has also established an agreement with
the Vietnam Software Association for implementation of the ITSS in Vietnam (Murayama,
2011; IPA, 2011).

4.2.3.2 O*Net (United States)

O*NET s designed to serve as an occupational/labmarket information resource for

public and private sector use and developmddveloped under the sponsorship of the

US Department of Labor/Employment and Training Administration (USDOL/ETA), the
Occupationalnformation Network progrart (O*Net) is the main source of occupational
information in the US, with the O*Net database containing information on hundreds of
standardised and occupatiespecific descriptors, for approximately 1000 occupatidrise
databasewhich is updated by surveying a range of workers from each occupation, serves
as the key source for O*Net Online (an interactive application for exploring and searching
occupations) and Career Exploration Tools (a set of assessment instruments for workers
looking to change career). In doing so, it provides a common language for defining and
describing occupations, aradipports public and private sector efforts to identify and
develop the skills of the American workforCenat is to say, organisations tyglly use the
resource to develop job descriptions, and individuals use it to identify jobs suiting their
skills and interests.

The O*Net Content Model (below) is the conceptual foundation of O*Net, identifying the
key types of information about work, andtégrating them into a consistent model.

Worker-oriented

Worker Worker
Characteristics Requirements

Experience
Requirements

Abilities Skil's » Knowledge
pational Interests Educaticn

Experience and Training
Skiffs - Entry Requirement
Licensing

Occupation
Specific

Occupational
Requirements

Occupation-Specific

Workforce Information

Characteristics

Tasks
Toots and Technology

(extracted fromhttp://www.onetcenter.org/content.html )
Figurel2: The O*Net Content Model

19 http://www.onetcenter.org/

59| Page


http://www.onetcenter.org/content.html

Recognising the complexity and scalehaf task, the O*Net database acts as a publicly
funded hub for an extensive network of developers, agencies and organisations, all working
to enhance the employment potential of Americans. While the government accepts its role
to ensure objectivity and faiess in data collection, it is recognised that a public/private
partnerships are required to leverage the data for usage across the nation. Thustheder
direction of USDOL/ETA, and in its leadership roleQttiéet DevelopmenCenter

provides core stdfto manage projects and contracts and provides technical support and
customer service to O*NET users.

Nassconpyramid model

NASSCK, established in 1988 as a rfoir-profit organisationA & OAGSR a4 G GKS LI
trade body and chamber of commerce of te.lt h A Yy R dz& (*Ndepsegenthgy LYy RA I £
more than 1200 member companies with a presence in Igdiperating broadly in the

spheres of software development, software services, software products, consulting

services, BPO servicess@mmerce & web serviese engineering services offshoring and
FYAYLFGA2Yy YR 3FYAYy3dd b!{{/ haaQd8 YSYOSNEKALJ
revenues in India and employs over 2.24 million professionals.

NASSCOM aims to drive the overall growth of the global offshoring memkletaintain

LYRAIFIQ&a fSIFRSNBKALI LRaAdAz2ys o6& GF1Ay3a dzlJ GK
one of the key aspects of its strategy, this includes supporting efforts to improve talent

supply both in terms of quantity as well as quality. &ndurrently has around 347 institutes

of higher education and 16,885 collegescontributing towards the production of

approximately 495,000 technical graduates each year.

NASSCOM has adopted a pyramiodel6 8 SS 6St 260 G2 06S0G3GSNI dzy RSN
skills requirements; in turn, this has been used to create specific education and

development initiatives. For example, NASSCOM has worked with the Ministry of Human
Resource Development to set up Indian Institutes of Information Technology (aimed at

increasing numbers of highly specialised professionals in emerging fields) and

IT/Engineering Finishing Schools (aimed at enabling young technical graduates to become
GAYRdzaGNE NBIRe&é0o la ¢Sttt a4 SEGSYRAYy3I (KS b
Servees sector (NACech: aimed at creating an industry standard for evaluating students

wishing to work in the industry).

20 http://www.nasscom.in/Nasscom/templates/NormalPage.aspx 865

I The numbers of institutions cited is not confined to those focusing on technical subjects
only.
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MoP

Top of the Pyramid

Represents high end
technology skills which are
niche today, but will becorme
main-stream over a 2-3 year
horizon

Middle of the Pyramid
Represents skills which
are mainstream today and
represent majority of the
current skill gap in the
industry

Base of the Pyramid

Figurel3b! { { / ha Q&

Represents relatively simple
technical skills

t @NJ YAR a2RSft

Another important initiative of NASSCOM s the IT Workforce Developmigative,

which is focused on aligning industry and academia. For example, NASSCOM has organised

workshops, conferences, faculty sabbaticals, training programmesnandorship

initiatives to synchronise IT education and industry requirements.

Interestindy, NASSCOM also supports The National Skills Register (NSR) which is a
centralised database of employees of the IT services and BPO companies in India,
containing third party verified personal, qualification and career information for each

individual.

NASSCOM Assessment of Competerg&echnology (NATechf?

NAGCTech has been conceived asiadustry standard assessment and certification

LINE I NI Y

G2

a dzLJLJ2 NJi

0§KS RS@St2LIVSyid 27
students), thereby creating a ntnuous supply of talent for the IT/Engineering industry.

by

The assessment aims to identify the level of talent across India, and provide feedback to

them on areas for development in order to increase their employability.

The assessment covers a series ahamtory areas (Verbal Ability, Analytical Ability,
Attention to Detail, Programming Fundamentals, Learning Ability, Written English) as well
as an optional domain knowledge test (covering, for example, a wide range of key IT

concepts).

22 http://www.nasscom.in/Nasscom/templates/NormalPage.aspx?id=51761

28 http://www.nac.nasscom.in/nactech/
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4.3 ICT CertificationStandards and Qualifications

4.3.1 Introduction to Certification

Information Communications and Technology (ICT) certifications¢ert#ications) are
generally regarded as credentials received by an individual in a specific skill or set of skills
as a resli of attaining performance specifications outlined in a job profile. This credential

is determined by an objective assessment process run by a third party. Certifications
therefore validate the competencies of an individual; they represent a link withireayus
professional development; and provide evidence that an individual remaittie-dpte in a
rapidly changing industry. Referring to the Beier and Dixon (CEN 2006) definition in CEN
Workshop Agreement 15515:

¢Certification often means the awarding ®tertificate, or other testimonial, that formally

recognizes and records success in the assessment of knowledge, skills and/or competencies,

as the final step in the completion of a qualification. However, it is also used, in particular in
relation to ICpractitioner occupations, to mean the Qualification as a whole. It is

important to be aware of thesetw@ (Y  NNB g¢ YR AGaoNRBIFR£O YSIyAy3

E-certifications are provided by numerous bodies (CEN, 200&) nost common
classifications inchle:

e |ICT university and other academic institutions educational qualifications;

e Professional associations qualificatgpn

e Vendor specific qualifications, focused on the use of vendors own products, such as
certifications provided by Microsoft, Cisco aiiM,;

e Vendor neutral qualifications, which are similar in nature but present the
G§SOKy2t23& AYy | YIYYSN dKFEd StAYAYyFrGSa (K
LINE RdzOG¢ | yR NS F20dzaSR Y2NB 2y 06Said LN
area. Examplesiclude A+ and Network+ provided by CompTIA;

¢ Vendor independent qualifications, which are delivered by organisations completely
independent of vendors. Examples include the Information Systems Examinations
Board (ISEB) qualifications provided by the 8riComputer Society (BCS),

European Certification of Informatics Professionals (EUCIP) provided by the Council
of European Professional Informatics Societies (CEPIS) and the Advanced IT Training
System (AITTS) in Germany.

CEN (2009) identifies the valuencponents of certifications from the perspectives of
numerous stakeholders, including employees, employers, learners, customers and
suppliers of ICT products/services, vendors, and society as a wholEERIS (2005) study
ACTSkills Certification in Eopet identified the top five drivers for ICT professionals to
acquire ecertification: 1) to increase credibility; 2) to assess knowledgt Bjeparefor a
new job; 4) to improve personal productivity; and 5) to meet job requirements. Similarly,
the ITCertification Counc{011)highlights the following drivers for acquiring
certifications:

e Improving technical competence and tangibly measuring and validating their
knowledge in specific areas;

e Creating opportunities for career enhancement;

e Ensuring cuency of skills;

e Enabling portability across organisations;
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e Providing evidence to employers that individuals ggss the requisite skills for
specific jobs;

e Providing improved service and support to customers, thereby improving customer
satisfaction.

Many ndividuals typically enter the ICT field via university/academic institutions

educational qualifications. For those who do not pursue such qualificatioas,

certification process most often begins with acquiring vendeutral certifications. Such-e

certifications build foundational knowledge and skills which are needed to later master
vendorspecific product knowledge and skills (CompTIA, 2004). Multiple points of entry to

the certification process are facilitated by a pyramid certification model. $lusilt on the

concept of a certification ladder, which delineates various degrees of knowledge and skills
associated with certification programed @ LG LINPY2(iSa (GKS | ROlFIyOSY!
skill set and knowledge to higher levels. In general, crédisrfall into three categories:

e Basic or entry level certifications which promote the development of basic
understanding, proficiency and knowledge in core skills for those with little
experience in an IT area e.g. Microsoft Office Spec@liBCDL ICDLCertification.

e Intermediate level certifications for individuals with some proven knowledge and
technical skills working in their chosen field e.g. Microsoft Certified IT Professional.
Recertification may or may not be required.

e Advanced level cefttations for highly skilled ICT professionals; these often require
a combination of education, experience and basic and intermediate certifications as
prerequisites e.g. Microsoft Certified Master Certifications. Many require periodic
re-certification andor annual fees to maintain the credential (Tittle and Kyle, 2010).

The certification process is reliant on several supporting mechanisms including defined skill
standards, methods for accrediting learning material and curricula, validation of
assessmentools, objectivity in administration, reliable protocols for data security, and
mechanisms for tracking compliance and recertificati@EPIS, 2005).

As outlined in the following sections, the ICT certification market has grown considerably

during the pat decade with numerous certification providers and certification products.

¢CNF yaLl NByOe 2F GKSAS OSNIAFAOFGAZ2Y LINRBRdAzOG O
ensure because numerous providers deliver them on a national tssaity criteria for

different parts of the certification system, e.g. testing, learning materials, applying quality
standards etc in some cases may differ within and between countries. Similarly, differences
are evident in accreditation measures and legal regulations in eahtry (Wei, 2009.

{ dzOK O2YLX SEAGASA KI @S NB&adzZ 6SR Ay LI aid NBLR
RATFAOMzZ G (G2 &aStSOG GKS OSNIUAFAOIGAR2Y o0Sai
According to Van der Voort (2005), there are diyrtpo many certifications on the market

for stakeholders to be able to understand their inherent value. However, numerous

initiatives, identified in the following sections, have attempted to address these problems

and promote greater transparency of th€T certification landscape.

4.3.2 Certification Initiatives in Europe
4321 E-Skills Industry Certification Report (2004)

This report on the situation and role ofskills industry certifications was prepared by
CompTIA for the 2004 EuropeasBkills Conference, orehalf of the eSkills Certification
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Consortium (eSCY. The report discusses the role of Industry Based Certifications (IBCS) in
lifelong learning in terms of addressing the needs of performance components required for
ICT roles. Of the eiglperformance omponents identified by Campbell (1990ji.e.role

specific task proficiency, nemle specific task proficiency, written and oral

communication, demonstrating effort, maintaining personal discipline, facilitating peer and
team performance, supervisiomanagement and administration), neither the formal nor

the informal education and training systems could deliver all eight. ICT certifications scope
and reach are oriented towards role specific task proficiency. However, role specific task
proficiency togé¢her with demonstrating effort and maintaining personal discipline are

three performance component®quired of every role. This implies that IBCs will

continually be relevant to firms.

However, because IBCs only measure one of the performance domainarneie ICT

roles, the report argues for a need to identify and establish ways to fill these gaps. This

involves identifying the academic knowledge and skills, employability knowledge and skills,

and specific occupational and technical knowledge and #kiltspertain to key ICT roles. In

order to bridge the gapshe report presents the need for a partnership approach between

A2 PSNYYSYyiGsS AYRAZAGNEITI FyR SRdzOF Gleangd £ Ayadai
centred credentialing systen® C 2 NJsténdé vidble there is a need forl Y

2OSNF NOKAY3 O02YY2y | NOKA ib &xéhardgNilorntajpR 02 YY 2y f
between formal and nofiormal systems,and I ySSR F2NJ I afSg 2F YAR
leverages the effective and efficient use of performastaadards and certifications ¢

Addressing these needs would promote the leveraging of IBCs; identification of ICT

certification landscape gaps, use of a user centred quality assurance process, and improved
knowledge flow between industry, education anditring.

4.3.2.2 ICTzSkills Certification in Europe (2005)

This studycarried outby CEPIS was launchied2004by the European Centre for the
Development of Vocational Training (CEDEFOP) to promote disgugsidburopean level

on ways towards a more harmon$éCT certification landscape. The CEPIS survey reported
in 2005 on several dimensions of ICT certification in Eyrogetal 106 different

certification systems were identified by the survey respondents. Dimensions examined
included:

e Market recognition,

e Level of recognition,

e Level of skills (qualification),
e Geographic coverage,

e Certification body,

e Degree of standardization,

?*e-skills Certification ConsortiumA multistakeholder consortium that joined together industry,
governments and training institution representatives to promote induftaged and vendor
independent certifications within EU national education frameworks. It sought to develop public
private partnershp agreements within Member States to incorporate certifications within national
education systems, to influence EU level policy development, and give policy guidance on
developing professional ICT skills and competenci&kikks Certification Consortiuhas evolved

into the current European-8kills Association with broader aims.
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e Qutcome of certification,
e Target group,
e Success factors.

Survey respondents largely indicated that Europe needs fewer amd retevant eskills
certification schemes. Respondents largely supported the general perception that greater
transparency, comparability and portability ofkills certifications were needed. This

would require enhanced cooperation and joint activitietween relevant stakeholders
through publieprivate partnerships. Further, a pdaturopean meta or reference skills and
qualification framework that incorporates learning outcomes was suggested as an
important tool in any European approach tecertification.

4.3.2.3 The Harmonise Project (2007)

This EU Leonardo funded project carried out by CEPIS reviewed certification schemes for

ICT professional qualifications with a view towards achieving greater harmonisation across
Europe. The project sought to identify theed for a more harmonised certification

YENyLSGE YR (G2 ARSY(GATFE FdzidzNB adSLAtol yR YSI
develop a new harmonised certification scheme, edmgsain and crosbrand, responding

to market demand for increased pesfsionalism in ICT, harnessing support from the major

L/ ¢ @SYyR2NE |- Rgigaian oNRBugtd, plactittoress \ICT vendors as well

as ICT professional institutignsp ¢ KS & ddzRé SEIl YAYSRY

e |ICT professional labour market

e ICT skills certifiteon system

e ICT certification market

e Quality standards for ICT professional certification.

)¢

| ' wahbL{9 &adaA3SadSR KIFIG GKS YINYSG s6la I a
types of qualifications, and 5 million certifications issued over the previduyears.

4 Pillars to Harmonisation

The report suggested that any proposed harmonisation solution would have to cope with
national market characteristics e.g. culture, attitudes, maturity, regulations, structure etc.
and would need to develop partndrips to work towards a nonompetitive market space.

In fact CEPIS suggested that a harmonized European approach to certification needed to be
built on four pillars:

e Explaining the roles/needs of ICT professionalism and standards, with a view
towards drivihg an international ICT profession and establishing an agreed ICT body
of knowledge that encapsulates principles for certification.
e A multistakeholder partnership approach between professional and industry
associations, ICT vendors, government bodiessawthl partners. Further, an ability
G2 NBalLRyR (2 20t IyR 3t20Ftft YIN]JSG OKI
that allows different certification schemes to-exist and be cross referenced was
required. This was with a view towards creating a4sompetitive environment
660fdzS 20Styé¢ IyRk2NJ aYdzidz € T2ySa 27F (N
e Agreed quality standards, principles and measures that are transparent and flexible,
and explained through a quality framework. The survey found that such standards
were highly demaneld components of any European framework for ICT
certification.
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o Network of relationships between ICT certifications, supported by collaboration
between providers, acceptance and integration of other certifications, methods to
combine content of different pviders etc. Flexibility in terms of combining
modules and training content would lead to enhanced learning opportunities and
ability to react to skill gaps.

Roadmap towards Harmonisation

CEPIS (2007) also proposed a roadmap towards Harmonisationindliotes a number of
objectives, steps and measures as outline&igurel4. Critical objectives in working

towards harmonisation include for example achieving a common understanding and
agreement on the requirements of harmonisation, and achieving greedasparency and

more widespread recognition ofeertifications. Critical measures include for example
establishing a round table as a forum for information exchange and a facilitator of a

LIF NI Y SNE KA LI | LILINE I OK @ startia@poiNBf thie HadinonBsatimnt A y S a
process is the red ocean, which is characterised through market competition, clear business
interests and the attitude of looking for clear benefits that justify the investment in any
harmonisation endeavoar® / 9t L { | keBdiz®mappfaddihat redeivedihe

support of ICT professional associations and vendors, in establishing clear measures and
actions.

Objectives "blue ocean” Measures
Transparancy amd Step 5 7
broader recognition : = -
ICT Prqfessmnahsm Code of Condwct

Clobal Certification
Standards

And Processes seem Collaborative

< Certification -

Accreditation

commaon Body ICT Carear Portal

af Knowledge . Reference Framewaork

Sten 5
# Common

;’f?e?ﬂ‘;ﬂ Analysis of Reference models BRaMinrs

— stepz Senarc ILT Aanalysis af ICT &, Incentives
Cefinition and o Skills Profiles certifications
Requirements ;

S European e-Competence Framework “. Round table

Comiman e L *
_?d 'C: L Infrastruchure, governance ~
underamanding ./ and administration, required standards

"red ccean”

Figurel4: Roadmap towards Harmonisation

Challenges of Harmonisation

Working towards a harmmased certification market is faced with several challenges:

e Themain goal of themajor ICTvendors,leading the ICT certification markés
higher revenues. For a harmonisation solution to be effective, it needs to overcome
market boundaries by establistg common goals. Hence, a considerable difficulty is
achieving the willingness to buy into harmonisation and the concept of a non
competitive environment, while simultaneously ensuring the ability to create
sufficient revenues for the ICT vendors.

e Ability to collaborateandintegrate the content of different certification systems,
evaluate this content and promote its acceptance, e.g. the European Credit Transfer
{eaidsSyQa 09/ ¢{0 I gFNRAYy3I 2F ONBRAGA (2
achievements.
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KeySuccess Factors to Harmonisation

Factors critical to success of the project included:

e A harmonised approach to certification needs to be separated from market
influences and business interests. Any solution needs to be considered in terms of a
non-competitive environment where all stakeholders participate and contribute.

e Establishing a framework that integrates and recognises content from different
providers. Such a framework should be aligned with the European Qualifications
Framework (EQF) and ECTS. Adyitandards are critical for positioning products
on such a framework and in ensuring the content of certifications do not coincide.

e A learnercentred focus.

e A multi stakeholder and partnership/round table approach involving all key
stakeholders, e.g. pfessional associations, industry ICT associations, ICT vendors
and so on.

4324 ICT Certification in Europe (2009)

TheCEN eCertification in Europe project operated between March 2008 and July 2009. It
updated and extended the data of the CEPIS HARMONISEtpidje CEN project
describes:

e Updated statistics of the-eertification market in Europe

e ¢KS ONBFGA2Y 2F aflyRaoOFILS YILAE aK2gAy3
certification in some member states, and for the EU

¢ A methodology for positioning-eertifications against the-€ompetence
Framework(e-CF)

e A proposed European model forcertification schemes

In the two years between the Harmonise and the current report, some changes in the

YFEN)] SG 6SNB SOARSyGod® C2NJ SBI YoLdrySDt Sxdz0 Ko ARAGS & &
a2aidSYé YR GLI NIftSt dzy A@SNERS&E 0S06SSYy YIN
education systenmwvere now regarded as otdated. The emergingviewwas towards a

G021t SA0SYyO0S 2F dzyAOSNESAa¢3I mKlGshiporta &deOl GA2Y S
of lifelong learning. Examples of collaboration between industry ICT certifications and

public education is evident in many countries e.g. the SAP university alliance in Germany,

the Microsoft IT academy program in Germany, and usbeEUCIP syllabus in

companies, universities, and institutions in Italy. However, both political and academic

resistance towards this coalescence remains in sbtemberSi I (i $his @ENiproject is

aiming to assist that convergence by presenting andritag a market structure with

supporting tools in which the respective contributions of education, certification and
professionalism are recognised and respected for their value to lifelong le@rging+ Sy R 2 NJ
specific, vendor neutral and vendor independesttifications (as defined in secti@n3.1),

are the focus of this report.

Project Action Item 1: Market Dynamics

The project updated the market statistics collected in the HARMONISE project, and sought
to establish a process for so doing annually. keess of 100 providers, offering more than
1300 certification products, were identified. Leading providers by market share included:

e Microsoft
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e CompTIA

e |IBM

e Cisco
e Sun

e Oracle
e EXIN
e |SEB

e SAP

e HP

e |SACA
o CISSP

The market was growing by approximately 25%ually (total of 10 to 11 million)having
demonstrated almost 4old growth between 2000 and 200The report highlights that the

actual volume of learning may be 10 times the volume of certifications issued, suggesting

there may be over 100 million leagrs globally. However, difficulty exists in breaking down
these figures to a national or European level. Suppliers often regard this data as
commercially sensitive and in many cases such data is not readily available.

Project Action Item 2: €ertificaticn Landscape

Action 2 of the project created a set of landscape maps of the organisations involved in e

certification in Europe. An overview is provided in the following table:

Map of EuropearOrganisations

Standards Bodies (National or
European)

ETSI; ECM CEN

Public or Government Bodies,
Ministries, Departments or
Parliament Groups

DG Education & Culture; DG Employment and S
Affairs; DG Information Sisty & Media; DG
Enterprise & IndustryEuropean Commission
Departments)

National or European Agecy

Cedefop; ETF

Research Agency

Empirica; EITO

Education

Informatics Europe; European Schoolnet

User Body

EuroCIO

Trade Association

Eurgean eSkills Association (EeSB)gital Europg
PINSME; CompTIA

Trade Union

EMF/UNI Europa; ETUC

ProfessionaBody

CEPIS; FEANI

Certification System, scheme

ECDIFoundation EUCIP

Table2: Summary of Certification Organisations in Europe

In addition, maps for 5 member states (UK, Germany, Italy, Ireland and Belgium) were
prepared, identifing education bodies, training institutions, accreditation bodies,
certification bodies, corporate bodies, public/government bodies, standards bodies,
research agencies, national or European agencies, professional bodies, certification
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schemes, educationaendors, trade unions, trade associations and so on. Investigation
also revealed that there was a poor culture of certification in France and hence no
landscape map was created. The maps provide understanding of the state of play with
respect to certifiation in each country. Differences exist acrvbsmberSates due to
political, legal, regulatory, education and cultural issues. For summary findings on the 5
member states, the reader is referred to CEN (2009:14)3

Some nomational features of the-certification scene were identified:

e Fragmentation of education and training responsibilities to-sabntry level e.g.
Italy

o /[ dzf G dzNJ f RA PSNBSWASE 20y&i 41 SLSLYNPIIKEK aR 2yYAAEy2l (G S |
professional bodies and qualifications based on educatigpegence and
NEalLRyairoAatAde S@StaT FyR GKS aO2ydAySyl
state bodies that control formal, theoretical education

e The viewpoints between employers, employees, and learners who regard e
certifications as value credentsland the ICT vendors who regardegtifications
as the revenue source that supports and protects their business.

¢KS fFyRaOl LIS YI LicalithE LIARA ARILRBKG yEKY 2d 2y &
language and cultural issues, but also because insiits have a role to play in the
accreditation process.

Project Action Item 3: Deploying the@Gompetence Frameworle-
CF)/Positioning Certifications against theCé

Action 3 was focused on relating certifications against other certification products and
qualifications. The report proposed a saffsessment methodology, based on peer review
to position certifications against the@F and thereby also relate them to the EQF. The
process involves selecting the relevant@mpetence area for the certificatip selecting

the reference ecompetence(s) that best matches the certification content; selecting the
most appropriate proficiency level; consulting with and responding to external peers; and
recording who was responsible for the process. This approaimilar, albeit more

formal, to the steps taken by CompTIA in creating their certification roadifigprel5).

The CompTIA certification roadmap, similar to a European metro map, links approximately
50 certifications of the leading ICT certification pd®rs and has support of several
vendors.
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Schemes will provide information on certification contentheir users

Schemes will position certifications against th€e

Action 4 of the project was concerned with proposing a European modetdertigication
[ ]

schemesThe view was to improve the market structure and its irteerability by

Project Action Item 4: European Model foiCertification Schemes
adopting best practice principles, including:

Figurel5: CompTIA's Certification Roadmap



e Schemes will adhere to an established quality assurance mechanism e.g. EN ISO/IEC
17024

e Schemes will avoid loék mechanisms to a specific certification brand

e Schemes will comply with the gathering of annual metrics.

Recommendations of the Rert

The project resulted in several recommendations to advance ICT certification initiatives in

Europe. These included the annual collection of certification market statistics; the

maintenance and extension of the country landscape maps; the positioficgrtifications

against the eCF by certification vendors; the-RS @St 2 LIYSy G 2F [/ 2YLX L! Q&
roadmaptothee CQa LINBFAOASYyOe tS@Sta FyR 02YLISGSy(
proposed European model by a number of leading certificationigess; and the creation

of round tables for discussion at a country level. These recommendations were the basis

for the currentddCT/ SNI A FA Ol G A 2 y(sea43.2150do0m)2 y ¢ LINR 2SO

4.3.2.5 ICT Certification in Action (2011)

This is the followon projectfroyy G KS aL/ ¢ / SNIAFAOFGAZ2Y Ay 9 dzN.
Agreement, running from May 2010 to July 2011. The project aims to:

e Maintain and extend the country landscape maps of key certification stakeholders
e Update metrics on the main certifications in the majorrkets annually
e Trial the CEN (2009) methodology for positioning ICT certifications against the
content, levels and structure of the@F and EQF. This aims to examine how the e
CF may serve as a foundation for comparing certifications and navigating the
market.
e WSRS@PSt2L) /2YLXL! Qad yIFI@AILGA2Y NBFRYlFL F2
and relate it to the eCF.
e Pilot test the CEN (2008uropean model for ICT certification schemes

e Cooperate with relevant ISO and CEN initiatives
The projectprese@ R A a AYUSNARY FAYRAYyIaA AY W ydz NB 2
published itsnterim report in Februaryl( Q{ dzf t A @l Yy 2 SA&aa FyR { KI NJ :
outlined under the following headings.

Landscape Maps

The interim report suggested that theification landscape maps have served as an
important tool supporting collaboration between industry, education and government and
in identifying differences between local markets. It sees them as being of particular
relevance to vendors and national cpoter societies. Theelandscapanaps are

maintained by country expert groups. Four landscape maps have been updated, and new
maps created for Romania, Bulgaria and the Netherlands (Draft format).

Market Dynamics

The certification and training marketsvebeen impacted by the global economic crisis.
Despite an increase in the certification market in 2009, the market flattened in 2010 and as
of January 2011 was in decline. As a result the major vendors have ceased publishing
statistics on their certificabn volumes and hence difficulties were experienced in updating
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market data. The European IT Observatory (EITO) has been approached to gather
certification market statistics on an annual basis.

Growth among the number of certification providers in recegars has given rise to a

LINA OS 46 NE NBadzZ GAy3a Ay GKS Of2ad2NB 2F az2vYS$S
closures are experienced across ICT training companies. The economic creseshided

in adisconnect between training and certificationarkets; particularly in poor countries,

while individuals may undertake training, certifications costs may be unaffordable. One
noticeable trend however is the expected doubling of the numbenfairmation security
professionals from 2.3 million in 2010 4.3 million in 2015. This will result in significant

growth in the number of related certifications, as certifications are ranked as important by

90% hiring in this field.

ReRS@PSE21I¥YSy i 2F [/ 2YLICL! Q& / SNIUATFTAOFGAZ2Y w

Some progress hasbeenmagle/ NB RS @St 2LIAy 3 / 2YLXL! Qa OSNIA
incorporate eCF competence areas and proficiency levels. Discussions with CompTIA have

taken place in London and Bonn. To date, an English version mapped to SFIA and a German
version mapped to €F leveltave been drafted. Neither is linked to specific competence

areas. Further discussions on this activity aregoing.

Positioning Certifications against the@F

Both individual and collective discussions with certification vendors on positioning
certifications againstthe C K| @S (i The Boyin nigéting® lsade skiown that

better transparency and recognition is of high interest to cert veldddrs 2 SA &da | y R
{dzf £t ADl Yy Q& 0 H A MO -Chalehd@d\cbnighefabliMitg®mRWeissi G KS S
(2009), wt forward a competence metemodel for qualifications and skills as a foundation

for this positioning exercise between certifications and théfe Successes include:

e 9-LbQa O6OSNIATFTAOFIGAZ2Y 2NAFIyAaldA2yY Ay (KS
of its domestic product TRACKS accreditation to t@Feversion 1. These include its
business information manager, test@nd IT project manager roleSach track
consists of a number of core tasks related to the specific role, and for each of these
tasks, he relevant eCF competence and@F level have been selected.
e aAONRA2FGQa YILIWAY3 2F p £SFRAYy3I OSNIATAO
accreditation in Ireland by its Higher Education and Training Awards Council
(HETAC). ECTS credits for each wetibn are also established. Accreditation is
now being sought in 5 other member states. It has begun mapping of certifications
against the eCF covering both competence areas and levals a further way to
achieving formal EU certification recognition
e The SEl is interested in mapping certifications related to the CMMI to-@ie &nd
plans have been established to undertake this mapping process within the next 6
months. The aim is to map te@F levels, and ultimately to specific competencies
that relate to specific roles in the business

% http://www.echallenges.org/e2010/default.asp
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certification metro roadmap linked to the-€F and a draft English version linked to
SFIA. Neither are linked to specific competence sigal are subject to validation.
e Workshops held by CelT (accreditation agency in Germany) involving Microsoft,
Cisco, and CompTIA, is workomgthe positioning othe 74 certifications from
/ 2YLIEL! Qa NER-CRavd BQFhg warksh®ps Savagially positioned
T OSNIATAOIGAZ2YA FNRBY FT2dz2NJ RAFFSOGES YU DSYR
EQF and SFIA levdMans exist to also map to specific@mpetence areas in future
months.The possibility of developing a certification portal, widrtdications linked
to e-CF levels is also beingnsidered.

4.3.3 Certification Initiatives in the US
4331 #1 1 P4)1 680 4AAE#AOAAO #11 PAOGO
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choose the right certification to meet #ir career development goals. The initiative was

startedby the US Dept of Labor in an effort to develop a skilled US workforce; CompTIA

was chosen to develop and maintain the site. It offers a repository of over 250 certification
programs, searchable byrdor, government compliance, skill category and job title. For

each certification it presents the associated job skills and titles. Hence, for individuals it

represents a tool assisting in skills enhancement and career progression.

4.3.3.2 US Department of Educaton - States Career Cluster Initiative (SCCI)

The US States Career Cluster Initiative (SCCI) was established under the US National Career
Technical Education Foundation (NCTEF) in 2001. Its goal was to develop career clusters as

a means to facilitate thehmnge from education to career. It involves partnerships between

state, educators, schools, employers, and industry to develop pathways from secondary

school to college to the workplace. This involves developing curriculum guidelines,

standards, assessmenand professional development material for core, pathway and

specialisation skills for 16 career clusters that have been identified. One such career cluster

Ad LYTFT2NXIFGA2Y ¢SOKy2f 232 duilding kage®B IS 2F (KA A
occupatiors framework: For entry level, Technical, and Professional Careers related to the

design, development, support, and management of hardware, software, multimedia, and

systems integration servicesp ¢ KS AYAGAF GAGS LINBaSyida OF NBST
statements that apply to all careers in the IT cluster. IT careers are divided into 4 pathways:
network systems, information support and services, programming and software

development, and web and digital communications. Jobs and credentials associated with

each pathway are identified.

4.3.3.3 United States Agency for International Development (USAID) - Centre of
Excellence in ICT Training and Certification (2009)

This report was prepared for USAID to outline the key steps in developing a centre of
excellence in [Ctraining and certification in South East Europe and the Caucasus. The goal
is the creation of a sustainable system of ICT quality competence centres, the backbone of
which will be supported by several training and certification centres of excellence.
Coeration between these centres is expected to improve access to knowledge, training
and certifications adapted to the requirements of the region, greater cooperation between
the ICT industry and universities for research, and greater ICT competitivemesy] a

other benefits.
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4.3.4 Certification Initiatives in India
4341 #1101 bOOAO 31 AEAOU 1 £ )1 AEASO %AOAAOGEIT T $

The Computer Society of India (CSI) was established in 1965. One of its key priorities is the
promotion of ICT as a profession. In so doing, it nisgs regular information exchange

and dissemination events and facilitates career development through training provision

and updating of skills. The CSI Education Directorate undertakes several activities
pertaining to training and certification. Servigg®vided include for example:

e Provision of professional certifications and training programmes to CSI members
and the public, including the underprivileged and individuals with disabilities

e Carrying out certification examinations with a view to increasimaiy uptake by
industry

e Leveraging the benefits of affiliations with international professional societies, for
example by providing British Computer Society certification examinations

e Evaluating and accrediting professional programmes

e Collaborating wittcertification providers/agencies to expand the reach of global
certifications and skill developments to members of CSI.

The CSI Education Directorate is also developing training and certification programmes in
more emerging technological areas, for exdeypvireless technologies; biaformatics;
green IT; nandechnology; virtualization; grid computing; cloud computing, among others.

4342 #1711 DbOOAO 31 AEAOU 1T &£ )T AEA8O - Al T OAT AOI ¢

The Computer Society of India has established a numibdgleonorandums of

Understanding (MOUSs) with national and international bodies. Examples include MOUs
with Microsoft, the IEEE, the Project Management Institute (PMI), the British Computer
Society (BCS) and the Centre for Development of Advanced Compub#g)dn India.

These MOUs generally specify actions in establishing a closer working relationship between
the CSI and the various bodies. Some of these MOUs emphasise relationships between
AYRdAzZZAGNE | yR SRdzOF GA 2yl A jaduatd piodzamkedny 8 ® C2 NJ S
Information Security Management called PRISM is offered through various educational
partners, with successful participants in the prograpreceiving joint certification from

CSI, MIEL-8ecurities Ltd and the educational institutio8imilarly, the MOU with

Microsoft involves provision of Microsoft faculty development programs for various CSI
Chapters and Colleges, as well as Microsoft webcasts on emerging technological trends for
CSI professionals and academics.

The MOU with the Biish Computer Society aims to share publications, services and

gualifications for their respective members, and is evidenced by the provision of BCS
OSNIATFTAOIGAZ2YyA o0& GKS /{LQa 9RdzOFIGA2Y 5ANBOI
Institute is focusean realising the benefits of project management certification

throughout India through implementing best practices and standards of project

management, while the MOU with-@AC aims to strengthen the reach and capabilities of

both groups through joint pragmmmes on training, skill development and certification.

4.3.4.3 IEEE Initiatives

7
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Development Associate (CSDA) and Certified Software Development Professional (CSDP)
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certifications. The two credentials are regarded as the benchmark for software certification

and are used to raise software development standards within the company. As part of the
L999Qa LYRAIF LYAGAFGAGSY GKS L999 / 2YLlzi SNJI {
institutions, particularly computer science, software engineering, IT and software

applications faculty/students. VIT University, Vellore became the first Indian university to

sign an agreement to offer the CSDA certification to its students and-lavelysoftware

engineers.

4.3.5 Certification Initiatives in Japan
4.35.1 The Information Technology Promotion Agency

The Information Technology Promotion Agency (IPA) of Japan focuses on assuring security
and reliability of IT in the social infrastructure, promoting imnt&ional competitiveness,

and developing skilled IT human resources. Its principal fields of work are IT security,
software engineering, open software and IT HR development. IPA initiatives for developing
skilled human resources include:

e Preparing the I'Engineers examinations,

e Developing Skills standarelSkill Standards for IT Professionals (ITSS); Embedded
Technology Skills Standards (ETSS); and User Information Systems Skill Standards
(UISS).

{AYAEFN) G2 GKS @OASs NBERRRESREAVKELALHO2I ENEADDBY
dzy A 9SNES&¢ (KS Lt lacatleiia govetriahtealabrationA |FARNOms i NEB
the role of executive office for the IndustAcademic partnership for Human Resource
Development. This partnership was established by theiditly of Economy, Trade and

Industry (METI) and the Ministry of Education, Culture, Sports, Science and Technology
(MEXT). IPA also formed collaborative agreements with the National Institute of

Informatics (NII) of the Research Organisation of Inforrmagéind Systems (ROIS), which is
aninter-university research institute. It established an Indushgademia IT HR

development implementation working group. IPA also has plans pertaining to the design of
curricula that reflect company needs and developiragrfeworks for using instructors from
companies. Further, its iPedia website provides information on upgrading and expanding
practical IT education.

4.35.2 Japan Information Technology Services Industry Association

WE LI YQAa LYTFT2NNIGA2Y OASaKtioe@ISARwas fouBdedin 10812t L y Rd
is focused on enhancing the Japanese economy and more specifically on maintaining

growth in its Information Services industry. In terms of initiatives pertaining to certification,

JISA aims to promote partnerskipetween industry and academia, and offers training
O2dzNES& o60F&aSR 2y (KS L¢{{ G2 FdNIKSNI RS@St 2L

4.35.3 Information Processing Society of Japan

The Information Processing Society of Japan (IPSJ) was established in 1960. It isimvolved
numerous areas of activity in information processing and computer science, including for
example establishment of special interest groups, standards development, research, and
educational activities. Similar to the Computer Society of India, it habkstied a number

of partnerships with other organisations in the form of Memorandums of Understanding.
Examples include agreements with the IEEE, the Association for Computing Machinery
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Computer Society of India and the Korean Information Science Society. These MOUs

promote greater understanding and cooperation between the societies in several matters,

some of which pertain to training and certification. For examghle,agreement between

the IPSJ and the ASTI discusses the possibility of engaging in joint projects on educational
materials and standards. The IREEE MOU has a similar remit but is extended to include

mutual participation in standards development aindormation exchange on standards

initiatives between the respective groups.

4.3.6 Certification Bodies Examples

Certificationbodies are typically overarching organisations or alliances of organisations
that work to promote the take up of certification acrogarious areas of ICT. Activities
carried out by these bodies vary, but may include for example development of knowledge,
provision of a wide range of certification prograraes, promotion of certification quality
assurance, development of new or adherenoeekisting standards, and in some countries
provision of accreditation for vendor certification prograres etc. This section provides an
overview of a selected sample ddrtification bodies. Note it is not intended as an

exhaustive list.

4.3.6.1 IT Certification Council (ITCC)

The IT Certification Council (ITCC) is comprised of industry leaders who are focused on

growing professional ICT certifications and promoting the benefits of acquiring

certification, so as to ensure professionals have the requisite skiéffectively operate in

GKS L/ ¢ AYRdzZaAGUGNR® ¢KS L¢// Qa 62N)] Ay@2toSa 7T
examination testing security, and promoting certification value to industry, employers and
professionals. Members of the Council includefdsoft, IBM, Novell, HP, Cisco, EXIN,

Certiport, among others.

4.3.6.2 The International Certification Council (IC -Council)

The IGCouncil is a noprofit alliance of organisations focused on ensuring competency
and high degrees of professionalism by settindpglstandards for licensing, accrediting,
certification and credentialing programes. While educational accreditation is carried out
by government organisations in most countries, in the United States quality assurance for
professional certification and ademic degrees is performed by private associations, not
the government. The KCouncil promotes quality assurance and improvement through
accreditation via peer evaluation. In additimproviding recommendation® educational
institutions, the IGCound provide accreditation for vendor specific certification
programmes, progranmes administered in training centres and so on.

4.3.6.3 Institute for Certification of Computing Professionals (ICCP)

The Institute for Certification of Computing Professionals (I&®8B3d in Illinois USA. It
promotes professional credentials for the following professi@ystems Analysts,

Computer Scientists, Computer Programmers, Database Administrators, Business Analysts,
Network Administrators, Computer Software Engineers, méttion Technology Managers,
Chief Information/Technology Officers, Computer Security Analysts, Telecommunications
Analysts, Business Intelligence Professionals, Data Management Professionals, and IS/IT
ConsultantsCertifications include the Associate Cartipg Professional (ACP), Certified
Business Intelligence Professional (CBIP), Certified Computing Professional (CCP), Certified
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Data Management Professional (CDMP), Information Systems Analyst (ISA) and Information
Systems Professional (ISPhroughthe§ OSNII A FA OF ( A 2a6segs stiingefit L/ / t |
industry fundamentals G K N2 dzZ3 K A (& LINDUF ECP &ektificsttibriis SEI YA Y |
recognized worldwide as an indicator of a high degree of professional competence.

4.3.6.4 International Information Systems Security Certification Consortium
(ISCy

The International Information Systems Security Certification Consogisitions itself as

the world leader in certifying information security professionals. Based in the US, it has
offices in London, Hong Kongdamokyo, and provides vendor neutral certifications in more
than 135 countries. It was the first information security certifying body to conform to the
ISO/IEC 17024 certification standard. Certification prognaminclude Systems Security
Certified Practioner (SSCP); Certified Authorization Professional (CAP); Certified Secure
Software Lifecycle Professional (CSSLP); Certified Information Systems Security Professional
(CISSP); Information Systems Security Architecture Professional (ISSAP); Information
Systems Security Engineering Professional (ISSEP); and Information Systems Security
Management Professional (ISSMP)e CISSP certification is its gold standard flagship
product offered globallyThe (ISGlso develops and maintains an information segurit
critical body of knowledge.

4.3.6.5 Information Systems Audit and Control Association (ISACA)

The Information Systems Audit and Control Association (ISACA) is an independent, global
organisation established since 1969, and is involved in developing, adoptingiaigd

leading information systems knowledge and practices. Certification progesrmnclude

the Certified Information Systems Auditor (CISA); Certified Information Security Manager

(CISM); Certified in the Governance of Enterprise IT (CGEIT); anécCertRisk and

Information Systems Control (CRISC). ISACA certifications are recognised and accepted
worldwide, and according to the organisations website, they have been consistently rated

AY AYRSLISYRSYy( &aiddzRASE& | a | Yad W BrofésdoBalcarz a i G AY
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4.3.6.6 Institute of Electrical and Electronic Engineers (IEEE)

¢KS L999 O2YLWziSN) a20ASGé& Aa GUKS ¢g2NX RQa S|
The computer society is focused on advancing theory and application of congmater
information-processing technology, and is known globally for its computing standards
activities. IEEE offers the following certifications: Certified Biometrics Professional (CBP),
Certified Software Development Associate (CSDA), Certified Softwarpreeat

Professional (CSDP), and Wireless Communication Engineering Technologies (WCET). The
CSDAredential is aimed towards entievel software professionals or software

engineering graduates as a bridge between formal academic knowledge and the
requirements of industryTheCSDFRredential is aimed towards michreer

professionaldooking to further develop or confirm their proficiency levels and advance

their careers.

4.3.6.7 Software Engineering Institute (SEI)

The Software Engineering Institute (SEI), baggdarnegie Mellon University, offers
certifications in computer security, process improvement, measurement and analysis,
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software architecture, servieeriented architecture, among others. Its certification
programs comply with all Carnegie Mellon Univtgrand SEI policies.

4.3.7 Certification Vignette

Information Security Professional CertificatianChallenges of Cloud Computing

The 2005 ICT Skills Certification in Europe report discussed a lack of common agreer
what constitutes a security professidnda NR f S | & dépendiSgon the/
responsibilities and functions of a security position and the infrastructure of the
organisation, someone in this role at one company can have a drastically different ski
than someone in a similaole at another compary® Ly (KA & NBLR NI
LINEFSaaAzyl f onédthehttdsDaddumatdis inlthi ICH industry R dzS
the lack of suitably qualified individuals.

Six years on, there remains a skills gap to effectively protg@nisations resultant from
the increasing pace of technological trends and new developments. Nonetheless, the
popularity of Information Security roles and certifications has intensified. The 2011 (IS
Global Information Security Workforce Study coaeha by Frost and Sullivan gathered
insight from 10,413 information security professionals around the globe. It found that 1
number of professionals in this area was expected to double to 4.2 million by 2015. T
contrast to other professions, des$pithe economic recession, approximately 60% of IS
members reported an increase in salary during 2010. The growing interest in this areg
driven by the increasing number of security threats facing organisations. Top security
threats are outlined intie below figure.
&3%

73%
65%
55%
45%  44% %
I I I ' )

Application MMoblle  %iruses and  Internal Hackers Contractors Cybsr  Cloud-based Organized
wulmerabilitles devices  wormn actacks employess termronsm sarvices crime

&6%

Of particular concerns are emerging challenges related to cloud computing, mobile
applications, social media, and associated new skill requirements. Honing in on the
challenges of cloud computing, the greatest concerns exist arounpdtential exposure
of sensitive information and its loss or leakage. The below figure highlights security
challenges related to cloud computing. Further cloud risks are identified by ENISA (2(
including loss of governance, lock in, isolation failuoeygliance risk, management
interface compromise, data protection, insecure or incomplete data deletion and the
malicious insider. 74% of respondents indicated a need for new skills to effectively ad
the challenges of securing cloud based technolomi¢se coming years.
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personnel

Certifications are an important requirement for recruitment in the field of information
security and the market in this area continues to grow strongly. The below figures indi
reasons as to why managers prefer hiring cerifieformation security professionals.

69%

Employes competence

54%

Quality of work

Regulatory requirements (governance)

45%

Company image or reputation

41%

Custemer requirement

Company pelicy

Legal/due diligence 22%

DoD 8570 requiremeants

Othar I 1%

Approximately 60% of the professionals surveyed planned to acquire new certification
during 20162011. The impetus to acquire new certification perhaps can be tied to the
diminishing relevance of some ICT certificas over time. This is particularly so in relatig
to information security where new technological trends give rise to new security risks
challenges. In order to overcome this diminished relevance, a membership requireme
many certification bodiestipulates the need to reertify periodically in order to remain
current in the field. Examples of certifications serving the information security professi
AyOft dzZRS / 2YLIL! Qa {SOdz2NA(Géb OSNIATAOI G
Spedalisation), Cisco Certified Security Professional, Cisco Certified Network Associa
Check Points Certified Security Expert, fiS€itified Information Systems Security
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4.3.8 Standards
4.3.8.1 Intro duction

As outlined earlier, the certification process is dependent on several supporting

mechanisms, one of which is defined quality standards. A standard is defined by the
International Electreil SOK Yy A OF f |/ locifdert, &stadlighed bi cohsesénd

approved by a recognized body, that provides, for common and repeated use, rules,

guidelines or characteristics for activities or their results, aimed at the achievement of the
optimum degree of orderina givencontex® ¢ KS F2f f 2 ssitheTolesioB OG A 2y a
standardisation bodies, and issues with and examples of standards pertaining to ICT
certification.

4.3.8.2 Standardisation Bodies

International Standardisation Bodies

International standards bodies include for example the International Organmstdio
Standardisation (1SO), the International Eleg¢&gohnical Commission (IEC), and the
International Telecommunications Union (ITU).

The ISO is the leading global developer of international standards, and is comprised of
national standards instituteBom 159 countries. It works to build consensus on
solutions/standards that meet both business and societal requirements. ISO technical
committees in response to international needs develop standards; they are reviewed 3
years after first publication andvery 5 years thereafter. In addition to ISO standards, the
ISO produces:

e |ISO/PAS Publicly Available Specifications
e |SO/TS Technical Specifications

e [ISO/TR Technical Reports

e |WA International Workshop Agreements
e SO Guides.

¢KS L9/ Qa ¢ SOK yraspondble fod¥vEldpingiirGetnatiortals@ndards
related to electretechnology i.e. electrical, electronic and related technologies, as well as
normative and informative publications. Deliverables are based on international consensus
built from the IE@ational committee members.

The ITU is focused on sustaining growth and development of telecommunications and
information networks and providing universal access. It has put forward over 3000
recommendations or standards related to key components of ICT.

European Standardisation Bodies

There are three recognised standardisation bodies in the EU. They include the European
Committee for Standardisation (CEN), the European Committee for Etectnoical
Standardisation (CENELEC), and the European Telecacatiums Standards Institute
(ETSI).
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CEN focuses on developing new standards, harmonising national standards, promoting
implementation of international standards, and supporting the work of the ISO, among
other activities. It produces:

e European Standard&Ns)

e Technical Specifications which are prospective standards for provisional application
in certain technical fields

e Technical Reports for communication and the transfer of information

e WYEN Workshop Agreemefghich are consensdsased documents createin a
Workshop environment.

CENELEC is focused on setting standards in the etectrnical sector and promoting
those standards internationally. CENELEC produces:

e European Standards

e Harmonization Documents

e Technical Specifications

e Technical Reports

e CGuides

e CWAg CENELEC Workshop Agreements.

ETSI produces standards for the telecommunications sector in association with CEN and
CENELEC. It develops:

e European Standards (telecommunications series)
e EN Harmonized Standards

e ETSTechnical Specifications

e ETSI Standards

e ETSI Guides

e ETSTechnicaReports.

The above three bodies are the only recognised European organisations for planning and
adopting European standards according to Directive 98/34/EC. CEN and CENELEC work on
building consensus and standaronplementation based on national representation. ETSIs
work relies on direct participation of individuals; its deliverables may or may not be
implemented in the catalogues of national standards (EC, 2007).

US Standardisation Bodies

In the United Statedgndustry leads the development of performance standards. In many

O a Sr@svoluntarily agree on the desirability of a given credential but have for the most

part stopped short of mandatory requiremeéits 6 / 2 YL L! = HannanO® { SHSNI
have voluntarily developed and maintained rigorous certification prograes. For over 90

years, he American National Standards Instittt6ANSI) has coordinated the work of the

private sector voluntary standardization system in the US. The US has hundreds of

standards developing organisations (SDOs) that develop voluntary national consensus

?® American NationalStandards Institute (ANSIhttp://www.ansi.org
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standards, with 90% of standards being produced by the 20 largest SDOs. Further,
hundreds of nortraditional SDOs, such as consortia exist. ANSI accredits procedures of
SDOs, threby facilitating development of American National Standards (ANS). ANSI

I OONBRAGI A2y & NBIldZANBa | RKSNByOS G2 (G4KS a
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standardization pringiles implemented by international standards bodies such as the 1SO,

IEC and ITU. ANSI also promotes adoption of US standards internationally (many are taken
forward to the 1ISO and IEC), and promotes usage of international standards where they

meet user regirements.

O« T
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The Bureau of Indian Standards (BIS) is the national standards body of India. It works
towards development of harmonised standards and ensuring quality certification across 14
sectors, including electronics andarmation technology and electrechnical. Separate
division councils oversee the work in these sectors. BIS also cooperates in international
standardisation activities of the ISO and IEC, participating in over 51 technical committees,
and has establishellOUs pertaining to standardisation and certification with a number of
countries.

WIE LI vOoad {dl yRENRAAIFIGAZY . 2RASA

In Japan, numerous industry associations are involved in developing ICT standards.
Examples include Japans Electrical Manufacturers Assac{di&MA)Japans Electronics

and Information Technology Industries Association (JEITA) and the Communications and
Information Network Association of Japan (Cladpanese Industrial Standards are

generally aligned with international standards, such asl8@ and IEC. The Japanese

Standards Association, linked to the Ministry of Economy, Trade and Investment (MET]I)

I A Y aeducate thte public regarding the standardization and unification of industrial
standards, and thereby to contribute to the improvemehtechnology and the

enhancement of production efficiedcy L G LINP RdzOS& RN} Fi &G YR NF
including ICT, publishes Japanese Industrial Standards, and actively participates in some 1ISO
and IEC deliberations to support production of int&ional standards.

4.3.8.3 ICT Certification Standards

Findings from the HARMONISE study found that quality standards and accreditation were
among the most important issues to be considered in any European approach to
certification. Accreditation, which is themat of inspection bodies, assists the international
acceptance of certifications by determining if a certification scheme conforms to specific
standards. Quality management procedures pertaining to 1) examination and testing; 2)
training provision; and 3jefinition of requirements are addressed, and conformity of
modules, certification and testing is determined.

The value placed on certifications is dependent on the transparency of their quality

assurance mechanisms. Applied quality standards help proamteptance and

recognition of certification bodies and schemes internationally. However the HARMONISE
LINE2SOG |faz2 ARSYIGHFKRSNS IKE (dzyi KBNS Afa RSTAYA
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their areas of activity or coverage, followed paradigm, subject areas covered such as

process, method, content and so on. Initiatives to date have shown that the focus placed
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on various aspects of certifications quality assce differs. Quality assurance needs to be
considered at the organisational, awarding body and training level (CEPIS, 2007).

For organisations offering certification of persons, a sample of gleledtygnised quality
standards is outlined ifiable3. Nae the below list is not exhaustive: numerous other
national and international standards exist, including for example those by ASTM
International, the Institute of Credentialing Excellence, and national standard bodies.

Certification Quality Standards

ISO/IEC 17024: L { h &/ 2 y T 2 NX¢Gérieral reguireétn@nis YoBbbdies operati
2003 OSNIAFTAOFIGAR2Y 2F LISNE2Yaé D

This international standard aims to be the globally accepted benchm
for bodies operating certification of individuals. It specifies regmients
for certification bodies, personnel and certification schemes (includin
their development and maintenance). The standard addresses the
following issuegdefining competencies; knowledge, skills and persor
attributes; examination independence andlid test of competence; an
independence of certifying organisation from examination organisati

ISO/IEC TR Software Engineering Guide to the Software Engineering Body of
19759:2005 Knowledge (SWEBOK)

This standard describes the body of knowledgeegally accepted
within the software engineering profession. Among other things, it
describes its content and a history of standards work in this field.

ISO/IEC Certification of Software Engineering Professiog@d®mparison
24773:2008 Framework.

Thisstandard supplements and refines ISO/IEC 17024. It aims to
establish a framework for comparing software engineering certificati
schemes and facilitate certifications portability. The standard is base
SWEBOK; organisations must map to the ISO/IEQ Hxive to
facilitate comparison. The standard identifies 10 certification scheme
requirementsg title, tasks, level of accountability etc, competencies,
minimum qualifications or experience; evaluation of competencies;
delegations; code of ethics; maintance of certification; as well as 13
items that may be included in the professional code. It is adopted by
example the British Standards Institute.

ISO/IEC 17799:| InformationTechnology Security technique<ode of practice for
2005 information secuty management

This provides guidelines for information security management. It
outlines best practices and controls across 11 areas of information
security management; and serves as a common basis for developing
security standards and practices.
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Certification Quality Standards

European Thisbody offers guidelines in relation to certification of products,
Cooperation management systems and personnel. For example:
for Certification Bodies (Management SystemEA Guidelines for the

Accreditation | accreditation of bodies operating ceitiation/registration of
Information Security Management Systems

Certification (PersonnehEA Guidelines on the Application of EN 450
¢ General Criteria for certification bodies operating certification of
personnel. (Note EN 45013 was suggled by ISOEC 17024 above).

IP3P Standard | IP3¢ International Professional Practice Partnership

IP3 is a project of the International Federation for Information
Processing (IFIP). It accredits schemes for certifying professional ste
of member societies; socie accredited by IP3 accept certifications
from other accredited societies. As of September 2010, both the AC
and CIPS had been accredited. Thus, IP3 accreditation promotes
international ICT certification acceptance and portability of professio
memberdip. The first IP3 certification is the International IT
Professional (IITP) designation and will be offerechtme than30

million people.

The IP3P standard is the accreditation standard used to assess an
2NBIFYyA&alI GA2Yy Qa LINE T Sla&Tackrifigation & 0
programme requirements and defines the minimum standards for
certifying professionals. The Skills Framework for the Information Ag
(SFIA) is used in determining minimum standards of professional
competence. The standard is dependentroaintaining competence vig
continuing professional development and is supported by a discipling
code.

Table3: Certification Quality Standards

4.3.9 Qualification Framework Initiatives

The ability to map academic or industry basedlifications to a specific qualifications
framework would promote qualification mobility, coherence and transparency from an
organisational and ICT practitioner perspective, and would define a way to relate different
education and training subystems. Iriatives regarding such frameworks are described in
the following sections.

4.39.1 A Framework for Qualifications of the European Higher Education Area

The Berlin conference of the higher education ministers (2003) proposed the development
2 T dvsfarching franework of qualifications for the European Higher Education Area

0 9 | 9lh nespaobse to this, this report wasmmissioned by th&Bologna Follow Up
GrougdBFUG) on Qualification Framewaorks in 2005 with a view to:

¢ Identifying reference points fdlationalQualification FrameworkNQF3}to help
Member States develop their frameworks. Reference points included workload,
learning outcomes, levels, competences and profiles;

e Developing an overarching framework/meta framework of qualifications for the
EHEA;
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e De\wloping, at both national and EU level, principles for the frameworks of
qualifications and criteria for ensuring compatibility with the framework for the
EHEA.

The proposed framework for the EHEA consists of three principal divisions/stages:

e First cyclel{igher education) qualifications
e Second cycle (higher education) qualifications
e Third cycle (higher education) qualifications.

Provision for a short cycle linked to the first cycle is also included. The framework uses the
Dublin descriptors as referenceipts to describe its cycles and help in the alignment of
qualifications. The Dublin Descriptors provide generic statements of expectations in terms
of abilities and achievements linked to qualifications associated with the various cycles (in
terms of knowédge and understanding; applying knowledge and understanding; making
judgements; communication skills; learning skills). The framework proposes the following
guidelines for ECTS associated with each cycle completion.

e Short cycle approximately 120 ECT&dits;

e First cycle qualifications180-240 ECTS credits;

e Second cycle qualification®0-120 ECTS credits;

e Third cycle qualifications may not have associated credits.

The challenge in creating the Framework for Qualifications of the EHEA was to ensure a
structure that enabled a linkage between NQFs and which could cope with NQF variations.
This was necessary to more precisely define the relationships between different European
higher education qualifications. Such a framework would promote transpa®Brogs

higher education systems, support mobility through recognition of various Member State
qualifications, provide a basis for quality assurance, and would serve as a boundary and
outline for developing NQFs. 2010 was the recommended date for complatiesif
certification by signatories.

4.3.9.2 The European Qualifications Framework for Lifelong Learning (EQF)

The European Qualifications Framework (EQF) is a European reference framework, in force
AAYOS HnnyI tAY1Ay3 O2dzy (tdgktesad agtihngiad 2 vy I £ |j dzI €
translation mechanism to make qualifications more understandable across national

02dzy R NASa Ay 9dz2NPLISP® LG LINRPY2(GSa ftAFSEt2y3 f
countries. The framework is voluntary; however, 20d4 the reommended date for

countries to relate their national qualifications systems to the EQF, and 2012 for countries

to ensure that all new qualification certificates, diplomas and Europass documents are

referenced to the relevant EQF level. The EQF will tbezefomplement Europass,

Erasmus, and ECTS mobility instruments.

The EQF has 8 reference levels described in terms of learning outcomes, and covers 3
categories; knowledge, skill and competence. The EQF covers all qualifications from basic
(school leveljo advanced (doctoral level) attained in general, vocational, academic and
continuing education and training. Through a focus on learning outcomes, the EQF will
suppat validation of formal and nofiormal learning. The EQF should also facilitate
international organisations in relating their qualifications systems to a common European
reference point and thereby highlight the relationships between such systems.
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The EQF is compatible with the framework for Qualifications of the EHEA developed under
the Bologm process. Both the EQF and Bologna process overlap in terms of timing and
objectives despite being based on separate political initiatives. Descriptors for its short,
first, second and third cycles correspond to the learning outcomes of EQF levels ané, 7

8 respectively. Similarly criteria for referencing NQFs to the EQF and foegdltation

with the EFEHEA are also compatible.

4.3.9.3 The Development of National Qualifications Frameworks in Europe

This report by Cedefop reflects the situation regagddevelopment of NQFs as at August
2010 in 27 countries of the European Union, in 2 EU candidate countries (Croatia and
Turkey) and in Norway and Iceland. It highlights for each country:

e Rationale and main policy objectives
¢ Involvement of stakeholders

e Levels and level descriptors

e Use of learning outcomes

e Referencing to the EQF

e Lessons learned and the way forward
e Main sources of information.

NQFs are regarded as important instruments to influence national polices and bring about
reforms in education, traing, qualification systems and employment. All 31 states are
working to develop NQFs that can be related to the EQF, albeit many are in earlier stages of
development. Many countries are now moving from stages of framework conceptualisation
and design to th stakeholder consultation and testing phases for their frameworks. Formal
adoption of frameworks has been achieved in Belgium Flanders, Lithuania, Malta, Estonia
and Portugal. Countries with established frameworks, such as Ireland, UK and France are
carnyjing out/have carried out framework reviews.

NQF framework developments are political processes subject to conflicting viewpoints but
they can also facilitate discussion on how barriers to education, training and learning can
be overcome and how practiceartbe improved. NQF success depends very much on the
ability to involve and stimulate interest of key stakeholders and openly address issues of
conflict on for example the relationship between vocational education and training and
higher education. Suchateholder involvement is critical in ensuring that the NQFs

4
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will be limited.

Note that countries are not required by the EQF recommendations to develop NQFs. They
can relate their qualifications to the EQF without a formal national framework, as long as
they are learning outcome based. However, countries concerned by the EQF have already
committed to developing NQFs compatible with the-EXfEA and therefore will iia NQFs

at least for the Higher Education part of their systems.

4394 ICT Lane

The ICT Lane initiative was a Leonardo da Vinftirabed project, and was responsible for
developing and testing sector specific implementations of the EQF, using pilot softhare, t

L/ ¢ [lLyS ¢22fd Y2TYF SiG Ff 6Hnn yodecRStHeONR 6 S
specialties of the ICT area, to develop a transparent model of the ICT trainings that is
comparable on an international level, to implement descriptors in Xipegmental
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other initiatives such as the EQF an@E.

Commonly defined standard descriptors would enable ICT qualifications to be more
transparent and understadable EU wide. The standard descriptors identified for the
European ICT Qualifications Framework include for example title, name of qualification
supplier, kind of qualification supplier, name and kind of accreditation body, reached
title/certificate, cowntry, city, duration intensity and schedule, entry requirements, learning
outcomes, ICT area, reached competencies, reached level, teaching language, price details,
learning approach, accreditation prior to learning, number of students per group etc. Such
descriptors aim to increase transparency in ICT offerings and proposett value from a
variety of perspectives: for employees it would facilitate vocationateseduation and
identification of training required for specific jobs; for companies it idanable

recruitment of trained employees for specific roles; and for vocational institutes it would
offer training aligned with European training trends.

4.4 Ethics/Codes o€onduct

4.4.1 Introduction

520dzySyidia aLISOATEAYy I LINR y &aly sl twd JatedoyeR A A R dzl
Codes of Ethics and CodegGafinductProfessional Practice. Berleur et al (2004)
differentiate between these terms as follows:

e Codes of Ethics provide high level statements or guidelines on issues such as
honestyandintegt i @ ¢ KA OK 3I2@3SNY |y AYRAQDGARdzZ tf Qa
documents tend to be relatively static in nature.

e / 2RSa 2F t NI OGAOS LINPOARS &aLISOdodi O | yR RS
practcéd 2NJ K2g¢ Yy AYRAQGARdIZ t SEDGatmndad KA &k K&
environment. Such codes relate to specific domains such as security, software
engineering etc. and due to rapidly evolving technological environments are subject
to more frequent change than Codes of Ethics/Conduct.

NS
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existing computer society codes, IFIP and CEPIS differentiate between them in the

following ways. Codes of Ethics are general statements which outline the computer
a20AS0&Qa O Asirktenfs of ity pribli@ nisdiénhCeindgdidlines that are

informative for the profession as a whole. Conversely, Codes of Conduct are focused on the
profession or professional practice and may contain enforcement rules and sanctioning
processes. These Cadef Conduct usually originate at the national level and effectively

control professional practice within a national context, limiting their transferability and
adaptability.

The Institute of Engineering and Technology (IET) states that a defining akpagt o
profession involves recognising and adhering to a shared Code of Ethics/C@atict.
codes serve a variety of purposes including for example:

e Selfregulation
o Definition of professional value and standard setting
e Increased public awareness of prod@mal behaviour
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e Indication of responsibility and accountability for work performed

e Support for the legal process

e Evaluation mechanism for the public and a basis of comparison with other
professions

e Enhanced reputation of the ICT profession (Berlewal,e2004; Udas et al, 1996).

However,approaches taeethics vary across countries. National tradition and degree of
professionalisation determine the ethical environments that exist globally. Cultural

differences are an important dimension. As stated INESR T A y & { adking aignoopoh = &
multi-cultural professionals to abide by a set of standards that might contradict their

cultural ethics creates a dichotomy in the personal and professional®elf C2 NJ SEI YLX S=
Whitcomb et al (1998) identified differeas between American and Chinese values and

their rationales behind ethical decisions. In Japan, Codes of Conduct are not well known

among ICT professionals; many Japanese individuals maintain that ICT does not impact on

ethical issues, and is just a techogical concern (Nagao and Murata, 2007). Ethical

behaviour in Japan is considered in terms of the relationship between the person and

his/her community and the extent to which he/she acts in ways acceptable to this

community (Nishigaki, 2006). More recéné K2 6 SOSNE 51 gAraz2y Si | f Qa
a willingness among Japanese and Chinese ICT professionals to follow established rules and
laws, suggesting that approaches in East Asia may be changing. In general, the content of

the codes, their enforcerant and sanctions, and their legal application vary. Hence, any

analysis for this report needs to be general enough to encompass the vathioscodes,

guidelines and laws in force.

The development of Codes of Ethics/Conduct and their maturity defieestope of their
applicability and enforcement. They also establish the boundaries of interaction between
the professional and other stakeholders. Ethics determine the relationship between the
professional and customers, colleagues and society at laeggslation had to be devised

and implemented from a public policy point of view, with clear examples being the
protection of personal data and information as well as security. Industry and large
companies have established setfyulatory ethical frameworkor already apply Codes of
Ethics/Conduct. National Informatics or Information Processing Societies have a Code of
Ethics/Conduct, effectively regulating the ICT Profession in its activities, in its relationship
to external and internal stakeholders, widstablished, or less so, reviewing processes.

Despite the development of Codes of Ethics/Conduct byniagr professional societies,

there has been some criticism for failing to establish sanctions, enforce them, or test their
applicability in the realvorld (Martin and Martin?). In professions such as medicine and

law, breaches to Codes of Ethics/Conduct result in inability to practice ones profession. This
does not apply in ICT, where there is no legal qualification of professionals. While
professimal ICT society members can be held accountable through the bodies disciplinary
procedures, they can still practice their profession outside of the member society. Further,
many individuals working in the ICT domain do not belong to a specific organjsatitbn
questions also exist regarding how individuals who belong to more than one organisation
should behave in certain situations (Oz, 1993). Previous surveys by Prior et al (2002)
indicated a high level of ethical awareness among ICT professionals, haesearch

carried out by IFIP (2004) and academic studies by Grodzinsky (2000) found that in some
OFrasSa /2RSa 27F 9 (kpkdvick /| @ Hagalabdn TA2 sfatedby Lde A R &
YR . SNI $ahds] likeNadisptena to deep the honest pesshonest and have little
impact on those who chose to ignore their precepts or who have never been exposed to
GKSANI GSySiaowé
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The ambiguities as outlined in the above paragraph call for clearer ethical guidelines from

'y L/ ¢ LINF O A i kcayssantierng thispprdptiat @thidal@antards is a

defining aspect of any profession, our research needs to conam®Euntability andethical

conductwithin the ICT profession. This is apparent when one examines for example the

G KI O1 SNJ S ek ds @iplied biyJid Ghabs CImputer Club (QBGE)CCC is a

community of individuals, who advocate freedom of information and communication and

strictly oppose censorship. It is the largest hacker group in Europe, involved in technical

research, developig publications, and providing policy advice on anonymising services etc.

The group is largely based in Germany, but also extends its reach to Austria, Switzerland

YR GKS bSUKSNIlFYRad ¢KS INRdzZLIA al | O1 SNJ 9GKA
principles: unlimited access to computers; freedom of all information; decentralization and

a mistrust of authority; making public information available while protecting private data of

0KS AYRAGARIZ fT FyR dzaAy3d || O2YLMzaAISNRUSQONBR
for the better. The potential for individuals involved in hacking activities to exploit sensitive

data is just one example of wiagcountability to an ethical code a fundamental

requirement of an ICT profession.

Thissectionprovides aroverview of previous research initiatives pertaining to Codes of
Ethics/Conduct. It details the importance of an ethics component within the framework for
ICT professionalism and provides an overview of its content.

4.4.2 Ethics Initiatives in Europe
4421 CEPISTaskforce on Professionalism

Since 2007, the Council of European Professional Informatics Societies (CEPIS) has been
working towards building the foundations for a coherent approach to the topic of ICT
LINEFSaaAz2zylrftAayYao /9t L{ Q4apropdsédia Eonidd Sefirdtign t N2 T
2F LINRPFSaaAirzylrftAaay Fa Ad NBfFrdiSa G2 L/ ¢o |
embodies several characteristics of professionalism including Knowledge, Quality, Ethics,
Accountability, Experience, and Earns LivirgP(S, 2009). As outlined previously, this

project will look to build upon the existing wook CEPIS in this domain apcbducea

revision of thisdrawing upon the expertise and wide validation of the existing definition.

Sa
00

According to the Taskforce ond®essionalism, Ethics outline the boundaries of

relationships with customers, colleagues and society. Hence, ethical guidelines and

principles are applicable at different levels. There is an internal dimension focused on

ethical conduct within the organitan and amongst colleagues or other professionals

involved in ICT. There is also an external dimension concerned with the impact of the
2NBIFYyAalrGA2yQa 62N 2y a20ASde 4 tFNBS | yR

¢KS L/ ¢ LINE Tthéanitd Rhics darib@ de@a@nstrétad by assessing their
professional practice against an agreed Code of Ethics/Conduct. Related to the notion of
integrity, an ICT professional would strive to provide kgghlity results through optimal

use of available remirces. Although Quality can be described in many ways, the pursuit of
high quality in product delivery is commonly accepted as a characteristic of
professionalism. Producing quality products depends on the knowledge and competencies
of the professional ath on his or her continuous professional development (CPD).
Declaration to attain high quality in product deliverables and professional relationships is
common to the majority of Codes of Ethics. The Professionalism Taskforcesdefine

I 002 dzy ( Ititeprofdssiodmal thking personal responsibility for the quality and
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effectiveness of his or her work, taking care to produce quality output, and taking action to

redress deficitand defedté LG A& ¢2NIK | NHdAy3I F2N G§KS AyC
the Ethics characteristic, since many components of accountability are found in Codes of

Ethics.

Finally, CEPIS activities noted that Ethics are measured in their contravention, i.e. failure to
comply leading t@some form of censurdt is important to noteat this stage that

infringement, complaintand redress procedures exist but differ largely between national
contexts.

4.4.3 Ethics Initiatives Worldwide
443.1 The Toronto Resolution

The Toronto Resolution (1991) developed a methodology for evaluating ethical codes i

science and scholarship. It presented a common preamble and a list of 12 key elements

that should be contained in all such codes. A consortium of 23 international scientists

AA3AYySR (GKS NBaz2fdziAz2yd ¢KS AyAlAdcomm@s o1 a NB
moral framework  F2NJ 62N)] FOUGAGAGASaAaDd 2 KAES @I NR2dz
codes, the effectiveness of these and existing codes should be considered in light of the
C2NRPYy (2 wSazfdziaiz2yQa 3Idzi RSt Aag otispedificlyy Sy G a o | €
targeted to the ICT profession, it is a useful basis for comparing and evaluating ICT

professional society codes.

4.4.3.2 Ten Commandments of Computer Ethics

The Computer Ethics Institute (CEI) founded in 1985 is focused on identifyingjragsess
responding to and raising awareness of ethical issues related to the development and use

of ICT. CEl is a research, education and public policy organisation located in Washington DC,
and is made up of professionals from mudisciplined, multicultural, crossgenerational

and international backgrounds. Among other publications, this organisation developed Ten
Commandments of computer ethics to encourage appropriate computer use. These
commandments, representing general moral principles by which thais should abide,

have been translated into 17 languages.

4.4.3.3 International Federation for Information Processing (IFIP)

An IFIP General Assembly task group was established in 1992 to assess the feasibility of
developing an IFIP worldwide ethical code. I8t&r i Ay RS @St Mippoofaic | dzy A O
Oath for the computer professioal A& ' f 42 S@ARSyid Ay | OFRSYAO
(see for example Oz (1992) and Oz (19¥Dnclusions from the IFIP waliggested that a

universal Code of Ethics f&T practitioners/professionals was not possible to mandate

given the diversity of IFIPs members with respect to:

e Cultural, traditional, legal, social, and political differences across countries,
e Differences in ethics status across member societies, and
e Misunderstandings of the meaning of ethics and professional conduct.

A further deterrent waghe difficulty in establishing procedures for enforcement. For

example, comments fromanellists at the IFIP World Computer Congress in 1992 on the

proposal of a wrldwide code includedwe are doubtful about any pronouncement on

SGKAOA 6KAOK fl1F01a lye 200A2dza LRt AOe YSOKIY
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In 1994, the IFIP task group was transformed into a Special Interest Group (S1G9.2.2), which
was focused ¥ Ethics of Computidg® ¢ KA & 3INPR dzLJ LINR RdzOSR | ydzYo
a view towards stimulating discussion and reflection on approaches to ethics.

4434 ) &)080 !'TAIUOEO 1 &£ -Ai AAO 31 AEAOCEAOG #Ii

L CLEthxdof Gomputidg 06 22 1 X L1896, pradidedSaR analysis of

approximately 30 Codes of Ethics/Conduct of IFIP member societies across 12 countries. In
GKAZ FYR I NBfFGSR R20dzySyid RNIFGSR Ay mobdp=
recommendations on the content of such Codes forwdittee of the recommendations

are to include the content of existing Codes of Ethics/Conduct of member societies,

computer specific ethical issuésat were lacking in the majority of codes, and suggestions

made by the Council of Europe. These are sumrmdiisTable4:

Areas for Inclusion Scope

Content of IFIP 5 main topics addressed in almost all 30 codes examined include

zg‘ég‘es existing wSalSoi F2N) LS2LX SkikAy3a $

interests/rights, the profession, public welfaamd quality of life,
the computer society, the environment, and public difference

e Personal/institutional qualities e.g. conscientiousness, hones
positive attitude, competence & professional development,
efficiency, integrity, acceptance of responstiilrespect for
contracts

e Promotion of information privacy and data integrity e.g.
confidentiality, respect for property rights

e Production and flow of information e.g. flow to involved partie
to the public, comprehensive information, production of test
evaluations, specifications

e Attitude towards regulations e.g. respect for the code, respec
for the law, respect for professional standards, sanctions aga
breach (addressed in less than half of the codes)

Computer specific

L Repositoreés and processors of information e.g. their
ethical issues

unauthorised use raises questions of fairness and
appropriateness

e Producers of new forms and types of assets e.g. computer
progranmes may not follow the same concepts of ownership
other assets

e Instruments of ats e.g. the degree to which computer service
and users are responsible for computer output integrity and
appropriateness

e Symbols of intimidations and deception e.g. in terms of
regarding computers as thinking machines, absolute truth
producers and subdtites for humans

e Otherissues e.g. computer crime and security, computer the
intellectual property rights, hacking, viruses, IS reliability, dats
storage and privacy

Suggestions made
by the Council of
Europe

Social responsibility with respect to thenployer and society
itself

91| Page



Areas for Inclusion Scope

e Personal competence and behaviour, training, and legislative
information for practitioners

e Specific problems related to copyright, programme ownershif
etc.

e Confidentiality and secrecy, protection of privacy etc.

e Security regading protection against fraud, abuse, and data
security

Table4: Recommendations on the content of Codes of Ethics/Conduct
4435 ) &) Bthic®and the Governance of the Internet (1999)

L C LBthies aad the Governance of the Inteenebiograph sought to promote discussion
on ethical issues surrounding Internet Governance. Berleur et al (D2@@)ed areas for
discussion including:

e Protection of the individual e.g. questions regardiig, security, reliability,
vulnerability, liabiliy, privacy, identification, authentication, confidentiality,
encryption, intellectual property rights, copyrights, computer crime / misuse, etc.
e Collective organisation of society eigfrastructure ownership, technological
awareness and education, impgam work and organisations, role of governments,
political aspects, public policies, telecommunication policies;regiilation etc.
e More ethically oriented issues e§.lj dzZA G & Ay GKS NAIKG 2F | 00Sa
dignity, rights and interesfgustice and social exclusion, quality of life, right to
information, personal qualities, respect for cultural differences, etc.

4.4.3.6 ) &) @riter@ and procedures for developing Code of Bhics/Conduct
(2004)

LY wnnnX LCLt Q& { LIS Quforivard cyiteris& anhd graceddeszL) 6 { L D
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requirements in terms of content, process and evaluation for developing Codes. The work
provides a framework of principles for omgjaations who wish to develop Codes of

Ethics/Conduct and acts as a checklist for existing codes. Such an approach offers the

flexibility to take into consideration organisational and cultural issues. Areas for

consideration in developing ethical codeslude:

¢
B

e Existing Codes contenidble4)

e Issues of a more ethical nature (Secttr 3.5)

e Issues related to the Internet as identified by Internet Service Providers (ISPs)
e Issues identified for the World IT Forum 2003.

Although this list of ethical issudsa & dz33S&aiSR a | aaylLlAaK2G¢ |
it nonetheless provides guidance for organisations in terms of consensus topics gathered

from analysing existing codes and other forums of discussion. Development of Codes of
Ethics/Conduct shodlbe done within the member societies through a democratic process

Ay @2t @Ay 3 02y a dzspaces fordligctissin® SRE A D1 A & yRSASaal NE
acceptance and adherence by members. In other words, it is necessary for individuals to

commit to the values of any Code developed (Grodzinsky, 2000; Nagao and Murata, 2007).
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4.4.3.7 ) &) Bthic©of Computing Committees: Suggestions for Functions, Form
and Structure (2008)

¢KAa addzReé LINBLI NSR o6& LCLtQa {LISOéaplacd Ly dSNS
running of national and/or professional ethics computing committees, in other words

ethics committees sponsored by national or government associations or professional
organisations within a country. The study provided experiences from committelesling

GKS 13a20AF0A2y 2F [/ 2YLWziAy3d al OKAYSNERQa o! /
GKS 1'dza0NFfALY [/ 2YLWziSNI {20ASiGeqQa 6! /{0 yIGa
ethics committee of the British Computer Society (BCS), and the Finfasimation

Processing Assaciation (FIPA) ethics work group. However, the research identified that

such ethics committees had not been established in the majority of IFIP professional

societies or their equivalent. The report argues that such commitigtdsn the various

computing associations would facilitate the development, update and evaluation of Codes

and would provide forums for raising and discussing issues, and raising ethical awareness

4.4.4 Sample Professional Bodies Codesof Ethics Examined
4.4.4.1 Association of Computing Machinery

l/aQa / 2RS 2F 9iGKAO& lyR tNRFTSaarzylt [ 2yRdz0
in 4 areas:

e General moral imperatives including for example contribution to society/human
wellbeing through protecting human rightsié respecting cultural diversity;
avoiding harm caused by intentional destruction of computer files; avoiding
discrimination; being honest and trustworthy; honouring property rights; respecting
privacy in terms of data privacy and accuracy, unauthorizedss; accidental
disclosure; and honouring confidentiality.

e More specific professional responsibilities in terms of achieving the highest quality
professional work; acquiring and maintaining competence; respecting laws;
accepting and providing reviews/evations of own work/work of others;
honouring contracts and accepting accountability.

e Organisational leadership responsibilities including articulating social responsibilities
of members; managing personnel and resources; supporting authorized use of the
2NHI YAl GA2yQa O2YLJlziAy3a NBaz2dz2NOSaT SyadzN
supporting policies that protect individual dignity; and creating learning
opportunities for organisational members.

e Compliance with the code in terms of upholding its ppies and treating violations
as inconsistent with ACM membership.

The above four high level responsibilities are intended to remain constant; their associated
lower level clauses are subject to update as technologies/practices advance. A Committee
on Proéssional Ethics (COPE) was formed to review and revise this code as required,
promote ethical conduct, and educate members on making ethical decisions. Termination
of ACM membership may occur in instances of gross misconduct/violations of the code.

4.4.4.2 IEEE
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e Accepting responsibility for making decisions that are consistent with public safety,
health, and welfare

¢ Avoiding conflict of interests and disclosing any to affected parties

e Being honet

e Improving technical competence and understanding of technology, its application,
and consequences

e Accepting and offering honest criticism of technical work

e Treating all persons fairly

e | G2ARAY3I KIN)XY (2 AYRAGARIZ f Qa LINRLISNIe&=X

e Asssting others in their professional development.

4.4.4.3 ACM/IEEECS Joint task force on Software Engineering Ethics and
Professional Practices

This Code was approved by both the ACM and-(EEHR 1999 as the standard for teaching

and practicing software engineed. It is adopted by professional societies in Argentina,
Australia, Canada, China, Croatia, England, Italy, Israel, Japan, Mexico, Spain, and the US. It
is based on eight principles:

e Acting consistent with public interest
e Acting in the best interest of thclient and employer, consistent with public interest
e Producing products that meet the highest professional standards
e Maintaining integrity and independence in professional judgment
e Adopting an ethical approach to the management of software developmeaht a
maintenance
e Enhancing integrity and reputation of the profession consistent with public interest
e Being fair and supportive to colleagues
e Participating in lifelong learning and promoting an ethical approach to practice of
the profession.
This code is regded as serving as an ethical foundation for individwatschremains
adaptable and relevant as situations change. In areas where standards are in tension with
one another, the software engineer is expected to use his/her ethical judgment to behave
congstent with thedspirité of the Code of Ethics.

4444 Institute of Engineering and Technology

The IET offers rules of conduct that pertain to:

e Updating knowledge through planned professional development

e Working only in areas of competence

e Accepting responsibiyi for work performed

e Respecting the institution and profession

e Avoiding harm to individuals or their reputation

e Acting professionally in all relationships

e Expressing professional opinions objectively and only when qualified to do so
e Disclosing conflictsf interest

e Respecting confidential information

e Promoting public awareness of engineering/technology achievements, among
others.
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procedures.

4.4.4.5 Project Management Institute (PMI)

taLQa /2RS 2F 90KAOa FyR tNRFSaaAz2ylt / 2y Rdz0
individuals holding/applying for a PMI credential. In terms of 4 keys areas the Code
specifies both aspirational and mandatory standards.

e IntermsofanindividdlaQa NBalLl2yaioAiAfAider GKS O2RS 4&LJ
best interest of society, public safety, and the environment; accept assignments
consistent with experience and qualifications; take accountability for
errors/omissions; protect confidential fiormation; adhere to policies, regulations
and laws; and report unethical conduct/violations of the Code to the appropriate
body.

e Interms of acting in a respectful manner, individuals are required to avoid
behaviaurs disrespectful to the customs of ottgiisten to others points of view;
behave professionally; do not influence decisions to benefit personally; avoid
abusive behaviar and respect property of others.

¢ Individuals are expected to act impartially and objectively in the interest of fairness,
demonstrating decision making transparency, disclosing real or potential conflicts of
interest and refraining from decision making until such disclosure is made; avoiding
decisions based on personal considerations such asiféigon or prejudice; and
avoidng discrimination against others.

e Finally, individuals are required to demonstrate honesty through avoiding deception
or dishonest behaviar for personal gain; and acting truthfully in communications.

Practitioners who do not conduct themselves in adeorce with these standards are
adzo2S00G (G2 RAAOALIE AYlFNEB LINRPOSRdINBa 06STF2NB t a

4.4.4.6 Institute for Certification of Computing Professionals (ICCP)

The ICCP Code of Ethics specifies responsibilities in terms of promoting understanding of
information processing methods and procedures; upholding the levels of knowledge as
evidenced by the certificate held; serving the interests of employers and clients; avoiding
conduct that would discredit the reputation/integrity of the profession; andiding
implications that the certificates held are the sole claim to professional competence. The
ICCP also specifies a Code of Conduct for Certified Computing Professionals outlining
requirements in terms of disclosure of confidential information; sagigponsibility;

providing conclusions and opinions; acting with integrity; conflicts of interests;
accountability; and protection of privacy and confidentiality of all entrusted information. A
certification council, on behalf of ICCP can revoke a cetsfioa violation of the Code of
Ethics or engagement in conduct discrediting the computing profession.

4447 International Information Systems Security Certification Consortium
(ISCy

The IS&Code of Ethics specifies four mandatory canons in terms of:

e Protectng society, the commonwealth and infrastructure
e Acting honairably, honestly, justly, responsibly and legally
e Providing diligent and competent service to principals
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e Advancing and protecting the profession.

Adherence to this Code is a condition of an@di Rdzl f Q4 OSNIUAFTAOlI GA2Yy ®
examined by a peer review panel and may result in certificate revocation.

4448 National Professional Societies Codes of EthicéConduct

Professional ICT societies typically define codes of ethics, standards of conductiaad ¢
of professional practice for their members, often in a single document. Details on these
codes are outlined in the Country Profile Template for each of the EU member states.

4.5 CIO/ICT Manager Training

In order to begin defining a CIO training frametwviris important to consider its place in

the context of the overall development of an ICT profession. For other professional career
paths (e.g medicine, accountancy, engineering, quantity surveying, architecture etc.,) the
start point is defined byraacademic education programme. This programme will be

ratified and approved (accreditied) by the respective professional body. Therefore,
through professional body cooperation and affiliation at a regional level, it is easy to
understand and relate to thbasic educational level for practitioners in their respective
profession.

The first issue with the ICT profession and particularily with the role of ICT manager, or CIO
is that, to date, there is no commonly accepted basic academic training requiremt@st. T
hasbeen both an aid and hinderence in the development and formalisation of the ICT
profession as a whole. An aid in that it has allowed for the inclusion and mobility of a rich
mix of professional types in becoming ICT practitioners. This can berstres number of

Arts, Philosophy, Geology, Engineering, Medical, Accountancy etc., professionals who have
successfullyransitioned into the area of ICT practice and management. This has also been
a hinderence in that the lack of any formal coursefigdtion process has meant little ao
structure in helping to ensure basic professional standards are set and maintained.

That said it should also be recognised that most, if not all professional bodies recognise
that once the basic level of educationshbeen obtainedthe individuals career path may

take any number of different turns. Some professional bodies (Institute of Engineering and
¢SOKy2ft23eQa {!¢hw LINPINIYYSOL KIZS AYyONBIl aSR
for some of their levels girofessional recognition. However, many other bodies recognise
the breath of roles a practitioner can now have within a profession which in turn can make
it difficult to define ongoing academic training in terms pdstgraduate qualifications. To

that end, whilst still acknowledging the attainment of further acdemic qualifications,
professional bodies ensure their members continue to develop and learn through the
attainment of Continual Professional Development (CPD) programFfigarel6 shows

the typical interaction between a professional body and an individuals career progression.
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In Figurel6the professional body acts to ratind accredit the basic educational
qualification that acts as the entry point for the individual into the respective profession.
The professional body also acts to approve on CPD training courses and assess work
experience for professional recognition.

With CPD the focus is on time spent in achiveing personal development, taticsilar to

0KS AYRAGARdIZ f Qa OF NBSNJ RS@St2LIYSyid LI LFyod
hours engaged in CPD owedefined period of time, as opposed to specifigiting courses

being identified for completion. This has lead to a demgaderated patfolio of training
programmes. Professional bodies ensure that these training programmes are relevant by
approving the programmes for CPD. In many cases the tragmprgvided by academic
institutions and independent commercial training orgaations. However, this has made

for a fragmented landscape in terms of who, how, and what training is available for CIO /
ICT managers across the EU.

There is also a disconndntthat the role of CIO / ICT manager is not identified by any ICT
related professional bodies in terms of education and training requirements.

4.5.1 Understanding the ICT Training Landscape

Both professional and academic training is available in multiple frthat in turn offer
many levels of engagement. In terms of certification alone, according to the HARMONISE
Report (CEPIS 2007) there are currently over 600 overlapping qualifications being provided

(o]

¢

byover60providt . Ay STFFSOG DNBRdpAYAS 0P WOSKIAI & TR DS di i

97| Page



the myriad of academic courses being offered by third level (Higher and Further Education)
Business Schools and Computing Science Departments.

This situation developed for many reasons however, the increasing critypdd certain
applications has created a need for professional development courses to support ICT
product market penetration. Also, there is a reticence amongst many higher education
establishments (HE) to provide naegademic, professional training part of their core
education programmes. That said many further education establishments (FE) are now
offering vendorspecific professional skills courses, but mainly around improving
practitioner understanding (OracfgrofessionalMicrosoft professionalCisco network
professional, Macromedia flash etc.), and not core ICT management skills.

The rate of change of technology coupled with the need to compete within a global market

place has seen a significant increase in the number of professional cogingiffered by

both hardware and software vendors. Further complication is added as many ICT providers
FNE Y2@Ay3 FTNRY GKS WLINRPGA&AZ2Y 2F 3J22RaQ (2
& McLaughlin, 2008)that in turn is being influenced by éhgrowing realisation that to

remain competitive their offerings need to be less supgliyen and more demandriven

Therefore, the training and certification on ICT systems is no longer simply the domain of

ICT professionals; certification is now beaffgred to traditionally what would be

perceived as nofiCT professionals such as banking professionals, engineers, lawyers,

health care professionals, graphic and muoitdia artists etc.,

Sq how do we now start to tackle the question of ICT Managenraing when those
professionals now working within ICT are mdisciplined, and in many cases employed in
business functions other that the traditional ICT funcfid@ertainly, there is a requirement

to ensure those responsible for the ICT capabditigthin any orgasation or enterprise

are trained and competent for the task at hand. In the US the Federal Government has
now regulated the role of CIO. Therefore, in order to operate as a CIO an individual must
demonstrate certain competencies aagttned in the Clinger & Cohen Act 1996.

¢tKS 0SYSTARAGYF®D® HKREPRWORLII2 RNAGAYy3A | S@St
management strata are obvious. However, the European Union is a different entity

altogether. There is more devolved respdrildly around education and professional

standards to name but two areas of difference. Therefore, adoywn approach in

regulating CIO competencies would be a costly and potentially futile exercide the

current landscape as outlined in the HARMSEReport (CEPIS 2007). However, working

with industry, academia, local government, professional institutes and ICT practitioners
FNRBY | -dftd® (LISNE LISOG A @S Oly KSf L) 6dzZAf R | Y2NB
of the profession. This in turn céimen be used to encourage the adoption of-EU

supported competencies, training programmes, and professional standards. That said,

there are learning points that can be taken from the US, and other emerging economic

regions such as the competencies as ifdfiead by Clinger & Cohen (1996). These

competencies relate to managing ICT in a complex environment, and as such make a sound
basis on which to start developing a relevant training programme.

Ttrhzy wol @ FyR aO[ | dZAKE A yhi the Stpply Ghaim: managingitheS NI A O S
02 Y LI EHrapéan Kahagement Journalol 26, No 2, pp783
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It must also be realised that significant work has alreadsnbéndertaken by industry,
academia and many ICT related professional bodies in the development and provision of
ICT management training. However, as stated this work has largely been conducted at a
local, or national leveith little consideration givero linking these initiatives at a EU

level.

4.5.2 Certification, Qualification and Education.

A new understanding of the market structure sees education, training, certification, and
experience as mutually supporting components of lifelong learning and profedism.

Vendor specific and professional nanademic qualifications will continue to exist and will
enhance and rieforce the professional standing of practitioners. The value and
attractiveness of professional and academic courses will have diffeadme paradigms for
employees, employers and customers. The motivations and possible funding models

associated with the acquisition of certifications and qualifications needs to be understood.

At the CIO level, the provision of the various capabilitiesoonpetencies needed is
plannedaccording tahe resources available and competitive pressures. In smaller
business entities staff members may be expected to operate across many of these
capabilities while in larger organisations staff may operate in mpeeialised rolesThis
highlights the contigent nature of the CIO / ICT managers working environment. Defining
the role and nature of every variation of a ClO / ICT man&gdrsvould be an endless

task, especially considering the dynamic and changatgre of the role. Therefore, in

2NRSNJ 2 dzy RSNRGF YR (KS &O£dipeteddFraménork k L /

2.0 has been used to define the profffegurel?).

Profile title {5) Chief Information Officer (CIO)

Summary statement Aligns Information Systems with the Business needs.

(5- 15 words)

Mission Defines the IS strategy and governance. Determines necessary resources

for IS strategy implementation. Anticipates IS market evolutions and
company business needs. Contributes to the development of the strategic

plan.
Deliverables Accountable Responsible Contributor
« |5 Strategy « Project portfolio + Risk management
= Service level policy
agreement « Information security
Strategy

Figurel7: e-CF CIO Profile

4.5.3 Shaping the Current Approach to Professional Training

In order to identify potential options for the development and delivery of suitable training
programme(s) for CIO/ ICT manageings research project has reviewed and considered
the following core sources of information:

e EuropeanQualification Framework (EQFE)This is fundamental to ensuring any
proposed training can be related to existing training qualifications across the EU.
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in the US. Thesmmpetencies will provide an indication of the core areas of expertise
required by senior ICT managers.

e e-Competence Framework This provides a list of competencies of individuals working
in ICT related roles. This will also provide an indication ofdine areas of expertise
required by senior ICT managers.

e |T-Capability Maturity Framework (FICMF)- This is a framework currently being used
to assess levels of maturity of ICT operation across aaiions / enterprises. The
basis of this framework ®dzZNNB y if &8 06SAy3 dzaSR (2 RS@Sft 2L
Management.

e European Certification of Informatics Professionals (EUCI®a parEuropean
gualification scheme for people entering the IT Profession and also for people currently
involved inthe ICT Profession and wishing to further their professional development.

e Service Science, Management and Engineering (S&MHjs is a collaborative
initiative being lead by IBM between industry, academia and Governments. This
initiative has identifiedskills that the SSME collaborative group believe senior
managers (in particular those coming from a technology background) now need if they
are to operate within a servieerientated industry.

e Harmonise Report (CEPIS 200The Harmonise project examingdcational ICT
qualifications in Europe, with a view to establishing a common basis for assessing and
comparing the ICT professional qualifications offered in each country.

e ICT Certification in Europe Report (CEN 2098)follow-on report to the HARMONES
project as conducted by CEPIS. This report has created landscape maps of the current
certification bodies and offerirgavailable across the EU. The report also includes a
European model for certification schemes, consistent with ISO standards are¢his

e European eCompetence Curricula Development Guideline$his report highlights
the challenges facing academia, public, private and the third sector in designing,
improving and implementing the curricula required to develegoenpetencies across
the EU. The report defines@mmpetencies as the integrated set of technical and
managerial capabilities organizations need to achieve their objectives.

As well as reviewing the existing EU position on training, initiatives currently being
developed and deplged within the US, Canada, Japan and India have also been assessed.
These include:

e Clingerand CohenAct1998t KA &4 LINPQPARSA | tfAad 2F O02YLISi

in the US. These competencies will provide an indication of the core areas of expertis
required by senior ICT managers.

e Service Science, Management and Engineering (S®MBjs is a collaborative
initiative being lead by IBM between industry, academia and Governments. This
initiative has identified skills that the SSME collaborative grhoelieve senior
managers (in particular those coming from a technology background) now need if they
are to operate within a servieerientated industry.

e EJapan Strategy (JICA 2003)apan aims to construetnetwork infrastructure,
promote ecommerce, ad establish digital content distribution mechanisms for
further cooperation under the global partnership. Examples of such initiatives in the
l'a4ALYy NBIA2Y FFNB d! &AF . NRIFRoOoFYR t NRPAINI YE
G! &AL L¢ L ydpdchybuldngSé F2NJ L/ ¢ O

e Promoting ICT for Development (JICA 200%he international community is working
together on the implementation and utilisation of ICT in developing countries with the

GASge UKFG LINBGFESyd dzasS 27T 2NIedzyoMifete LR GSy i
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e Current Trends and Prospect on ICT Training in Japanese Context (UNESTAP,
2001)¢ This boks at the need and provision of ICT training at second level education.

e LYRAI Q& 9 yngoihg)ctTNPeRaSiDds thepgradingof the educationand
research networks connecting universities and engineering colleges across the Indian
sub-continent.

e LYRAIQA blFdA2yIlf ¢+ al @©agelg® ThHsyoversy 5SS @St 2 LIV
recommendations concerning the role of IT companies in IT education, méade
policies for advancing IT adoption and capability, developing IT entrepreneurship,
YEGAZ2Y Tl AYFNI adNHOGdzZNBE F2NIL¢E FyR FAYILY
usage / adoption rates

Although, each of these sources do not specifically addites issue of developing a
framework for the training of ICT managers, they do provide an excellent, and informative
resource on which to build a proposal for delivering training for ICT managers. It should
also be noted that many of the issues identiffed further research concerning ICT
professionalism have a significant impact on the shape and format of ICT training.

4.5.4 Application of the e -Competence Framework *

It must also be stated that the provision of training is not simply to ensure the indivisiu
aware of the latest technology anditapability, but to ensure the individual can operate

and contribute to developing sustainable competitive advantage for their respective
organization or enterprise. In order to do so, the individual must tuilyerstand how ICT

can contribute to business success, not just business operations. This will therefore, also
require the training to consider innovation and managing change as key components to the
curriculum.

Education and training providers can use gtandards frameworks like the@ompetene
Framework to align courses and certification assessment levels. The European
Qualifications Framework can also be used to align and compare qualifications across and
within national boundariesSeeFigurel8.

8 User Guidelines for the application of theGmmpetency Framework 2.0
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European e-Competence Framework application by
ICT EDUCATION, TRAINING AND CERTIFICATION INSTITUTES (PUBLIC AND PRIVATE)

_E {

Education process
MANAGE RUN IMPROVE

« Job profile » Course program | « Recognition » Examination | « Updating

3| Market needs | - Syllabi of experience
» Competence |- Examination
levels program

Structure and describe T
Derive examination requirements

Continuous improvement

Figurel8: e-Competence Framework

However, in order to identify the key aspects of the proposed training programme the
research will focus on identifying the linkages between existingloative initiatives
between hdustry,academia,professionainstitutes, and local Governments. In essence a
framework will look to address the following:

e Compliance with the existing frameworks How well the proposed framework links in
with existing frameworks such as the EQF|IAIT-CMF, eSkills framework, and-e
Competence Framework?

e |dentification of best practice; What is the scope of ICT Management training
currently being offered by both academic and professional bodies in terms of course
content, and what is perceived as best preetfrom an industry, practitioner
perspective?

e Identifying core curriculum components What core components, such as innovation
and change management, should be included in the curriculum for developing ICT
Managers?

e Target audience for training Whomis the training targeted at? Will it be for
individuals already in ICT management, or also those practitioners working towards a
role in ICT management?

e Nature of training- Will the training be delivered as a owéf course, professional or
academic, oms part of an orgoing staged development programme (Lifelong
learning), or as a combination of both?

e Expected capability on completion of trainingWhat type of role will the trainee be
expected to be able to carry out on completion of the training, micompletion of
various stages of the training?

e Routes of access to trainingHow can an individual access the training, and what
entry requirements will they need before being accepted for training?

e Methods of training deliveryg Can the training be delered via a mix of professional
and academic courses?
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e Process of training adoptiog What options are available to ensure Hlitle adoption
of any proposed framework? How can we position the proposed training programme in
a way that demonstrates businesalwve to all stakeholders?

e Cost options for developinghe training framework¢ What are the expected costs
involved in developing a training framework? Are there different cost options to
provide training?

Thisresearch also consideexisting initiative being developed and deployed within the

US, Canada, Japan and India. What is also important is that consideration is given to
existing training programmes for CIO level executives / managers concerning the use and
management of technology. In particulfaiow current, and future technologies (web 2.0
and beyond) harness an orgaations ability to innovate in a highly competitive
environment.

4.5.5 Comparison of Postgraduate ICT Education

Before recommendations for a training framework can be defined ibjportant to first

understand how training is currently being delivered to CIO / ICT managershe

purposes of this report, itis acceptédK ¢ 0 GKS /Lh k L/ ¢ YIFylF3ast
t SOStQ 2206 F2NJ Ly L/ ¢ trhi@g)dand busirkessSadlEellasod (0 K S NS
technology components to the job, and c) the expectations on the role will be contigent on

the industry sector, size and capability of the organization, strategic direction of the

organization, and competitive environmentherefore it is important that anyone

assuming the role of CIO / ICT manager be adequately trained for the role.

In order to understand the breath of training being offered in termpadtgraduate
courses 1niversities were reviewed. Theseaiversiies are recognised as being within
the top 100univeristies worldwide. The nature of most academic courses is that they
strive to be original in terms of the unique selling point, and as there is currently no
ratifying body for CIO trainin@vithin the BJ)to ensure levels of consistancy across the
various courseghe content and focus can vary significantly. Theidi@ersities where
selected against the following criteria:

1. Theymust be seen as world class.

2. They must providepostgraduate training arout technology management

3. Where possible the selectadiversities should be representative of countries
across the EU and the rest of the world.

Against this criteria the followingniveristies where selected:

e Cambridge (ENG)

e ETH Zurich (CH)

e Uppsala Uniersity (SWEDEN)

e Edinburgh University (SCO)

e Ecole Normale Superiure (FRA)
e University of Copenhagen (DEN)
e RuprechtKarlsUniversitat (GER)
e Trinity (IRL)

e Univerity of Amsterdam (NL)

e Universitat of Bologna (ITA)

e Universitat Autonoma de Barcelona (SPN)
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¢ Nyenrode Business Universiteit (NL)

e Carnegie Mellon Heinz College (US/AUS)

e Australian National University (AUS)

e University of Hong Kong (HK)

¢ Indian Institute of Technology (IITD) (INDIA)
e University of Toronto (CANADA)

¢ National University of Singapo(8INGAPORE)
e Tsinghua University (CHINA)

From the selectedniversities 2&ostgraduateprogrammeswvhere identified. Figurel9
shows how the course content was broken down overphagrammeseviewed.
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Figurel19: Course breakdan for Postgraduate Business and technology focused education.
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It is interesting to see how the more traditional business and management course modules
still dominate across the wide range afailableMSc and MBA programmes. What was

also interestingo see was how few programmes were based around the development of
specific themes and concepts. Of the 28 programmes identified3mdyl identified

specific themes and concepts around which they had constructed their respective
programmes. Of th& programmesall 3 look at the role of the CICrigure20 shows how
themes and concepts around which programmes have been developed.
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Figure20: Key Themes and Concepts being addressed by sample-grastuate programmes.

Of the 19universities three are worth singling out. Carnegie Mellon (US) is now offering a
US Government recognised postgraduate qualification (Federal CIO Certification
programme) specifically to support the Clinger Cohen Act. This is a one yetimgart
coursethato dzA f Ra (26 NRa GKSANJ a{L¢ oal aidiSNRa
topics covered as part of the ClinggéohenAct are as follows:

e Policy and Orgasation

e Leadership/Managerial

e Process/Change Management

¢ Information Resources Strategy and Plizugn

e |T Performance Assessment: Models and Methods
e |T Project/Programme Management

e Capital Planning and Investment Control (CPIC)
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e Acquisition

e EGovernment

e Information Security/Information Assurance (I1A)
e Enterprise Architecture

¢ Technology Management and Asseent

CMU also provide a number of postgraduate (MSc) courses that cover the Qivtgem

Act requirements in more detail. Nyenrode Business Universiteit (NL) is also providing an
MBA in IT specifically targeted at CIOs and senior IT managers. NUlotheigraiso

launching a MSc in IT Strategy and Management aimed at helping CIOs / ICT Managers
realise business value through improved IT performance. What is interesting is that these
three univeristies are the only ones of the 19 reviewed that explitéiiget CIO level
managers.

For these programmes the common denominator courses, in no particular order of
importance, are as follows:

e Strategy

e Innovation Management

e Business Planning

e Business Process

e Leadership/Organisational Management
e |T/technology maagement

e Quality Management

e Project Management

¢ Financial Management

e HRM

¢ Change Management

e International Business

e Entrepreneurship

e IT Policy

e Ethics / Sustainability

e Managing the IT Supplier Environment
e Dissertation

Two pointsare worth noting at this tage.The first is the significant and dominant focus on
Business and Management topics across both the Federal CIO Certification Programme and
the Masters programmes being offered by CMU, Nyenrode, and NUI Maynooth. The

second is how these courses appear araprio the 28 programmes as highlighted in

Figurel.

This certainly highlights the fact that CIO level training is important, there is a recognised
need for it, and educational institutes are now developing courses to meet this need.
However, the need isot clearly defined, and educational institutes are developing their
respective offerings without formal direction or guidence from any EU source.

It should be noted that in the case of CIMble structure of their courses is being shaped

by the need to hgd CIO / ICT managers comply with the Clir@ainenAct (1996). That

said, the course content identified within their Federal CIO Certification programme is
O2YY2y lY2y3aid GKSANI SaidlofAakKSR Yl adSNDa
Business Univsiteit and NUI Maynooth, where therei® obligation to comply with
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government legislation in terms of offering CIO education, the development of the
respective courses has been shaped by increasing demand from ICT management
practitioners.

What is inteesting is that all of the courses offered are ratified and accedited by various
professional bodies (AMBA, EQUIS, BCS, IEl, 10D etc.,) with many courses being accreditied
by more than one professional body. However, the courses are reviewed and assassed i
terms of professional development, and not in terms of specific roles, or job levels.

4.5.6 Delivering CIO / ICT Manager Education

Changing age and job profile demographics coupled with the realisation that lifelong
learning is now a requirement for personaldaprofessional development have significantly
changed the way in which education is now delivered. Technology has also played a
significant part in improving course delivery and the quality of the learning experience for
the individual. Of all the progmmes reviewed they all provided both pdime and fult

time options for learning. This is very important esgpby if the target audience ihe CIO

level, or just below CIO level management. The nature of their jobs will be demanding, and
for any prayramme to be valued and completed it must fit around the demanding schedule
of the potential student.

Many programmes are now accessible via liiternet, which in turn has allowed the
programmes to be delivered virtually to students who are not physitadiyted near the
programme provider.

In effect the problem is not accesssuitable courses for CIO / ICT Training, but identifying
why potential students should or need to engage in the training. There ig not
requirement at a professional or job ldwe complete the training, and therefore, no
incentive other than personal achievement and developmevttich it should be noted is

no guarantee ofcareer advancement.

4.5.7 Financing CIO / ICT Manager Education

Embarking on a postgraduate programme can besdlg@nd time consuming endeavour.

Across the EU the cost of education is increasing. Tuition fees in the UK alone for many
O2dzNES& NB aSid G2 AYyONBFraS FTNRBY enyY (2 emmyY
many universities being pressured taiaasingly seifund their research activities through

the delivery of their educational offerings. For n@search, or vocationglostgraduate

LINEINF YYSE &4dzO0K & a.! Qa8 FYyR Ylyed a{0Qasz gAl
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programmes is quiterdmatic. Howeer, education providers are constantly trying to

ensure their programmes are percieived as being unique, and therefore, allowing them to

set fees based on local competitive factors.

< Uy

Considering 97% of EU business is SME based (OECD), the increasimgpségtaduate
training will be prohibitive for mangrganistions and businesses. Certainly the structure

for financing and delivering CIO / ICT manager education is in place, and already delivering
CIlO specific content and training. However, withoutare clearly definedhcentive to

take part in the education programmgde uptake on these programmes will be largely
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limited to students being sponsored by large MNESs, or students directly enrolling from
their undergraduate degree programmes. Therefdreere is a significant risk that the

main body ofpraditioners who would greatly benefit from the education (SME based ClOs
/ ICT managers) will not be adequately represented on any of the programmes.
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5 Desktop Analysis

This section of the report dravwmit a series of findings and conclusions from the desktop
research. The analysis is broken down into five sections (Bodies of Knowlesgpetence
frameworlks, Certification, Ethics, and CIO/ICT Manager Training), in alignment with the
research segments.

5.1 Analysis of Bodies of Knowledge (BOKS)

An overview of someleven bodies of knowledge described isection4.1 Bodies of
KnowledgeThe current status of thedeodies of knowledgés shown imAppendix B

There are a large number of bodies of knowledgkCin related fields. These collectively
cover much of the scopef ICT. There argaps and overlaps between sometimes

competing bodies of knowledge. In summary, we did not identify a body of knowledge that
was all encompassing and addressed all aspedtSTofSome are targeted at the

practitioner level, others at the organisation and more address the management of ICT.

The ITCMF is aew initiative from the Innovation Value Institute that appears to have the
widestcoverage of the ICT domaihhis valuedcused assessment framework does provide
a possible mechanism which could be used to index the bodies of knowledge

In general, bodies of knowledge are focused on their chosen area of specialism.

This has advantages in that the scope is controlled anéxpertise needed is focused.
Typically, there is a shared interest of the BOK development, maintenance and promotion
organisations.

The development of Bodies of Knowledge is located mostly in the USA and the British Isles.

The existing bodies of knowledgere generated for the most part by practitioners who

felt a need to document the body of knowledge. The funding in many cases came from the
practitioners but also from large companies or government agencies (CMMI/Prince2) that
shared the views of the pcditioners.

¢t2RIFI&8Qa 02RASAE 2F (1y2¢tSR3IS LIISINI G2 oS
sufficient number of practitioners to ensure their continued viability into the future. The
fragmented landscape from an ICT Professional perspective ntieaingractitioners,
employers or educators must address several of these to provide a general training base
for ICT practitioners.

Indeed there is limited evidence of bodies of knowledge being used as the basis for
developing academic courses. These waggdear to be drafted, and peer reviewed across
colleges to ensure scope, depth, and standards are adequate.

5.1.1 Issue 1-large number of bodies of knowledge

The overlapping nature of bodies of knowledge offers competition and choices. This comes
at a price interms of effort and compatibility. Regions and sector groups have preferences
as is illustrated by the adoption of Prince2 by the UK government. However, the supplier
may be using PMBOK internally and with other mdtiional customers. Suppliers in some
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instances need to maintain knowledge and levels of certification on both bodies of
knowledge and associated certifications.

Practitioners with limited funding also have a dilemma determining where to expend time
and funding.

51.1.1 Large number barriers
BodyofET T x1 AACA AAOGAT 1 PAOOS DPAOOPAAOEOA

Financial drivers for the organisations involved mean that convergence is not likely on the
successful body of knowledge areas. The existing differing bodies of knowledge are working
and delivering value. There is no impstto change something that works.

"T AU T £ ET1T xI AACA AT 1001 A0OO8 PAOODPAAOE

Language is still a fundamental barrier. Cost is also a major factor. To maintain a library of
the complete set of bodies of knowledge associated with ICT alone would cost theusand
of Euros on an annual basis.

5.1.1.2 Lessons learnt

Convergence can be achieved. It involves negotiations and a willingness on both sides to

achieve this. The Institute of Electrical and Electronic Engineers dropped its project

management standard and adapted3h t N2 2SO0 al yIF 3SYSyd LyaidaAaiadz
organisations achieved this through cooperation.

5.1.2 Issue 2 - bodies of knowledge are not mapped to roles or jobs

The bodies of knowledge do not map to roles or jobs. The bodies of knowledge are mapped
to ICT suldomains like development, acquisition or project management. Professionals
need to review these to determine what is appropriate to their roles and the task at hand.
This can be a time consuming process that would exceed the capéuityivadual

practitioners.

Having said that, ganisations do usthe Bodies of Knowledga gap analysis for their
employee development.

5.1.2.1 Body of knowledge role mapping barriers

Roles and jobs are not universally defined. These differ from individual to individual. Some
devdopers double as designers and others act as team leads and project managers. Yet
more also act as data base designers or data modelling workers or business analysts or
process managers.

The competences attributed to an individual cannot be easily mappee bodies of
knowledge have not been mapped to any competence frameworks. Indeed the bodies of
knowledge in most cases do not identify the associated competences.

5.1.2.2 Lessons learnt

Where companies or organisations have adopted a body of knowledge andgate
support training and certification criteria, most benefits are derived. Mapping at the
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individual level becomes less of an issue now that it has been determined for the employee
and the rewards are clear and defined by the employer.

5.1.3 Issue 3 - bodies of knowledge provide an incomplete view

All body of knowledge organisations acknowledge that they cannot be used in isolation and
that other skills not described in the body of knowledge are needed. The bodies of
knowledge on project management do not adds space craft design. Thus, a project
manager assigned to a space project needs knowledge beyond what is specified in the
project management related bodies of knowledge.

Because the bodies of knowledge provide an incomplete view, it can be difficult for
individuals and organisations to manage their learning and continuing professional

development. Many references need to be consulted and one is never sure that the
coverage is appropriate, adequate or timely.

ta. hYt R20dzySyda LINE 2 SSGMS NI yEled § YOR/SILJGASLES G2 F2ARD
that are pertinent to project management. However, the document is scant in other people

and managerial skills. The PMBOK does make reference to some of these but they are not
documented in the PMBOK. While the PMBDKSLINE A RS RSGFAf & 2y YI yeé
I OOSLIWESR 3I22R LINFOGAOSaés Al Aa RSAONAROGSR o8
accurately as an index to the body of knowledge.

5.1.3.1 Bodies of knowledge are incomplete barriers

The focus of the organisations that developdies of knowledge is on the domain that they
are addressing. It is appropriate that these organisations continue to give of their time,
knowledge and expertise in the maintenance of these. There is no overall encompassing
ICT body of knowledge. Even ifeowere available to address all ICT, it would not address
all overlapping areas. Specifically, personnel management, financial control, treasury
management, building maintenance and optimisation, logistics, marketing, research and
development etc. couldat be addressed and yet ICT staff has occasionally a need for
some or all of the knowledge in these areas.

5.1.3.2 Bodies of knowledge are incomplete lessons learnt

ICT practitioners need skills sets wider than kil spectrums addressed in thedies of
knowledge. They need the depth of the bodies of knowledge but the breadth of knowledge
necessary to be successful in the environment. Communications and people savvy are
essential to leveraging from the knowledge of others and as appropriate imparting
knowledgeto others.

Body of knowledge support organisations that have active research progearcan assist
members in understanding the current changes in the domain of interest. The Open Group
for example sees its role encompassing emerging ideas and facojitaiitvergence onto
standards. Thus, once the material is standardised, it goes to the body of knowledge but is
actively managed prior to that state. The Opamoup by working and cooperating with
standards bodies helps shape the domain for its constitmeembers of enterprises,

vendors and practitioners.
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5.1.4 Issue 4 - Language delays

All of the bodies of knowledge analysed for this report originate and are maintained in
English.

Translations take time and thus, the availability of bodies of knowledge in @thguages
is delayed. These delays vary from months to years. In some cases, the other language
versions are a full revision behind the English version.

5.1.4.1 Body of knowledge language translation barriers

The bodies of knowledge development teams have takéferdint approaches to
documenting the knowledge.

The British Computer Society IT Diploma syllabus does not provide the detailed knowledge;
rather it acts as an index to the body of knowledge. Some of the syllabi based bodies of
knowledge come with bibliagphies while others do not. Bibliographies associated with

the bodies of knowledge were typically English language based.

As these BOKSs are being pushed/pulled out/to the rest of the World, many organisations
have found it necessary to modify the BOKs PMI has modified the manner in which its
exam questions are set, validated, and approved. MuHghieice questions are now
typically set in one country by experienced practitioners. These, in turn, are reviewed by
practitioners on another continent thatill review the wording, choices offered and the
designated correct answer. The team members in both the question development and
review cycles are usually from multiple countries. There is a final approval cycle by yet
another team.

As the professionaldalies promoting the BOKs have been successful, they have taken on
board feedback from their new markets and adapted to the needs of these new markets.
This has been illustrated by the increasing numbers of languages in which BOKs are
available.

5.1.4.2 Language delays lessons learnt

The linguistic translation effort is significantly impacted by the type and nature of the BOK.
The simplest translation effort is encountered using simple syllabi that do not have
associated bibliographies. The next by way of increasfifogt is the translation of the
comprehensive bodies of knowledge. Finally, the more time consuming are those based on
bibliographic linked syllabi types. These necessitate identifying text books in the designated
language.

Cultural biases do need to laetively managed out of the bodies of knowledge. This
necessitates the active involvement of practitioners from culturally different backgrounds
working together.

5.1.5 Issue 5 - body of knowledge maintenance

Some fields are slow moving while others are rapotignging. Organisations that maintain

bodies of knowledge need to be responsive and adapt quickly. However, they cannot

respond to every new fad or idea that might or might not have merit. Many new ideas fail

to gain acceptance and thus do not meetth@icB NA I ¢3Sy SNI tf& | OO0OSLISIH
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the same time, the body of knowledge must keep pace and be relevant to the practitioner
and the employing organisations. Organisations have on a few occasions not been
responsive enough.

5.151 Body of knowledge mainte nance barriers

Competitive advantage based on newly developed knowledge is often lost when this is
shared. Thus, the guarding of intellectual property can delay the dissemination of
knowledge and create a time lag before the appropriate body of knowledgeeflect the
leading edge practices.

5.1.5.2 Body of knowledge maintenance barriers lessons learnt

The active open management by communities of practice or special interest groups can
pro-actively influence standards, adaption policies and even legislatorswitigs

approach has proven to be more successful in the generation of new business of a
sustainable nature.

The Open Group and the PMI both support the concept of Special Interest Groups (SIGs) as
do other body of knowledge maintenance organisations. Tlyesaps help to transform
emergent ideas into accepted good practice or body of knowledge materials.

5.1.6 Major trends and developments

There is a common trend towards internationalisation. This is more pronounced in the
more successful bodies of knowledge.sTini reality is simply reflecting the need to reach
more customers via the customers' language.

There are also trends towards more specialised derivative products. This is particularly true
in the certifications associated with the various bodies of knogte An example is the
increasing variety of certifications now available from the PMI, ISACA, COBIT, ITiL and IT
CMF.

The reality is that ICT covers a massive area of knowledge and encompasses concepts like

project management, security, risk and qualitamagement, resource utilization and

management. These in their own right have associated Bodies of Knowledge along with

standards and certifications. The focus of interest by the body of knowledge owners

responds to the needs of practitioners and ultimatéd the consumers of the

LIN} OGAGA2YSNRE aSNIBAOSA FYyRK2NJ KA&a 2NJ KSNJ SY

5.1.7 Body of knowledge creation

The development of bodies of knowledge tends to be a slow process. It requires identifying
G3ISYSNIftfte I OOSLII SR 322 Reriligdhnd éstalilishéddy ¢ KA a Ay
consulting with a large number of practitioners. Consensus and agreement all take time

and effort.

Thus, the cost of developing a body of knowledge as a financial investment is very risky.
Two crucial risks are related to tim@ne is that the pressing need or the issues to be
resolved by developing the body of knowledge may not be as important or even be
relevant when the body of knowledge is ready and approved. Two is related to possible
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income streams being very far out irrtes of time. Many of the bodies of knowledge
looked at in this report took X§ears or more to gain widspread acceptance and use.

Another issue around this type of research is that it tends to be open. It is not about
developing intellectual property atefining knowledge assets that are unique. Thus, bodies
of knowledge once developed can be easily and quickly imitated. Training and derivative
products and services can be offered by competitors.

While there is little protection, we found no cases of reglion. We did find a competitive
environment where many education suppliers leveraged off the same bodies of knowledge
and competed in that space.

The development of bodies of knowledge tends not to be financially motivated. However,
successful BOKs dave viable supporting business models.

5.1.8 Legal financial and framework conditions

Few countries have legislated around the use or otherwise of any particular 1@ 6fbod
knowledge. Many state agencies and employers do stipulate that knowledge of one or
more bodies of knowledge is required. By way of example advertisements for project
management roles will stipulate that certification in Prince2/PMI/APM or equivalent is
required.

In the US, the Homeland Security initiatives have moved security certificatiboshe
mandatory level. In the UK, Rce2 is mandated for some UK Government appointments
and contracts.

5.1.9 Further investigation
5.1.9.1 BOK sources

Industry established BOKs tend to be in one of these formats:

e Syllabi

e Body of knowledge in text and diagram

e Syllabiwith bibliography

e Encapsulated in capability maturity models

Our desktop research has led us to the conclusion that another format also exists and is
widely used in colleges and universities. Basically, it resides in the detailed syllabi and
associated Hiliographies for undergraduate course. A handful more are expressed as a
series of learning outcomes. Many universities at undergraduate level teach what can be
NEFSNNBR (2 a4 WFdzyRIYSyGlrf GNIzIKAQ®

Research should be undertaken to see if the colleges anetsities would share and pool
their syllabi (BOKSs) so that a central European BOK could be established in the first
instance. This could also avoid the need for translation as each country could merge locally
with bibliographies.

Thisshould alsobepash 6t S Ay (F dAKG YFaGdSNEQ LINRINI YYS:
and thus avoid all replicating this effort.
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5.1.9.2

Computingg Core

Disciplines

ICT Subdivisions

ComputingCompute
intensive Disciplines

Computingg Infrastructure
Disciplines

Artificial intelligence

Aerospace engineering

Computer technician

Cloud computing

Bioinformatics

Database administrator

Computer Science

Cognitive science

Help desk technician

Computer engineering

Computational science

Network technician

Computational science

Digitd library science

Professional IT trainer

Database engineering

E-commerce

Security specialist

Computer graphics

Genetic engineering

System administration

Cyber security

Information science

Web identity designer

Human computer
interaction

Information sygtems

Web programmer

Network engineering

Public policy and privacy

Web services designer

Operating systems

Instructional design

Performance engineering

Knowledge engineering

Robotics

Management information

systems

Scientific computing

Network sciace

Software architecture

Multimedia design

Software engineering

Telecommunications

Table5: Professional subdivision of the computing fie(@eter J Denning, 2011)

Peter Denning and Dennis Frail@@11)identified over 40 pofessional groups which were
allocated to three categories shownTable5. Each of these disciplines has its own set of
bodies of knowledge and research communitiesese may offer a basis on which to build
a wider index to the body of knowledge usingademic syllabi. However, the above list is
very technical and would need to be augmented with business, management,
communications and other appropriate disciplines.

5.2 Analysis ofCompetencdnitiatives
This section provides a brief analysis of some of#oent initiatives undertaken with
respect to developing competency models at a national and international level. In doing so,

it provides a brief description of the main issues related to the topic, as well as related
barriers and key lessons.
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5.2.1 Issue 1- Balanced Skillset

Early initiatives on the development of competence models (e.g. Career Space) focused
predominantly on technical skills, reflecting the composition of the project sponsors and
the original project objectives. While more recent initiatives/e looked to address this
issue by expanding the scope to covednesiness skills, concerns were voiced during the
interview stage that further work is still required in this area.

Many organisationaow have shrinking central ICT departments, at a tinien the usage

and importance of ICT in organisations is growing, and when the number of people in ICT
roles located within the business (rather than in, say, the traditional IT Operations
environment) is growing. It could be argued therefore, that thievance of a competence
such asvetwork managemenis diminishingvithin these organisationgt the same time

that a competence such as Innovation Management (i.e. the competence of identifying,
harnessing and managing Kiabled innovation in the enterfse), is growing. It is

therefore essential that theompetence frameworkccurately reflects the changing
demands of the workforce and provides an adequate balance of technical-husimess

skills.

5211 Balanced Skillset barriers

Lievens et a2004) identified that the individuals constructing competency models can
often lack relevant task information. This suggests that competency models are often
constructed by people with an inadequate understanding of the roles being defined.
Obtaining the input from revant skilled individuals on the scale required to construct a
meaningful competency model requires a large investment of time from relevant
stakeholders as well as a more extensive coordination effort, to enable the highest quality
deliverable.

Vakola etal (2007) stated that there is atendency i ¥ 2 Odza 2y @K G Y yI 3SNJ
NF GKSNJ 0Ky gKIF G Aa ySSRSR.ThifisandpdrahtNy STFFSOI
concern and one which is difficult to address again aspties a requirement ténvolve

experienced individuals who can identify emerging trends within their work environment.
5.2.1.2 Balanced Skillset lessons learned.

Firstly, it is essential to identify a set of competencies that truly reflects the wide range of
organisatioral typesin different countries, in different sectors, and of different sizes.

Further, in developing the details of the competences, experienced experts with deep
knowledge of the area should be used, rather than relying on secondary HR experts,
particularly when taking it consideration the importance of understanding how the
competences are developing over time so that the models remain relevant to practitioners.

5.2.2 Issue 2 - Value Proposition / Demand -driven

LG A& y20 FSIFLaaofsS (G2 I R2WIG {0 ORMABLINE | OK 2 F
proposition of acompetence frameworkor each stakeholder must be apparent. For

example Career Space achieved initial success and was recognised as making significant
contributions in this area, but sadly, was unable to achievengeessary critical mass and
momentum to realise longeterm goals.
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The table below outlines a highvel value proposition for different stakeholders adopting
an ICTcompetence frameworkbased on a review of the benefits proposed by the
developers of eacframework. Validation of these findings would strengthen the case for
any future solution.

Stakeholder Value Proposition

e Establish common language and structure for identifying,
assessing and developing competences

e Better understand organisati@h ICT capability based on
aggregate view of individual competences / Identify target
competency levels and optimum workforce deployment optio

¢ Develop action plan for organisational capability developmen

Employer based on gap analysis activity / Identify traimimeeds for

individuals

o Facilitate recruitment of suitable job candidates based on
standardised view of competences

e Support decisionmaking process for outsourcing/offshoring

e Provide insight to support decisianaking process pre/post
M&A

e Roadmapo develop competences, enhance mobility between

Practitioners . o L :
countries, support recognition of existing experience
e Provide structure supports linking oéducation systento the IT
Government professionjdentifiesskills gapsas well as other benefiss er
Employer.
¢ Identification of teaching aims, provision, certification awards
etc
Training provider / e Increased recognition of certification/qualification outside of
educational national boundaries
institutions e Clarification of messaging to consumer

e Greater comparability between market offering (although this
may be interpreted as hampering competition)

e clarity of job definition, comparability, gender inequality,
workforce development perspective within agreed European
Social partners framework, sectoal approach to ICT sectenegotiation of
labour agreements, specific telecommunications labour
agreement,...

e Statistics from a European perspective (skills gaps, skills
shortages, in which aas, in which regions,...etc)
Increasehe numbes of new graduates in IT

e Improved granularity to manageskills supply onto the market

EU Commission

Table6: Competence framewaork stakeholder value proposition
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To date, there appears to be scant content published on the value delivered by
competence frameworks indeed, the potential benefits cited in reports are generally
hypothetical, or anecdotal at best.

There is a need to capture and publish case studies where specific ICT competence
frameworks have been adopted and assess the levetpétfits delivered to the relevant
stakeholders.

5.2.3 Issue 3 - Multiple stakeholder approach

Developing, promoting, operating and managingpanpetence frameworlks a significant
undertaking, requiring the participation of multiple stakeholder communities. @ittihis
broad coverage of engagement, any solution is unlikely to be adopted by the target
community as it will be perceived as being inflexible and not suited to the target country,
organisation or practitioner.

5.23.1 Multiple stakeholder barriers

Managing thenputs and demands of multiple stakeholder communities is complex and
time-consuming. Moreover, as additional parties become involved, there is the increased

LR GOGSYdArt F2NJ GKS azfdziazy G2 0S02YS aRAf dzi S
competing and comadictory demands of different stakeholders.

5.2.3.2 Multiple stakeholder lessons learned.

Obtaining buyin from the most senior partners at the beginning of the project and
agreeingto the level of commitment are considered important critedatermining the
level of success.

Further, the process for managing conflicts should be agreed at an early stage so as to
enable paths for resolution to be developed without impacting on other aspects of the
project indefinitely.

5.2.4 Issue 4 - Timeline / innovation

Forcompetence frameworls to be accepted and adopted, they must reflect the current
and to some extent, the emerging environment. Reflecting this market requirement, the
competences contained in the more recent Kdmpetence framework differ significantly
from previous oneg; for example, the balance of technical and Aachnical skills has
shifted significantly over time.

However, most ICGompetence framework have been created as an output of a series of
workshops with relevant experts, and updates are made @naequence of feedback
obtained from users, as well as further workshops. T SFIA, Career Space, and AITTS
all appear to have followed this approach.

5241 Timeline / Innovation barriers

While the workshogbased approach definitely produces results, tileframe can be a
concern: for example, each iteration of theG¥Ftook approximately 12 years. This is not to
say that its content is in any way dated, but simply that developing a framework via
workshops with multiple stakeholders covering a large banmof competences is a
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substantial undertaking, which requires a significant coordination effort. For this reason,
consideration should be given to adopting innovative techniques for developing and
maintaining competence definitions.

5.24.2 Timeline/ Innovation lessons learned.

Interestingly, the UBased O*Net appears to have made use of technology to identify
emerging competences in constructing its database of competences. Similarly, LinkedIn
recently used its extensive database of CVs to establish LinkatiénBikch helps identify

the volume of professionals and groups with that skill, the relative growth and size trends
relating to that skill, as well as the companies where that skill is common. (Although we
cannot favour any single body, if we could en@me the mapping of ICT skills contained in
say, entities similar to LinkedIn Skills to a given competency model solution, this would
encourage far greater and far faster recognition among practitioners).

Technology in this context has the potential to yide content that is not only updated on
a more frequent and faster basis, but it is also doing so in a fashion which is potentially
more accurate and in a less labauatensive fashion.

Innovative approaches could also be employed to identify and deadtemative usage
models for the competency modetsfor example, more sophisticated interfaces which
would support better integration by relevant agencies (both in terms of contributing to the
dataset as well as using it).

Clearly, introducing innovativtechnigues also introduces potential risks, but the dynamic
nature of the industry suggests that consideration be given to alternative approaches to
developing and maintaining@mpetence framework

5.2.5 Issue 5 - Access and Usability

Virtually all of the ICEompetence framework developed globally are free to use

(although SFIA states that a royalty is required for those using it to support a commercial
offering) as well as being open to everyone. This would suggest that this is a requirement
to facilitate wider adoption of any potential solution within the industry.

In addition to open and free access to the framework, the issue of usability is important.
Until very recently, the extent of competency offerings has been papsedq that is to

say, there wee few tools to support adoption by industry participants, the sole focus was
on communicating content in its basic form, rather than supporting specificases for
different stakeholders. It is important an appropriate range of-oases for different
stakeholders is considered in order to support adoption.

5.25.1 Access and Usabilitybarriers

The more recent initiatives in theweahave attempted to tackle the issue of usability. For
example, SFIA offers an Excel version of its framework, and@eadferan online tool.
However, both have respective downsides when applied in the workplace by, for example,
HR practitioners.

An excel spread sheet will provide the user with a greater degree of flexibility in the
manner in which the content can be adapted tme in their own organisation. However,
the data content will not automatically be updated as new content is developed.
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An online tool can provide the facility to provide access to the mogbtgate content in a
graphically appealing fashion; howevetrisiimportant to support customisation at a user
level (e.g. eCF tool does not support any amendment of defined skills and knowledge for a
competencyg consequently, the user is required to copy/paste changes into any job profile
incorporating such a copetency).

5.25.2 Access and Usabilitylessons learned

While the format of the deliverable may seem trivial at first glance, the transition to
adopting any new ICdompetence frameworkvithin an organisation must be as seamless
as possible, so as to minimise oltjens from individuals resistant to change.

Moreover, looking towards the O*Net model, the provision of a database with appropriate
interfaces, allows third parties to develop more sophisticated tools which can interact with
the core content. In doing sthis removes the need for the O*Net organisation to provide
multiple tools to support the diverse stakeholder community. This toolset has also enabled
the US Government to obtain multiple data inputs from stakeholders as well, helping to
maintain and impree the quality of the data set over time.

This approach suggests that an alternate goal could be the provision of a database to which
users have access and can develop their own tools, rather than attempting to centrally
develop and maintain different toséts to satisfy different users. However, the additional
effort in constructing an appropriate database and interfaces may prove counter

productive and would first need to be considered in light of the overall professionalism
framework proposed. (That saidpportunities for sharing costs with other related

initiatives outside of ICT could represent an opportunity to reduce development and
operational costs).

5.2.6 Eco-system / Sustainability

To date, mostompetence frameworinitiatives within Europe have relieon the
development of a framework by a single organisation or group of organisations, which is
then offered to the market. This same group of organisations is subsequently responsible
for promoting, managing, and maintaining all aspects of the devel@@adework.

5.2.6.1 Eco-system barriers

However, the combination of organisations involved in achieving the development phase of
acompetence frameworknay not be appropriate to optimis@ke-up in the market, or to
achieve the greatest return on investment.

5.2.6.2 Eco-system lessons learned

The O*Net initiative has adopted an interesting split of responsibilities which may provide
insight into alternate funding and sustainability models.

For example,
e US Deprtmentof Labor/Employment and Training Administratipprovides a
grant to NorthCarolineEmployment Security Commission to operate the National

Center for O*Net Development. This body manages projects and contracts and
provides technical support t&*Net users (Leads partnership of public and private
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sector organist@ons which carry out the work of the overall project). In addition to
the Center, the partnership comprises
o0 RTta notfor-profit HR organisation (to design, implement and supervise
survey data collection to populate the database)
o North Carolira State Wiversity¢ conducts applied and theoretical research
in the study of the field of work to support new O*Net initiatives
0 MCNG houses the O*Net database and providaternet access and
dissemination advice
0 Maher & Maherg specialised management amebrkforce development
consulting firm, providing webased training services and products
through the O*Net Training academy to promote and support the
integration of O*Net information throughout the workforce investment
community

However, it should be recogmid that while there may be some learning points from
O*Net and similar initiatives, the operating environment is very different

e O*Net covers the entire range of professions within the United States. As such,
costs of developing and maintaining the databaare shared over a wider range of
professions.

e The number of different languages employed in Europe would further complicate
analysis efforts and reduce potential economies of scale (although that must
already be an important concern with current workghbased approaches)

e The approach and level of depth provided is different from related European
initiatives (stronger focus on job profiles rather than showing progression of
proficiency for each competences)

5.3 Analysis of Certifications, Standards and &ifications Initiatives

Stimulated by annual growth in the volume of ICT certifications and certification providers,
the ICT certification landscape in Europe has been the subjectgbiog investigation for
much of the past decade. Several signifidantopearnwide initiatives have been launched
with a view to promoting understanding of this market and increasing mobility and
transparency of the certifications offered by providers. Similarly, initiatives have been
launched in Japan, India, the US anldestcountries. To date, several European initiatives,
such agiCTCertification in Europé and dCTCertification inActioné have focused on
industry-based certifications which are oriented towards role specific task proficiency. On
the other hand, initiives such as the development of a qualification framework for the
EHEA, NQFs and the EQF promote greater transparency of the broader university type
qualifications, which workshop discussions have revealed to be the more typical entry
paths to the ICT pfession in recent years. This section provides an analysis of those
initiatives, identifying key issues across the initiatives discussed, challenges/ limitations/
barrier to success, and key lessons learned.

5.3.1 Issue 1 - Partnership approach

Both academic deges provided by universities/technological institutions and industry

oaSR OSNIAFAOIGAZ2Yya LINPYARSR 068 L/¢ @
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dzy’ A @ Sobt#eBriietiucational institutions and market providers. Industry certification
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education providers were focused on developing education and underlying theory.

Similarly, Véiss et al (2009) pointed out that industry based certifications are more focused
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characteristics and traits or competencies. Several reports emphasised the need for the

learne to become more central to the credentialing system. Factors critical to the success

of such a system include a partnership approach between industry, education and other
groupings. The value of such an approach lies in bridging the gaps between thedgewl

and skills required from an academic, specific occupation and employability perspective

and would promote lifelong learning where education, training and certifications are
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successes or steps towards this partnership approach are evident:

e The European-8kills Assaciation (EeSA), which is an umbrella organisation of
members including associations, companies, academic institutions, public entities,
individuals, SMEs and ahstakeholders, supports&kills development and digital
literacy. It builds on European Commission recommendationsskills through
cooperation between partner organisations across the EU.

e With the development of national qualification frameworksdstheir linkage to the
EQF, both industry certifications and academic degrees can be mapped to a
common reference point or framework, thereby increasing transparency and
comprehension

e | caalescence of univergasevident in the universities of some mmber states,
where vendor gualifications are provided. For example, the Microsoft IT Academy
progranmein Germany and SAP University Alliance in Germany. ENISA (2007) also
highlights how some certification bodies have academic relations programmes,
providing professors with materials for use in their teaching.

5.3.1.1 Partnership approach barriers

Building partnerships between industry and academia are met with political and academic
resistance in some member states. The indusinjersity alliances are typicakyident in
Y2NB aGAyRdzGNE 2 NRX Beyfiér Gniversitigsawihdrditiizdbilis o dfler | YR A Y
courses by leading vendors may be regarded as a means to build university credibility.
More traditional universities tend not to embrace such initiatias readilyand focus on
building graduate knowledge that enables students to adapt to several technologies as
opposed to those of specific vendo&milarly, more research oriented institutions are less
inclined towards teaching the application of sgecvendor technologieslhe motivations

for such partnership approaches are also worthy of examination from the respect of do
they contribute to a more transparent certification market or are they merely stimulated

by vendor financial motivés

Confidencen the mapping of certifications to a qualifications framework is reliant on the
truthful representation of multiple different vendors. With the increased market size and
growing numbers of new market vendors, determining the reliability of certification
mapping is complex.

5.3.1.2 Partnership approach lessons learned.
It is evident that there is still some way to go to see wider visibility of a partnership

approach betweerindustrycertification providerand academia. The evidence that these
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partnerships can oéin be used to build credibility could perhaps suggest that partnerships
are more valuable for institutions earlier in their lifecycle, with maturing institutions able to
set their own agenda. The existence of umbrella organisations like EeSA does however
offer opportunities for information exchange and potential for enhancing the relationship
between industry and academia over time.

5.3.2 Issue 2 - Developing harmonised certification schemes

Talks and efforts at creating a European harmonised certification sefi@emCT
professionals stemmed from the CEPIS Harmonise project. An approach allowing cross
referencingand coexistence of different schemes and ability to combine content of
different providers was viewed as an important goal in improving learning opides.
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and promoting integration of thirgbarty products content into a transparent qualification,
was a contribution in this respect.

5.3.2.1 Harmonised Certification Scheme Barriers
Barriers to the success of any such schemes include:

e A need to reflect national market characteristics including attitudes, culture,
regulation, structure etc. An important point of consideration here is the Anglo
Saxon divide. In the UK for exampémphasis is placed on professional bodies and
jdz- t ATAOFGA2y & o6l &SR 2y SRdzOFGA2Yy YR SEL
approach is dominated by academic and state bodies that control formal,
theoretical education. A further consideration is tlieagmentation of education and
training responsibilities to sub country level in some EU states. Different bodies also
address certification issues from different angles; for example professional
engineering societies may emphasize the types of competsmiggeloped in
courses, while other professional societies may place greater focus on interviewing
individuals to determine their competencies and experience.
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goals of multife stakeholders such as industry vendors, practitioners, and
professional institutions are met.

e Achieving the support of the major ICT vendors and professional associations,
building networks of collaborative relationships and striving for a-oompetitive
market space, in a growing market where ICT vendors compete for higher revenues.

5.3.2.2 Harmonised Certification Scheme Lessons Learned

One of the key succe$actors in developing a harmomd certification scheme was its

separation from market influences atdisiness interests. In reality, this is not readily

feasible. In an increasingly competitive climate, the business interests of the key ICT

vendors cannot be sidkned; and while they may cooperate in such initiatives and round

table discussions, theiMpA Y NB 26t A3+ GA2Yy GAff dzyR2dzo (G SRf &
success and attempts to increase their market share. This is even truer in the current global
financialclimate
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certification is not welcome within member states. Many member societies have their own
programmes for example, which stimulates an element of resistance towards such
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view of facilitating member agreement on what certifications should look like in general,
and then implementing their own within their member states. This would support for

example a certification programe in one member state being recognised in arerth

5.3.3 Issue 3 - Common framework

An approach to certification which is based on a Europe wide skills/qualifications meta
framework is discussed in several of the European initiatives. For example, the Harmonise
project called for a framework for recognisinigtegrating and combining credits of

different certification providers. Significant moves have been taken in this respect
including:

e The development of the EQF to which national qualification frameworks can map.

e Ongoing development of NQFs across 3ldopean countries.

e The development and maintenance of the&Cg.

e The proposed methodology for mapping vendor certifications against8€,e
enabling assertion of the particular level of competence a certification maps to.

e Selected vendor initiatives to maheir certifications to existing frameworks, e.g.
aAONRa2FliQa YILLAyYy3 (G2 GKS 9vCCER YR 0O2YYSy
Similarly vendor commitment in workshops to map all 74 certifications of CompTIAs
roadmap to the eCF.

The value of these approachevould be to alleviate some of the complexities in individuals
selecting a certification product best suited to their developmental needs. They would
facilitate comparability of eertifications and for organisations would for example improve
the transpaency of the recruitment process through acting as the basis for a comparator
of knowledge.

5.3.3.1 Common Framework Barriers

The ability to map certifications to such frameworks would represent a progressive step in
understanding the EU certification landscapeywewer there are certain barriers to its
success.

e Stimulating adoption of the mapping methodology to th€E and promotion of the
value of so doing requires significant effort led by the EU. Enticement to vendors to
map their certifications to the €F isa considerable challenge. A potential
motivator is perhaps demonstrating links with the Europegaleprofiles project.
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Vendor buyin is critical as it would be infeasilile maintain information on
certifications in some form of central portal without the involvement of the key
certification providers.

e While it is recognised that the mapping of certifications to the framework would
need to be selfegulating, it poses qietions regardingthe transparency and
consistency of the mapping process by different vendors.

e The existence of other frameworks, for example SFIA, poses a further challenge to
the e-CF being adopted as a common framework.
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5.3.3.2 Common Framework Lessons Learneal

Mapping to a common established framework requires a clear articulation of the value

paradigm for stakeholders in mapping their certifications consistently. Some of the

certification initiatives completed to date have not followed through on some of thei

developments/ recommendations. The best means to ensure that such initiatives are built

on is to promote the value of such developments/recommendations from the perspectives

of all stakeholders: EU, vendor, organisation, practitioner etc. In promotmgatue

dimensions, alignment of certifications with frameworks such as tkdédas greater
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5.3.4 Issue 4 - Stakeholder viewpoint of certifications

Certifications represent different things to differestiakeholders at different phases of a
LINEFSaaArzylfQada OFNBSNWP C2N) @SYyR2NE G(GKS@& NBLN
stream; for individuals, they typically represent credentials of value in furthering

professional development; while for emplagethey represent evidence of what an
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employment. CEN (2009) revealed that ICT specialists place greater value on independent
certifications, whereby their professiahprofile is more widely recognised in the labour

market. Vendor dependent certifications are more valued by third party specialists as they

better qualify their offerings to the end customer.

Workshop discussions revealed that a further issue impactaigeholder viewpoints is
certification relevance with respect to the skills they provide. Specific ICT skills are
relatively easily measured in an assessment process; however determining how well
individuals can actually apply certain skillsfto exampé, manage and lead project teams
is more difficult to assess. The industry based certification market is heavily oriented
towards ICT practitioner skills focused on more technical capabilities for specifying,
designing, developing, installing, operatingpporting, maintaining, managing, evaluating,
and researching ICT systems. The more strategic and inno¥aiitented ebusiness or €
leadership skills tend not to be as heavily emphasised, which suggests that the breadth of
work associated with ICT rolesnot fully addressed. How such capabilities are developed
within organisations needs greater emphasis.

5.3.5 Issue 5 - Standards

Most initiatives to date have emphasised the importance of standards in working towards a
more harmonised certification market.u@lity standards and accreditation play a critical

role in ensuring certification systems comparability and transparency, and in promoting
their national and international acceptance. However, such transparency is difficult to
ensure.
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lags well behind that of the US and Japan, but has a strong lead on the BRIC countries of Brazil, Russia, India and
China (European Commission, 2011).
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5.35.1 Standards Barriers

Bariers to quality standards that promote certification comparability and transparency
include:

e Countries differ with respect to legal initiatives, regulations, and accreditation
measures. In some cases, quality criteria for different parts of the cetiifica
system, e.g. examination and testing, learning materials, applying quality standards
etc. also differ within and between countries. While this may not be evident with
respect to leading certification vendors who apply standard procedures globally, it
was one of the significant findings from the Harmonise study.

e As outlined in the Harmonise study, there is no coherent definition of the terms
GlidzZ- €t AGee yR aljdzfAGe aidl yRIFENRE ® bdzYSNE d:
various respects. While stanats such as the ISO/IEC 17024 strive to be globally
accepted certification benchmarks, the number of certifications conforming to such
standards is difficult to assess.

e Barriers to the popularity of the current IP3 scheme by IFIP include the fact that it i
regarded as being too prescriptive and does not recognise local standards.

5.35.2 Standards Lessons Learned

The desktop research revealed several standards related to ICT certification. Issues
LISNI I Ay Ay 3 {2 aslo@libad ghédvesuggest that@eglitios of local

standards is an important requirement. One possible approach to ensuring greater
transparency would be an overarching standards framework to act as a reference point for
the common elements of the various standards.

5.3.6 Final Thoughts on Cert ification, Standards and Qualifications

The certification initiatives thus far have resulted in a detailed documentation of the
certification landscape in Europe. Such increased understanding of the market is central to
determining the strategy for achiewjj a more transparent market, where academic and
industry based credentials are mutuasigknowledged abuilding/ keyaspects of a
professionals career; where the competencies developed by the offerings of different
vendor providersand between academiastitutions and vendor providers are

comparable; and where portability of certifications across organisations and national
boundaries is facilitated. Significant progress has been made over the past decade:

e The industry has witnessed a move from the distiand parallel universes of
academia and industry towards a coalescence of those universes. While this
coalescence has not been fully achieved or even embraced by all stakeholders,
there is nonetheless widespread recognition that formal education qaatiéins,
GNFAYAYy3I FYyR OSNIAFAOIGAZ2YA INB @QAadGlrt O2Y
development pathA firm understanding of the importance of convergence and
collaboration has been established.

e Initiatives pertaining to common frameworks have been pivaighe latter half of
the past decade. Of particular success is the commitment of 31 European countries,
including all of the EU27 to develop NQFs that map to the EQF. This will facilitate
greater comparability and portability of the qualifications dfE&lU countries. The
further development of the €CF and the current initiative to encourage industry
certification vendors to position their certifications against th€E and thereby the
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EQF is a significant development. The fact sumheleading marketzendors, such

as Microsoft and Cisco, are committed to this process will be an important step in
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products.

Despite these successes, it remains early days in achietiagsparent market that has
co-operation of all major stakeholdergnalysis of the initiatives to date suggests that the
value paradigm of the various initiatives may not be articulated at an appropriate level or
understood by the various stakeholder$ig'is suggested by the fact that while there has
been continuous progression on examining certification landscapes, developments and
recommendations coming from some of the initiatives have not been followed through.

5.4 Analysis of Ethics Initiatives

Ethicd behaviour is a central principle in many professions, and is regarded as a defining

aspect of some. Demonstrating adherence to principles of ethical conduct serves to
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relationships between the professional and society, and ultimately improve the
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on all areas of society, incorporating ethics into any framework for ICT professionalism is
important. The significance of ethics in ICT is emphasis@h hgingresearch initiatives by

leading professional bodies such as IFIP and CEPIS in this area. This section provides an

analysis of those initiatives, identifying key issues pertaining to ®thithe ICT profession,
challenges/limitations/barrier to success, and key lessons learned.

5.4.1 Issue 1-Universal Codefor the ICT Profession

National computing societies have developed Codes of Ethics/Conduct that attempt to

effectively regulate the profésA 2y Qa | OUAGAGASE YR NBfIl GA2YyAacK
stakeholders. Similarly many organisations have developedeggifatory ethical

frameworks. Previous initiatives revealed that the content of such Codes of Ethics/Conduct,

their enforcement nechanisms, and their legal application vary across national boundaries.
Attempts to overcome this divergence through developing a single, consistent and

universal code for the ICT profession revealed that such an approach was not feasible

54.1.1 Universal CodeBarriers

Ethical environments differ worldwide due to cultural distinctions across national
boundaries. Tradition, culture, values, politics, ethical decision rationales, established rules
and laws, social characteristics and ethics statuses vary. Aseuliti the desktop

research, differences are particularly evident between western societies and those of East
Asia, e.g. China and Japan, in their views and approaches to ethics. This inhibits the ability
to develop a worldwide Code of Ethics for the 1@3fgssion that is applicable to all.

5.4.1.2 Universal CodelLessonslLearned

Cultural distinctions across national boundaries need to be reflected in national computer
a20AS0e O2RSad ¢KAA Aa ySOSaalNrR (G2 FlLOAtAG!H
adherence by members. Therefore, Codes of Ethics/Conduct should be developed within

the national computer societies through a democratic process involving consultation and
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feedback. The establishment of ethics committees may facilitate this development, and
subsequent update and evaluation.

Development of national computer society codes should refer to global recommendations
on code development. A useful reference point in this respect iQIEti®eria and

procedures, as outlined in the next section. Whhis would provide national computer
societies with the flexibility to develop codes that incorporate organisational and cultural
differences, it would also ensure that those developing the code reflect on a standard
checklist of elements for inclusion.

5.4.2 Issue 2 - Topics for Inclusion in Ethical Codes

Ethics initiatives to date have resulted in a comprehensive list of elements that should be

included in Codes of Ethics/Conduct. Significant work has been done by IFIP in analysing

the content of existing ates, resulting in recommendations on their content, and criteria

and procedures for developing them. Comparison between the Toronto Resolutions 12 key
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the content of sucttodes revealed an overlap in many general areas, for example respect
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commandments are an example of how consensus can be reachedlbydisciplined,

multi-cultural, cossgenerational and international backgrounds. It is nonetheless

appreciated that these commandments represent high level general moral principles.

Achieving consensus on the content of Codes of Conduct is more difficult aypieaily

emanate from thenational context, thereby impacting transferability due to contextual

differences.

The list of elements compiled by IFIP in its various monographs provides a comprehensive
framework of principles and set of guidelines for organisations/national societies
developing their own ethical codes and serves as a basis of comparison and evaluation.
They extend the issues typically addressed in Codes of Ethics/Conduct to include more
computer specific ethical issues, issues pertaining to Internet governance, apd iss
identified through other forums of discussion. IFIPs criteria and procedures for developing
Codes of Ethics/Conduct are a reference point for this project in terms of the ethical
component in the ICT professionalism framework. However, it is notedhismthecklist of
consensus elements requires-going revision due to the fast pace of technological change
and possible resultant ethical considerations.

5.4.3 Issue 3 - Sanctions

Despite the development of Codes of Ethics/Conduct, the issue of establéstiotions

and enforcing those codes in practice has resulted in some criticism. Further, previous

studies revealed that infringement, complaint and redress procedures vary across national
contexts. Without necessary enforcement mechanisms, the variousscodg result in just
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of individuals.

5431 Sanctions Barriers

Barriers to establishing sanctions and enforcing Codes of Ethics/Conduct include the
following:
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e At presentprofessional ICT society members are held accountable through the
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domain are not members of their national computer society. Breaches to such
codes do not have the force of pactheldin professions such as medicine or law,
where gross misconduct results in relinquishing the right to practice. In ICT
however, despite misconduct, individuals can still practice their profession outside
of the ICT member society.

¢ Many individualdelong to more than one organisation/society, resulting in
difficulties in determining how to act in situations where the codes of the various
bodies are not aligned.

o Difficulties exist in establishing and implementing enforcement procedures that do
not have a legislative basis.

5.4.3.2 Sanctions Lessons Learned

The issue oénsuring ethical conduct withitne ICT profession is an important point of
reflection. In considering this, it is important to note that the implementation of legislation
in some areas, foexample pertaining to protection of personal data, was a successful and
necessary initiativeBecause adhering to high ethical standards is and will be a key
requirement of individuals working within the ICT profession, addressinggsiie of ethics
and acountabilitywill need to form an important component of our framework.

5.4.4 Final Thoughts on Ethics Initiatives

In many respect, a universal code specifying principles of ethical behaviour that all ICT
professionals are required to sign and abide by woakblve many of the issues associated
with incorporating the ethics pillar within the European framework for ICT professionalism.
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assessing their professional practice agaarstigreed Code of Ethics/Conduct. However,

we know from previous research that such a universal code is not feasible. Developing
individual Codes of Ethics within the national computer societies that follow a standard set
of criteria and procedures for tliedevelopment is one step. However, a considerable
challenge is the issue atcountability particularly where individuals are not members of
their national computer society, and alignment of different codes where a number are
adhered to. Consistency sanctions and disciplinary procedures for breaches of Codes and
various degrees of misconduct is a further issue. It is understood that any
recommendations from this report needs to be general enough to encompass the various
Ethics Codes, guidelines and/tain force.

5.5 Analysis ofCIO / ICT ManagéFraining

The requirement for training for ICT professionals operating near or at CIO level is
reflected in the increasing demand for places on gemie postgraduate programmes. This
reflects the maturing of ta profession and the realisation that to operate as a senior ICT
manager within any orgasation requires a much broader set of skills other than technical.
The lack of formally defined professional and educational requirements for those operating
at senor ICT management levels has meant these roles have been open to specialists from
other disciplines. This in itself is not necessarily a problem. However, it has identified a
lack of the necessary business and management skills in those progressimgughtthe

more established technology focused career paths. Thus further highlighting the point that
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something needs to be done to help expand ICT profressionals skill lsétsnot the first
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operating at higher levels of management.

In the early 28 century the MBA programmes set up at Tuck, Dartmouth and Harvard
Universities were established to help engineers, scientists, and specailists in general who
lacked bginess and management experience develop their skills and understanding to a
point where they could operate effectively at a senior management / boardroom level. This
was a model for education that certainly gained popularity within the US, and then lglobal

The delivery of the MBA may have changed with time, however, the basic areas on which it
strives to improve an individuals capability have largely stayed the :satneunting
economicsentrepreneurshipfinance international businessnanagement scienge

marketing operations managment, organsational behavioyproject managementreal

estate andstrategy

Over time the format of the MBA has been influential in the development of other

postgraduate programmes for nesusiness and management specialists. Many
universitesnow indB F aAy 3t & 2FFSNI 2GKSNJ YIF a4G§SNDa LINE3IN
provide a balance between business and management and advanced specialised topics for

the specialists being catered to. This works well, as the business environment becomes

more complex and dyamic, those moving into senior management positions need to

develop business and management understanding, but also continue to build on their core
ALISOALEAAG (y26ftSR3IST SPSy (K2dAK AdQa da |
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However, as in the case of most of the university programmes reviewed in section 4.5 it is
evident that the programmes are being developed to build business and management
knowledge, whilst contiuing to build specialist knowledge around core ICT themes and
concepts. This approach is demashidven in that universities and education providers are
responding to pressure from industry partners and local governments to provide vocational
programmes.lt is also worth noting though that the development cycle for postgraduate
programmes can be slow, with most masters programmes taking anywhere betwegh 18
months to develop. This can have a significant impact of the currency of a programme in a
fastmoving, dynamic business environment.

Through improvements in technology (faster and more accessible broadband, virtual
learning environments (VLES) etc.,) access to programmes has never been easier, with
many programmes now accepting students for distaleeening via VLES. However, there

are still some issues that need to be addressed if CIO / ICT managers are to fully embrace
the need for education in order to improve their performance in their respective roles.

The key issues identified below are notaimy order of priority. It is important to note that
the issues identified here largely reflect the guidelines as identified in the European e
Competence Curricula Development Guidelines Report (2011).

5.5.1 Issue 1 - Incentivising Participation

The US Governnmé has taken the step of passing into legislation the requirement for ClOs
to demonstrate a level of capability and professionalism around specific knowledge bases.
How would an approach like this work within BU context? Certainly the immediate

benefit would be to drive up education participation amongst ClIOs and senior ICT
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managers. However, forcing CIOs to undergo mandatory training is no guarantee that the
AYRAGARIZ t Qa (y26fSR3IS YR FoAfAGe gAff AYLIN

It is a fact that demand driven courses wélsult in higher levels of attainment for the
LI NOAOALN yi GKIY YIFYRFG2NE dANBRTEX) LSISYH ad
participants.

Therefore, if CIOs are to support any form of rspecific training, they need to be

convinced first asa its relevance to them, and their respective orgations. As seen

with those universities beginning to provide ICT management course and programmes their
relevance, and to a large degree success, is assured by engaging with their respective target
groups at the course and programme design stage. This derdianeh approach helps

ensure the course remains pertinent to the target group. However, many programme
providers are still developing their courses without consultation. In effect, this is

amouning to nothing more tha a re-branding of older material to attract a newer

audience.

5.5.2 Issue 2 - Defining the level for training

As a CIO, or potential CIO, what level of training should be expected? As outlined in Issue 1
there is potential for high levelsf inconsistency to develop between courses and

programmes around quality of delivery and content, and relevance of content. Once again
many universities are demonstrating a level of consistency between themselves in terms of
content, relevance, and qugl. However, this is left up to the universities and accrediting
bodies such as AMBA, EQUIS, and various other professional bodies to regulate. The issue
here is that these accrediting bodies are not assessing the courses and programmes against
a speciic role type (CIO) but against the professional baddsication requirements for its
members, which in turn may cater to a wider group of professionals.

Therefore, there is a real and identifiable need to assess courses and programmes around
the educatonal requirement of a CIO / senior ICT manager. For this two things are needed:

1. An agreed Demandriven CIO specific syllabus.
2. A means of ratifying and accrediting CIO relevant courses and programmes.

5.5.3 Issue 3 - Ratifying and Accrediting CIO / ICT Managem ent Training

How do we ensure the training provided for CIOs and senior ICT managers is maintained at
a consistent quality across the EU? As highlighted in section 5.5.2 in order to ensure
relevance of training atraEU level there needs to be some mecisamto assess and ratify
courses and programmes being offered. This is important as by doing so facilitates a
clearer understanding around qualifications, and the expected educational level attached

to the qualification. This is necessary if the relewaoteducation and training is to be

easily assessed between El¢mberSates, thus improving professional mobility.

At present there are no accrediting bodies currently engaged in assessing and ratifying

courses and programmes from a ClO perspective witihé EU. The formation of such a
body would help formalise the importance of CIO specific education and training.
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5.5.4 Issue 4 - Financial Support

How carwe lower the cost barrier to increase the dpke by SME CIOs / ICT managers?

And is the cost actuallseen as a barrier? If more CIOs and senior ICT managers are to be
encouraged to take up more relgecific education then the cost to the individual and
sponsoring company nesdo be considered in terms of financial cost and time
commitment. This is pHcularly relevant considering #t over 97% of businesses within

the EU are SMEs.

It will be difficult to convince universities and commercial education providers to reduce

their tuition fees, and therare doubtsas to whether this is the best optiorit is accepted

that additional education is required in order to more effectively enable the CIO in the

modern organization. However, it is not necessarily a prerequisite that this education and
GNFAyAy3a G118 GKS T2 N)X 2 Fshduld &3 Belretnbihb&ed G S Y I &
that the path to being a CIO can take many different directions, and the qualifications will

be varied amongst those assuming the role. Because of this many CIOs / senior ICT

managers may not wish, nor need to complete a whmmstgraduate degree programme.

To that end other means for packaging the content needs to be considered. A

O2yaARSNYI GAR2Y ¢2dd R 0SS Sail oFederalRIDY 3 | LINE I NI
Certification Programme. The content would need to be reviewed inwlittea demand

driven requirementy EU CIQ$ut such a programme could allow CIOs to select courses

that can be used to augment their existing education and qualifications. This model would

also allow the participant to develop their capability in a Wt is notfinancially

restrictive.

5.5.5 Issue 5 - Lifelong Learning

Traditionally, many universities and commercial education providers offered courses and
programmes designed as staatbne offerings. This isery commorfor courses offered at
postgraduatelevel. There are signs that this is changing, especially around vocational
postgraduate programmes. Manniversities are beginning to offer Contimus

Professional Development (CPD) programmes to their alumni. This is proving very
successful in encoaging alumni to reengage in education and also in providing
universities with an indicator of what the current and hopefully future demands for
education will be.

However, once again these CPD events vary in quality and substance, and are designed to
relate to a wide audience. The potential to develop and deliver CIO specific CPD training
through this mechanism is very good. However, before this can be effectively achieved
CIOs need to bmcentivised to attend. This can be achieved through accreditiegcPD
training as part of an overall accreditation programme.

5.5.6 Final Thoughts on CIO / ICT Manager Training

Certainly all indications are there that education providers are beginning to respond to
industry in terms of providing relevant, vocational pragraes. However, the landscape

of educational offerings is vast. Universities, more so than commercial training providers,
base their reputation on their ability to create and transfer unique knowledge. In many
cases this manifests itself in the developmhef what is perceived to be unique course and
degree programmes.
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Other, more established professions in the case of medicine, engineering (including
computing and software engineering), law, accounting, and architecture to name a few
have influenced th course and programmes being develomedund their respective
professions Howevermany ofthese professional bodies ratify and accredit courses and
programmes based on admission to the professional institute, and not on any specific roles
the studentwill be expected to carry out (with the possible exception of mediéine)

In order to drive some level of consistency across the programmes being offered there
needs to beabody that can ratify and accredit training and education in terms of an ICT
profession, and also in terms of CIO training requirements. For the ICT profession the
accreditation of courses will help drive clarity over qualifications obtained across different
countries. Certainly, a lot of work has been done at national levels in t@frnagifying and
accrediting educational programmes by professional institutes such as the BCS, IEl, ICS,
AFCET, etc., however, the emphasis here is really around ensuring the development of
highly effective professional CIOs and senior ICT managers.

Certdnly, and so far, the US is leading in driving an accepted training programme for CIOs.
However, that said, the requirement for training is based on legislation brought in to
existence through the Cling€rohenAct in 1996. What is interesting is that fotegal
requirement, the uptake by education providers in the US in offering specific courses has
beenlow ¢ only 8 providers have been approved to deliver the US Government endorsed
CIlO Certificate This is because what is required by the Clil@mrenAct is largehalready
AyOft dzZRSR Ay Y2aid (SOKyz2f23& | YR ,wahidmayisSaa
universities and colleges would traditionally see as the preferred mechanism for delivering
further education. However,saUS education establistents also feel increasing financial
pressure due to raising costs, and a faff in the number of international students, some
universities now see the provision of a ndagree programme agpotential feeder for
0KSANJ Sadlof AaKSR aladSNRa LINPANI YYSa

Japan, India, and Australia have also recognised the need for ICT training. However, their
initiatives are based on starting to educate studentslelel (primary). Their

programmes then continue on througli®and 3° level education. For these figtives the

focus is not on developing individuals for specific organizational roles, but on increasing the
ICT literacy of the population overall. date there are no established initiatives within

these regionshat specifically focus on improving tleempetence and capability of CIO /

ICT managers through the provision of dedicated training.

Within the EU there are positive signs that CIO training is firmly now on the agenda of most
of the top-level universities and commercial education providersweicer, development

of training programmes is happening at a local / national level. This undoubtedly will see
the development of excellent training programmes, but without some form of ratification
and accreditation bodyquality and relevance of the pregmmes will vary significantly

across the EU.

¥ The medical profession have professional exams that are run by the professionabhiemtiies

for graduate medics. These exams are role specific in terms of which branch of medicine the medic
wishes to pursue. Successful completion of the exams qualifies the medic to practice at a consultant
level.
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6 Professionalism C definitions

Section6.2has a table of definitions collected from many of the source documents used in
the desktop research. A significant portion of the work in this project is looking at the
promotion of the concept of an ICT Professional. It is worthwhile examining the term and
what it means.

CEPIS hdesteredthe concept of ICT Professionalism among the mdaynbers which it
representsfrom across Europand has an activand broadly supprted ICT
Professionalism task force dedicated to this activity.

CEPIS developed an agreed definition of the term through an extensive consultative
process which yielded a definition. This was in turn approved by the GERIBer
2 OASGHASaQ edfinden s dsKdllofist d ¢ K

A professional is said to be professionally competent if he/she exhibits all of the following
characteristics:

Knowledge: of a common body of knowledge, supplemented by more specific
knowledge and skills related to the area(sj specialism

Quality: commitment measured by adherence to quality standards (internal
and/or external)

Ethics: commitment displayed by demonstration of ethical professional
practice against an agreed code of Ethics or code of conduct

Accountability:  the Piofessional takes personal responsibility for the quality and
effectiveness of his/her work

Experience: practical experience of the exercised competence
Earns living: the ICT Professional obtains income from ICT related activities
Given the widespread acptance of the CEPIS definition by a number of professional

bodies representing many thousands of practitioners, we used this definition on the project
as our main working definition.

As our research in this area has progressed, we have identified a nawihdeyas where

we believe the definition can be improved upon, and which we have documented below.
We also understand that additional changes may be identified as we progress with
interviews of key opinion leaders and follayp interviews with survey paipants.

During Phase Il, we would look to CEPIS to continue discussion witbnitser Societies in
order to validatethe identified proposed changes
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6.1 Proposed Changes

In recent years, there has been an increasing emphasis placed on the importance of

gererating value from the application of IT, and therein the work of ICT professibnals

Similarly, the growing number of practitioners involved in the Free and Open Software

movement EOS¥and the usage of this software in commercial (i.e.-hobbyist)
SY@ANRYYSyiia adzaasSaida 0GKI (G -edibttNybgig I AJAy3
defined as an ICT professional.

Reflecting these trends, we have propdtse amend the project wiking definition over

the course of the projeatd 6 A § OKAy 3 GKS F20dza FTNRBY aSINYyAy3
In most instances, practitioners would be financially remunerated for the value which they

have contributed, but the nature and quantity NS Ydzy SN} G A2y &aK2dzZ R y 2
classification as a professional or otherwise.

Fundamentals

Information Systems =
mology-Enabled
Development

Technology

Figure21: ACM Computing CurricufalS Professional

Interpersonal,
Communication,
and Team Skills

Analytical
and Critical
Thinking

From the desktop research that we have undertaken, there is a growing recognition of the
importance to reflect a need to encompass practitioners outside of the traditional ICT
operations environment. The diagramkigure21 shows the broad range of IS activities
encompassing business, analysis, technology and communicationsg akKilt§ whid are

¥ |IT-CMF and VAILT are examples ohe changed focus from cost towards the value
generated by the function.
%2 http://www.acm.org/education/curricula/| S%202010%20ACM%20final.pdf page 8
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pertinent within the ICT domain. ICT practitioners may reside in any of the circles or any of
the overlaps.

Due to the complexity of the ICT area, few individuals can aspire to demonstrate depth of
knowledge across all areas. Looking at other comgtowledge areas, we noted in
particular the approach used in medicine. Here, end users can approach a general
practitioner in the first instance and be referred to more specialist practitioners if required.

Similarly, there is a need for ICT professienaho can provide a generalist service (e.qg.
supporting the broad range of basic services required by an SME) as well as ICT specialists
(excelling in tackling extremely complex problems in, say, information security within a
financial services environmentdCT needs its general practitioners and specialists just like
medicine. This we see psrhapsbeing reflected in the concepts like breadth and depth of
knowledge.

To facilitate wider adoption of the definition, we also feel that it would be usefuhterad

the wording so as to make it more succinct but without changing the essence or meaning
of the CEPIS definition. To this end, we have focused on including reference to the related
artefacts or building blocks of an ICT professionalizmely, knowledg bases;

competences; certifications, qualifications and standards; and ethics.

In addition toascertainingf the professional societies around Europe can accept and
validate these revisionshe proposed changes will be discussed at interview steite
individual CIOduring Phase .2As a result of this work, wenvisage deliveringn improved
definition, enjoying a level clicceptancesimilar to the current accepte@EPIS definition

6.2 Definitions

Term Definition Source

Accreditation Assessment of confority of an object of interest with "ICT Skills
specific obligatory or voluntary standards. Process « Certification in
accrediting an institution of vocational education or Europe Report" 2005
training, a programme of study, or a service, showir
it has been approved by the relevant legislative and
professional authorities by having met predetermine
standards.

ADM Architecture Development Methodology promoted il
the TOGAF.

Assessment  The sum of methods and processes used to evalua "ICT Skills
the attainments (knwledge, knowhow, skills and Certification in
competences) of an individual, and typically leading Europe Report" 2005
certification.
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Term Definition Source
Body of is a term used to represent the complete set of Wikipedia
Knowledge concepts, terms and activits that make up a 24/May/11.
(BOKorBoK  Professional domain, as defined by the relevant
professional association.
While the termbody of knowledgés also used to
describe the document that defines that knowledge
the body of knowledgéself is more than simply a
collectionof terms; a professional reading list; a
library; a website or a collection of websites; a
description of professional functions; or even a
collection of information. It is the accepted ontology
for a specific domain.
PMBOK®
Bodies of knowledge will typically dain knowledge
on generally accepted good practice.
Certificate/ An official document, issued by an awarding body, "ICT Skills
diploma which records the achievements of an individual Certification in
following a standard assessment procedure. Europe Report" 2005
Certification  Certification results from a voluntary evaluation "ICT Skills
(ofskilsand LINP OS&daa ¢KSNBoe |y Ay RA Certificationin
competences) skill in a particular area of interest are validated Europe Report" 2005
against a sedf predetermined skills requirements e.(
skills standards by means of an objective assessme
Certification  The certification process comprises all activities by "ICT Skills
process which a certification body estabhes that a person  Certification in
fulfils specified competence requirements. Europe Report" 2005
Certification  All activities by which a certification body establishe "ICT Skills
process that a person fulfils specified competence Certification in
requirements, includig application, evaluation, Europe Report" 2005
decision on certification, surveillance and
recertification, use of certificates and logos/marks.
Certification  Specific certification requirements related to specifi¢ "ICT Skills
scheme categories of persons to which the same particular Certification in
standards and rules, and the same procedures app Europe Report" 2005
Certification  Set of procedures and resources for carrying out the "ICT Skills
system certification process as per autification scheme, Certification in

leading to the issue of a certificate of competence
including maintenance.

Europe Report" 2005
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ensure more efficient and effective performance of
different types of organisatins; to explore
possibilities for new ways of conducting
business/administrative and organisational process
and/or to establish new businesses.

Term Definition Source
ClO Chief Information Officer http://en.wikipedia.org
The chief information officer (CIO), or information ~ /Wiki/Chief_informatio
. . . . n_officer
technology (IT) director, Bjob titte commonly given
to the most senior executive in an enterprise
responsible for the information technology and
computer systems that support enterprise goals.
A chief innovation officer or CIO is a person in a Heidrick & Struggles
company who "originates new ideasttalso (Time Inc. website)
recognizeinnovative idea generated by other "What Makes a
people.” SuccessfuChief
Innovation Officer?
Comparability The extent to which it is possible to establish "ICT Skills
equivalence between the level and content of forme Catification in
gualifications (certificates or diplomas) at sectoral, Europe Report" 2005
regional, national or international levels.
Competence Ademonstrated ability to applitnowledge, skills and Cited by Juttdreyer,
attitudes for achieving observable results CEN eCF & eJob
profiles development
leader, Jan 2011
Competence Demonstrated abilitya apply knowledge and/or skills "ICT Skills
and, where relevant, demonstrated personal Certification in
attributes in a habitual or changing situation, and/or Europe Report" 2005
as defined in the certification scheme.
Craft A craft refers to a set of padices shared by a (Peter J Denning,
community of practice, but it has no special social 2011)
status. Wood crafting and programming are exampl
Discipline A discipline refers to a field of study or research tha (Peter J Denning,
provides knowledge. Chemistry and congauscience 2011)
are examples.
e-Business are defined as the capabilities needed to exploit European eSkills
skills opportunities provided by ICT, notably the internet, Forum (2004)

established by the
European
Commission and
OA G S Rskillsty
The Key to
Empgoyment and
Ly Of dza A2y
Sponsored by:
Microsoft
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Term

Education

Definition

Education is responsible and lays the foundation foi
the initial transfer of core knowledge and basic
understanding (knowhow) of ICT workers. Educatior
e-Skills Certification in Europedehes concepts,
theories, problem solving capabilities and constitute
the prerequisite to be trained on specific job
requirements.

Source

"ICT Skills
Certification in
Europe Report" 2005

e-Skills

e-skills encompasses a wide range of capabilities
(knowledge, skis and competences) and issues witr
an eskills dimension span over a number of econor
YR &a20Alt RAYHYHAXZXEQD )
Practitioner Skills, ICT User Skills asigeadership
Skills.

"ICT Skills
Certification in
Europe Report" 2005

e-Skills
deficiencies

Shortage an insufficient number of skilled people
the labour market or in an occupational

segment

Gap a competence shortfall between the
current and needed competence levels
individual staffwithin organisations;
mismatch: amismatch between the
competence of the trainee or graduating
student/learner and the expected

competence needs of the employers.

is assumed to arise from course/curricul
misalignment

Mismatch:

EUROPEANSKILLS
2009 CONFERENCE
FOSTERING ICT
PROFESSION®L
20 November 2009,
Brussels
CONFERENCE
REPORT

e-skills Gap

A competence shortfall between the current and
needed competence levels of individual staff within
organisations

e-skills
Shortage

An insufficient number of skilled people in the labou
market or in an occupational segment

Formal
learning

Learning that takes place in the form of physical, fai
to-face, teacheicentred classroom training
(instructor-led training).

"ICT Skills
Certification in
Europe Report" 2005

Fundamental
truth

Pertairing to the foundation or basis; serving for the
foundation. Hence: Essential, as an element, princij
or law; important; original; elementary; as, a
fundamental truth; a fundamental axiom

So basic as to be hard to alter, resolve, or overcom

http://www.brainyquo
te.com/words/fu/fund
amental167551.html#i
xzz1LnD3AFKD

Oxford Dictionary of
English, 2nd Edition,
2005, Seiko
electronics version
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most of the time, and there is a consensus abiheir
value and usefulness.

Term Definition Source
Future The futue internet will be faster, cheaper and it will Project team
internet encompass machin®-machine (M2M) connections

and services. It will be based on IP6 addresses and

SylLotS O2yOSLiia tA1S (K

effect smart connected everything. The opportunitie

to automate, innovate and transform the way we an

machines do things is vast.
Generally GDSYSNI f f &madis de khgivledg€and PMBOK® Version 4.
recognised practices described as applicable to most projects

Good practice

GD2 2R LiINdga ihar©iSgeneral agreement
that the application of these skills, tools, and
techniques can enhance the chances of success o\
wide range of projects. Good practice doeot mean
the knowledge described should always be applied
uniformly to all projects; the organisation and/or
project management team is responsible for
determining what is appropriate for any given projec

PMBOK® Version 4

ICT Information and Communidin Technology
ICT Information and communication technology (ICT) is "ICT Skills
technology which provides for the electronic input, Certification in
storage, retrieval, processing, transmission and Europe Report" 2005
dissemination of information.
ICT (synonyms: IT practitioner, IT or ICT professional, I
practitioner ICT worker): people whose main responsibility is to
take care of the company's ICT infrastructure
(hardware, software, communications systems) (cf.
GL/ ¢ LINI OGAGA2YSNI a1 Aff
ICT Defined as the capabilities required for researching, European eSkills
practitioner developing, designing, strategic planning, managin¢ Forum (2004) &
skills producing, consulting, marketing, selling, integratin¢ Eurostat

installing, administering, maintaining, supporting an
servicing ICT systanICT practitioners are people
whose main responsibility is to take care of the
company's ICT infrastructure (hardware, software,
communications systems). For their surveys, Euros
has operationally definethe following:ad L / ¢
specialists or IT specsits have the capability to
specify, design, develop, install, operate, support,
maintain, manage, evaluate and research ICT and |
agautsSvyaoe L/ ¢ A& GKS YIA
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Term Definition Source
ICT ICT practitioners possess thepadilities required for "ICT Skills
practitioners  specifying, designing, developing, installing, operati Certification in
supporting, maintaining, managing, evaluating and Europe Report" 2005
researching ICT systems, for the benefit of others. |
Practitioners include both professional ICT
6AaLyT2N)YI G-pradessional ICT/WRrkeys2 y
ICT A professional is said to be professionally competer For complete
Professional  he/she exhibits all of the following characteristics:  definitions see CEPI
(CEPIS paper: CEPIS
definition) Knowledge: of a common body of lowledge,  professionalism
supplemented by more specific  Taskforce (May
knowledge and skills related to the 2010)Characteristics
area(s) of specialism and Benefits of
Quality: commitment measured by Professionalis;m in I
adherence to quality standards E;%{mwaﬁféz's?ﬁ/a"
(internal and/or external) sm_Char_actertiz:s_Be
Ethics: commitment displayed by nefits060510_finall.pd
demonstration of ethical f
professionapractice against an
agreed code of Ethics or code of
conduct
Accountability:  the Professional takes personal
responsibility for the quality and
effectiveness of his/her work
Experience: practical experience of the
exercised competence
Earns living: The CT Professional obtains
income from ICT related activities.
ICT skills The skills needed for efficient use of ICT. Professiol "ICT SKis

ICT skills: ability to use advanced ICT tools, and/or Certification in
develop, repair and create such tools. Applied ICT Europe Report" 2005
skills: ability to use simple ICT tools in gex

workplace settings (in nefT jobs). Basic ICT skills ol

aL/ ¢ tAGSNIOeéyYy ajlAfta

functions of information and communication

technologies (ICT). Ability to use ICT for basic tasks

and as a tool for learning.
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Term

Definition

ICT user skills are defined as the capabilities required for the

effective application of ICT systems and devices by
individual. ICT users apply systems as tools in supg
of their own work. User skills covdre use of
common software tools and of specialised tools
supporting business functions within industry. At the
general level, they cover "digital literacy". For their
enterprise ICT surveys, Eurostat has operationally
definedthe following:a / I LJ- 0 hablingiihke S a
effective use of common, generic software tools (be
user skills) or advanced, often seckpecific,
software tools (advanced user skills). Jobs requiring
ICT user skills: ICT is an important tool for the job a
is used to produce work outp and/or used
intensively at work (indago-RI @ | OG A @A

Source

European &Skills
Forum (2004)
established by the
European
Commission and
OA G S Fskillsty
The Key to
Employment and
Ly Of dzaA 2y
Sponsored by:
Microsoft

ICT users

ICT users neetthe capabilities required for effective
use by the individual of ICT systems and devices. I(
users make use of the systems as tools in support ¢
their own work, which is, in most cases, not ICT. Us
skills cover the utilisation of common generic softeve
tools, such as word processing, spread sheets,
presentations, enail and internet, and use of
specialized tools supporting business functions witr
user sectors.

"ICT Skills
Certification in
Europe Report" 2005

Informal
learning

Learning which takes @te in the work context,
NBfFGSa G2 +y AYRAGARdZ
and/ or their employability, and which is not formally
organised into a programme or curriculum by the
employer. Learning resulting from daily activities
related to work, family pleisure. It is not organised c
structured (in terms of objectives, time or learning
support). Informal learning is in most cases
dzy AYyGSy A2yl FTNRY
typically does not lead to certification.

iKS

"ICT Skills
Certification in
Eurge Report" 2005

Knowhow

Practical knowledge or expertise.

"ICT Skills
Certification in
Europe Report" 2005

Knowledge

Knowledge summarises the capabilities and skills
applied by individuals to provide solutions for specif
problems. Two major categoriésr knowledge are:
explicit and implicit. Explicit knowledge can be
accessed and transferred by other individuals; impli
knowledge is bound to the personal capacities and
experience of a certain individual.

"ICT Skills
Certification in
Europe Report" @05
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Term

Knowledge
base

Definition Source

Is a superset of thbodies of knowledgthat includes
all necessary current information as is appropriate t
the business and its technology management
positioning; as an innovator, early adapted, early or
late majority or laggard. Theugmentation of the
bodies of knowledge is typically achieved, through
research and partnership with vendors, suppliers,
industry associations, academic links and open
collaboration.

Influencing and shaping is often achieved via
participation in standardbodies, lobbying and
political awareness.

Learning

Learning is a cumulative process whereby individus "ICT Skills

gradually assimilate increasingly complex and abstr Certification in
entities (concepts, categories, and patterns of Europe Report" 2005
behaviour or models) and/or acquire skills and

competences.

Learning
outcome(s)/
learning
attainments

The set of knowledge, skills and/or competences ar "ICT SkKib
individual acquired and/or is able to demonstrate  Certification in
after completion of a learning process. Europe Report" 2005

Learning Statements of what a learner is expected to know, Learner Centred
outcomes understand and/or be able to demonstrate after Methodologies, UCD
completion of a process of learning. School of Education
and Liféong
Learning, P17, 2005
Lifelong All learning activity undertaken throughout life, with "ICT Skills
learning the aim of improving knowledge, skills and/or Certification in
gualifications for personal, social and/or profession: Europe Report" 205
reasons.
Non-formal Nonformal learning includes any organised, learner "ICT Skills
learning centred, more flexible educational activity outside tr Certification in
established formal system. Europe Report" 2005
Practice Practice refers to the skills displal/by professionals (Peter J Denning,

at various levels of competence as they render
service.

2011)

Practitioner

Practicing professionals are often called practitionel (Peter J Denning,

2011)

Profession

A profession is a community of practice thatrferto  (Peter J Denning,
GF1S OFNB 27F LXS2LX SQa S 2011)
of life or work.

Professional

A professional is a member of a profession who
renders service to clients of a profession.

(Peter J Denning,
2011)
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Term Definition Source
Qualification  Demonstraton of personal attributes, education, "ICT Skills
training and/or work experience. Qualification as Certification in
certificates or diplomas or other evidence linked to Europe Report” 2005
the delivery and assessment of training received. Tl
requirements for an individual to enter or progress
within an occupation.
Quality Quality standards are provided in formal way by "ICT Skills
standards independent standardisation bodies and sector Certification in
associations documented in form of normative Europe Report" 2005
documents. De facto standards arBeved by public
and/or private initiatives and are achieved through ¢
broad acceptance by the actors in a specific
sector/field. Quality standards can be distinguished
concerning their focus e.g. on process, method,
content.
Recognition  The process of granting official status to skills and "ICT Skills
competences either through the award of certificate Certification in
or through the grand of equivalence, credit units, Europe Report" 2005
validation of gained skills and/or competences (forn
recognitior). The acknowledgement of the value of
skills and/or competences by economic and social
stakeholders (social recognition).
Skills The knowledge and experience needed to perform . "ICT Skills
specific task or job. Capitibes of an imlividual, Certification in
definable by content, to be acquired and activated Europe Report" 2005
through related professional training. In this context
capabilities are the physical or psychological attribu
of an individual to be applied in activitglated
approaches.
Technology Adapter Types ngga_ndon A.B.,
adapter Diffusion of
categories ~ a0 Innovations
g 301
5 10 - 34 34 %
0 > : ‘ > .5
£ 2 =z £
5 S > -
S L‘LUCategor(;

Adapted from Rogers E.M. 1995. Diffusion of Innovations

Innovatorstypically make up the most innovative
2.5% of the population. They have been described :
rash, risky, and dang. An ability to work with
complex and often underdeveloped technology as
well as substantial financial resources help them
absorb the uncertainties and potential losses from
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Term

Definition
innovations. Innovators are not usually opinion
leaders when it comes to newnovations; their skills
and risk taking behaviour often set them apart from
the rest of the social system, but they often play a
large role in importing innovations from outside and
adapting them for broader adoption.

Early adoptersare more integrated wh the existing
social system than innovators, and often have the
greatest degree of opinion leadership, providing oftt
potential adopters with information and advice abot
a new technology. Change efforts surrounding new
innovations often target this papation first as they
represent the successful, discrete, and objective
adopters that hold the respect of the larger social
system.

The early majorityadopts just ahead of the average
population. They have much interaction within the
social system but ameot often opinion leaders;
instead they typically undertake deliberate and, at
times, lengthy decision making. Because of their siz
and connectedness with the rest of the social systel
they link the early adopters with the bulk of the
population, and th& adoption signals the phase of
rapid diffusion through the population.

The late majorityis described as adopting innovatior
because of economic necessity and pressure from
peers. While they make up as large a portion of the
overall population as the ely majority, they tend to
have fewer resources and be more sceptical, requir
more evidence of the value of an innovation before
adopting it.

Laggardsare the last in a social system to adopt a ni
innovation. They tend to be relatively isolated from
the rest of the social system, have little or no opinio
leadership, and focus on past experiences and
traditions. They are the most cautious when it come
to risking their limited resources on a new technolog

Source

Techmology
Leader

The first firm to introduce a new generation or
technology in an industry.

Launch Strategies fo
Next generation
Products, Michael R.
Hagerty and Prasad
Naik

Test

t NEGAAAZ2Y 2F AYTF2NNIGA2
standing with respect to a spific set of knowledge,
skills, and competence as defined by a specific job
profile or occupational role.

"ICT Skills
Certification in
Europe Report" 2005

TOGAF

The Open Group Architecture Framework
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Term

Definition Source

Trade A trade refers to an organised group of practiss,  (Peter J Denning,
such as a guild or labour union with restrictions 2011)
imposed by society in return for freedom to practice
for the benefit of society.

Validation of  The process of assessing and recognising a wiger "ICT Skills

informal/ non-
formal

of knowledge, knowhow, skills and competences,  Certification in
which people develop throughout their lives within  Europe Report" 2005

learning different environments, for example through
education, work and leisure activities.
Vocational Education and training which aims to equip people "ICT Skills
and edwcation with skills and competences that can be used on thi Certification in
and training labour market. Europe Report" 2005
(VET)
Work Continuously gathered by individuals fulfillitigeir "ICT Skills
experience occupational role, and gained in the daily working  Certification in
process, but as well by informal learning and Europe Report" 2005

continuous professional development.
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7 Interview methodology

The interview methodology selected was teeua combination of online survey(s) with
follow-up faceto-face or telephone questions to probe the responses. The initial contact
would be via the online survey. This would be analysed to identify respondents that would
yield useful insights from a folleup.

¢tKS NBalLlRyRSyia aStSOGSR ¢g2dZ R Fraarad sAldK 0
LIN: OGA OS¢ 6KAOK O2dzZ R KSf L) aKFLIS (KB FNIYSs2
discussions would also look at why companies are not using or are not afvexisting

initiatives. This will help understand if communications is an issue or is there resistance to

these initiatives because of their structure, approach, cost, process or whatever gets

expressed.

7.1 The online survey

A copy of the document based s@y is shown il\ppendix ASample QuestionnaijeThis

is slightly different from the online survey but for the most part is accurate. Due to the
breath of scope of the project, it was necessary to define a number of questions in each
area. This in turndis meant that the time taken to complete the questionnaire was
approximately 3@minutes. This time was at the upper limit of what survey respondents
would normally accept and a high dropout rate was encountered.

There were a number of objectives to be acguished via the o#ine survey. Specifically,
it was to:

e Validate the desktop research and identify gaps in the scope of the desktop research

o Identify the current appetite for the concept of ICT Professionalism

e LYRAOIGS LR&aaAOE S LARSIANIS22 R FLINIIGWASNT £ £ & |

e Probe the knowledge and use by stakeholders of existing initiatives

e Glean insights and thinking from practitioners on ICT Professionalism and ICT Manager
Training

e Understand how well stakeholders felt the various existing possible coene were
delivering value

e Communicate knowledge about the project and raise awareness in the hope of further
submissions.

O

More detailed and complex questions will be addressed in the telephone conversations.
They will be more focused on specific areaat ttmatch the background and expertise of

the respondent. Thus, it was necessary to ask several questions about the respondent, his
or her organisation and the areas of interest and work that they participate in. Contact
details were requested so that (selgj to permission), we could contact the respondents
again.

7.1.1 Targeted respondents

The initial invite list for the survey had representatives from all of the stakeholder groups.
We wanted to hear from ICT Practitioners, public and private educators, coevstogers,
body of knowledge developers and/or course syllabi developers. We also wanted to get
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views from the EU 27 countries and as many others as was practical with an emphasis on
Japan, India and USA. The stakeholder communities identified in Figume Rlso
included.

The survey was open to all including AGT practitioners. This facilitated human

resources, other executive managers, teachers and career guidance staff, students and
20KSN) LRGSYGALFE L/ ¢ t NI OlGA (anddtfeBddlisunies of g St € | &
ICT services and products.

7.1.2 Stakeholders and their interests

There is an innate tendency in all of us to promote our interests. Thus, we have asked
questions to understand what organisations the participants represent. This wilplslp
responses in context. It also allowed us to get a view from the perspective of different
stakeholder groups.

A number offundamental building blocks or pillars for an ICT professiere identified
(see3.1Approach:

e Bodies of knowledge (BOKS)

e Certfication, standards and qualifications
e Competencies

e Professional Ethics

We wanted to hear from participants and understand that respondents participated in
activities associated with these fundamental building blocks.

7.1.3 Bodies of knowledge

The desktop reseah was mainly focused on information provided by the owners and
promoters of the bodies of knowledge. While supporting evidence was found for most of
the claims, it was difficult to get a feel for the extent to which practitioners actually use
these bodie®f knowledge.

Further, we had only picked a subset of the bodies of knowledge and we may have missed
some important ones.

In this section, we were trying to understand who was using bodies of knowledge? What
uses were the bodies of knowledge being appti&el Were they fit for those purposes?

For example, the desktop research shows that a body of knowledge is updated every 5
years or so, but does that meet the needs of the users?

With these questions we had open ended text boxes where experts or peopléngarn
them could provide some insightful comments.

7.1.4 Certifications, qualifications and standards

Formal education qualifications as well as certifications (industry, veneotral and
vendorindependent) are regarded as one method of advancing careepeis within
the ICT profession. This section elicited insights on issues pertaining to their perceived
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importance, drivers for acquiring them, expected trends, awareness of frameworks, and
standards.

Was the perceived value shared across the stakehademunity? Was there an
awareness of national or European qualifications frameworks and were they being used?

7.1.5 Competences

Competences are the skills and knowledge that practitioners have acquired during the
career. This section gatheretews on the usagof competence frameworks in
organisations, as well as their potential benefits and barriers to adoption.

7.1.6 Ethics

Adhering to principles of ethical conduct is regarded as a defining aspect of many
professions. This section gatherggbut on Codes of EthiSonduct used within the ICT
profession, their content, usefulness, compliance requirements, and opinions on
enforcement.

7.1.7 CIO Training

In this section, weaughtto understand stakeholder views on the need for CIO training, as
well as what content could ts prepare ClOs to undertake the role successfully.

7.2 Testing

The questionnaire was developed in two formats. One used an online survey and the other
was a word form that could be completed difiie.

Estimates were established for each question type; basethe number of each question
types a time for the overall survey was initially identified at approximately 45 minutes. We
reworked questions in an effort to reduce the time to below 30 minutes which we set as
the upper limit of what could be achieved. Semuestions were removed and would be
addressed by follovup calls.

The questions were peer reviewed prior to approval for use. A number of participants were
asked to complete the survey noting the time as they transitioned between pages in the
survey. Theesults varied from 20 minutes to 35 minutes depending on the respondent.

In terms of the online survey, we initially, loaded the survey using the Bristbth®©Survey

Tool but as it did noat that timed dzLJLI2 NIi G KS O2y OSLJi 2dedtaal @S
use Survey Monkey instead. Retesting using the Survey Monkey tool showed our criteria
were met.

7.2.1 Results analysis

We performed a number of analysis and reporting activities on the test answers. We were
satisfied that either the Survey Monkey featur@smanipulation and analysis of the
downloadable spread sheets from Survey monkey would meet our needs.
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8 Interview results

As part of this first phase of research, we contaatehyICT practitioners, representing a
wide range of ICT roles and experiefite understand the dynamics of ICT professionalism
in more detail. 380 of those contacted participated in the survey and provided us with
insights into the area of ICT Professionalism.

Most of the member states were represented and a number of-Bdh counties also
responded. All stakeholder groups are represented in the suamelgach person in the
sample population had, on average, approximately 19 years ICT experience

There is a mix of qualifications levels among the respondents. The highest qualificat
level attained by the respondents is shown as:

Highest attained level | # Respondents

EQF 8 (Doctorate) 69
9vC 1 odalai 175
9vC ¢ 6. OK 88
EQF gDiploma) 35
None 13

Table7: Highest qualification leels attained by respondents

We asked if these qualifications were in Technical, Management, Business or Other areas
and the breakdown from the respondents was as follows:

286 (75%) had technical qualifications of which 125 (33%) had only technicatqtiafifs.

117 (31%) had management qualifications of which 2 (1%) had only management
qualifications.

137 (36%) had business qualifications of which 11 (3%) had only business qualifications.
132 (35%) had qualifications in the other category of which 4%jlad only other
qualifications.

13 (3%) had no qualifications.

% Each person in the sample population had, on average, approximately 19 years ICT
experience.
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Figure22: Qualifications mix

Please note that many respondents have qualification in different areas and some 25
respondents have qualifications in all four categs.

Given that one of the drivers for developing an ICT Profession Framework is to improve
mobility of workers, it is interesting to note that some 45 respondents are working in
countries other than their origiriThus, these respondentse likely tohave experienced
promoting their certifications and qualifications across national boundaries.
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Total

USA
United Kingdom
Ukraine
Switzerland
Sweden
Spain
Serbia
Portugal
Poland
Norway
Netherlands
Malta
Luxembourg
Latvia
Japan
Italy
Ireland m Total
Iceland
Hungary
Greece
Germany
France
Finland
Denmark
Czech Republic
Croatia
Canada
Bulgaria
Belgium
Austria
Australia
Argentina

0 20 40 60 80 100 120 140

Figure23: Nationality of respondents

The routes taken by the respondents are varied and reflect many different career paths.
Thus, the srvey respondents represent the more common paths into the ICT profession.

Route into ICT Profession Number Percentage

Directly from college by training on the job 1 0%
Directly from college following a conversion course 14 4%
Directly from college vian ICT related course 214 56%
Directly from school with otthe-job training 3 1%
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Route into ICT Profession Number Percentage

| do not work in ICT 10 3%
Planned via certification route (vendor and vendor neutral) 10 3%
Role evolved over time to encompass ICT components 49 13%
Selftaught with personal career plan 32 8%
Transferred from another rofé 37 10%
Other 9 2%

Table8: Respondent routes into ICT Profession

Clearly the dominant route is via an ICT related college/university cout@atThis is
followed by roleevolution combined with inter and intra company transfers accounting for
23% between them. This is followed by dalfight route. All other routes make up the
balance. Note that 10 respondents indicated that they do not work in ICT.

The respondents are ssciated with the organisation types shownTiable9. The bulk of

the respondents at 61% represent private enterprise. Public and private education is
represented as well as government, certification bodies and professional ICT organisations.
The numberdr government at 11% includes all levels of government including EU, national
and local.

Organisation type Percentage

Private enterprise 61%
Public educator 13%
Private educator 3%
Certification developer 3%
Unions 1%
Professional ICT association 7%
Government (EU, National or Local) 11%
Other 1%

Table9: Respondent organisation types.

The survey respondents are actively participating in the identified building blocks for an ICT
profession. The rations of involvement are shin Figure24.

¥Thesurve LIGA2Y 61 & G0N YAFSNNBR gAGKAY | O2YLI )
number of respondents indicated that they transferred from another role in another
company. The figure is the combined number.

154| Page



OICT Management Training

@ Bodies of knowledge

0O Standards, certifications
and/or qualifications

O Competencies and/or
competence frameworks

B Ethics and related

Figure24: Professional activities of respondents

8.1 Bodies of Knowledge

8.1.1 Industry recognised bodies of knowledge

The industry recognised bodies of knowledge in use include ACM/IEEE Computer Science
Curriculum; Advaced Distributed learning; BABOK; CMMI; COBIT; ESSup (Fujitsu Apt);
IASA; ISF, SARA & SPRINT; ISO Vari@MFITTIL; Lean; Managing Successful
Programmes (MSP); Mastering Requirements Process; Microsoft Infrastructure
Optimisation; Microsoft Operationsramework (MOF); OBASHI; Open Web Application
Security (OWASP); PO$S; PMBOK; Prince2; Rational Unified Process (RUP); Sherwood
Applied Business Security Architecture (SABSA); SWEBOK; Total Information Quality
Management (TIQM) and TOGAF.

ITIL was the wst frequently cited body of knowledge. This was followed by PMBOK,
Prince2, COBIT, CMMI;CMF, TOGAF, SWEBOK and ISO Various. All others had very few
reported usages.

The survey results confirm the desktop research in a number of ways. The bodies of
knowledge are considered relevant, current, adequate and appropriate to the tasks
assigned. Some variations were observed but these were statistically insignificant or
wrapped in specific use cases. The results were consistent across all organisation sizes.
There is a slight drop in satisfaction in medium sized companies but overall all users are
happy with the bodies of knowledge. All organisation types use the bodies of knowledge.
The use differs by organisation type but this is consistent with their dlpgs:t

The bodies of knowledge identified for the desktop research were the dominant ones
found to be in use. TOGAF was initially missed and has been added subsequently.

BOK Uses by Private Enterprise
ACM/IEEE defining standards
Computer Science
Curriculum
CMMI Benchmarking own organisation; Compliance, Gap Analysis;
Guidelines for project management; internal certification;
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BOK

Uses by Private Enterprise

Process Improvement; Software development/delivery;
Structured Project Maturity

IASA

Architecture

IEEE

Research and Compliance

IT-CMF

Enterprise IT Management; Organisation Design, Readiness 1
Services expansion, external certification; valuenagement

ITIL

application management services; Best practice for service
management improvement certification exams; Configuration
Managenent; Consulting; define ahdardprocessedo
governance it; Defining and operating IT Service Managemen
processes; Defining certification for exams, IT service
improvements in organisations; defining standards and
compliance; Design of IT Processes; lemaork for the provision
ICT Support Services; Framework of business processes for |
Networks, Technical, Telecoms services across the business;
Framework on which the delivery of ICT services is based. IT]
processes also underpin the banks 1ISO2000emvicg
Management Framework; Gap analysis at vendor support
process level; Guidance on SeevManagement projects and
course delivery; Implement security related IT services; IT
management; IT Process Management; IT Production; IT Sen
Delivery & Managment;

Lean

Continuous Process Improvement with focus on eliminating
waste

Microsoft
Operations
Framework (MOF)

Service Lifecycle Management, Planning and Governance

Navision
Developer's Guide

Adaption and extension of internal ERP system

PMBOK

base fo project management method in company; basis for
company standard, basis for individual work; education;
Frameworks overview and initial starting point for developing
internal framework; Guides approach to project management;
Project Life cycle managemie Project Management; project
management and project delivery; Project Maeagent training;
Project plannig and analysis; Project structure; Reference;
Software Development Project Management

Prince2 business and program planning; defines standardsgfams;
Defining Project Management Standards; General Project
Management, Enterprise Management, Compliance; PLC Cor
and Reporting defining standards; Project Management

Scrum SW development

SSADM systems analysis
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2]0]1¢ Uses by Private Enterprise
SWEBOK theoretical background / &ining

TOGAF defining architecture standards; Enterprise Architecture; To
define training course accreditation criteria and people
certification exams and related criteria

Table10: Sampleof private EnterpriseBOK usageesponses

The following table shows a sample of the response to BOK usages by public educators.

BOK Use |
ACM literature research
ACM/IEEE Computer Science Curriculum Review; defining standards
Curriculum
COBIT scientifc argumentation and founding; Teaching

Curiiculum fur ein Basismodul zur  Course "Huma€omputer Interaction” for
MenschComputerinteraktion (Juli  Bachelor students

2006), Empfehlung der Gesellsche

fur Informatik e.V., erarbeitet von

der Fachgruppe Software

Ergonomie

Google translation

Curriculum for a basic module on
humancomputer interaction (July
2006), recommendation oGerman
Informatics (GIgV, prepared by the
Division Software Ergonomics

IS 2010: Curriculum Guidelines for In part as a basis for our bachelor progiramin
Undergraduate Degree Programs il Information Systems

Information Systems (Associatin

for Information Systems)

IT-CMF Assess business value of IT; developmgap
analysis
ITIL Best practice for service management

improvement; Service Management Review, ar
cloud matuity for adoption

PMBOK defining standards and certification exams;
explain structure of project management
SWEBOK Teaching

Table11: Sample Public educator BOK uses

The uses to which bodies of knowledge were applied by the btd#ler groups reflected
their objectives.

Some minor surprises were observed. It was expected that the larger companies would be
dominant in the use of bodies of knowledge. This was confirmed. However, micro
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companies also use the frequently reported badad knowledge. Small companies did not
report much usage of the bodies of knowledge. Although we did not ask if people were
working as consultants, we can suggest that the micro companies may be using the bodies
of knowledge as a consultancy sales tickdtectively, their consultancy may be specialised
and focused on the bodies of knowledge reported.

Because the numbers of respondents from some countries was too low, it is not possible to
make significant statements about countiy-country differencesHowever, one
difference is that Prince@eemsto dominate the project management world in the UK.

BoK Usage Reported Frequency
mITIL

= PMBOK

m Prince2

m COBIT

m CMMI
uIT-CMF

m TOGAF

m SWEBOK

Figure25: Industry recognised BOKs

8.1.2 In-house or self-developed bodies of knowledge

The results here did not identify any commonrtds. There does not appear to be a
common gap or knowledge area that several companies are addressing. All seem to be
specific to solving particular issues for the organisations involved.

It is worth noting that none is developed based oshouse technolgy roadmaps.

8.1.3 The nature and structure of bodies of knowledge
Industry established bodies of knowledge had different formats:

e Syllabi (community driven)

e Body of knowledge in text and diagram
e Syllabi with bibliography

e University syllabi

e Capability maturity radels
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Many bodies of knowledge are targeted at the ICT entry level. Others encompass a wider
scope in terms of the level or seniority at which they are targeted.

8.2 Competence framework

8.2.1 Framework awareness
Awareness ofompetence frameworkwas low.
e 66% were not aware of any ICG§pecificcompetence framework

Framework awareness is important: low levels of awareness will clearly impact adoption
across all stakeholder communities. Moreover, the impact isre@iforcing. The less one
stakeholder communitknows about the framework, the less interest related stakeholders
are likely to show in the framework as the potential benefits from investing in adopting the
solution are unlikely to deliver recognisable benefits. That said, the opposite is true, in that
there are opportunities to enter into a virtuous cycle: thatiis;ompanies adopt the

proposed framework to specify the competences required for roles in their organisation,
HR companies will adopt it in their job advertisements, practitioners will sehtaurses
which are aligned with the framework to help them develop their careers, and
education/training providers will deliver courses which meet these needs, which supports
companies in finding a supply of suitably skilled workers.

Whilea small majaty of participants (55%) indicated that their company defined job roles
in terms of competences, the level of awareness of specificd@ipetence framework
was relatively low among the population sample.

e 9% of respondents were aware of thex#
e 11% ofrespondents were aware of SFIA

We have not included separate figures for national frameworks as the responses for

national frameworks were too low to be considered meaningful. Interestingly, almost 13%

of respondents were aware of the IT Capability MagyuEramework (to assess

organisational maturity rather than individual competence proficiency) but this could
NEFfSOG o0AlA Ay GKS LR2LJzZ FGA2Yy al YL S RdzS
project contractor. Similarly, figures for SFIA awarenegg be influenced by the fact that

the survey sample includedrelativelyhigh number of UK and Irish respondents.

8.2.2 Framework adoption

When asked which ICT competence frameworks were in use in their organisation, the level
of adoption indicated was vergw.

e eCF 2.6%
e SFIA 3.0%
e Unaware of usage within organisatior81%

However, this stated low level of adoption was not altogether unexpected: furthermore,
many CIlOs may be blissfully unaware of the spemgificpetence frameworkn use in their

159| Page

[N



organB I G A2y LINBTSNNA Yy Ithedrgwilldé téstedddbring Rhasé 2 | wé © ¢ K.
interviews with ClOs.

8.2.3 Balanced Skillset

When asked about the skills focus of the ICT competence framework in use in their
organisation, only 36% of respondents noted thagrhwas a mix of technical and non
technical skills. Given the growing importance of frameworks that have an appropriate
balance of technical and nelechnical competences, this represents a potential
opportunity to create a more balanced solution in marganisations.

What is the skills focus of the ICT competence framework(s) in use in
your organisation?

50.0%
45.0%
40.0%
35.0%
30.0%
25.0%
20.0%
15.0%
10.0% +— | 1
I
0.0% ‘ ‘ ‘ ‘
| do not know / Not  Mainly technical A mix of technical Mainly non-
applicable skills (ie technology and non-technical technical skills (ie
focus) skills business,
managerial,

interpersonal skills)

Figure26: Skills focus of competence framework

8.2.4 Benefits of an ICT Competence framework
Where companies have an I€dmpetence frameworkn place, respondents were asked to

identify the top two benefits of adoptingn ICTtcompetence frameworkvithin their
organisation.
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If you are using an ICT competence framework within your organisation,
what are the top two benefits your organisation derives from its usage?
50.0%
45.0%
40.0%
35.0%
30.0%
25.0%
20.0%
15.0%
10.0%
5.0%
0.0% ‘ ‘ ‘ ‘ ‘
Employee Training  Consistency Recruitment Workforce Other
mobility needs  of processes facilitation capability (please
analysis planning specify)

Figure27: Benefits ofCompetence framework

Consistency of processes (46%) and Workforce Capability Planning (39%) were the leading
responses.

Interestingly, employee molify scored relatively lowly, but as candidates were only
invited to select the top two benefits, this result is most likely to represent relative
priorities for organisations.

Indeed, whenasked 6 KI i §NBYyR& R2 &2dz 4SS AnymberafdzNJ 2 NH |
62N] SNE SYLX 2@ é R 2 dzi & A Rist @spondekiSiarétasiag dzy G NB 2 F
upward trend.

d Whagtietts do yau sBe mSfbiiorgdisigation relating to the number of ICT
mall workers\e G%?:ﬁs ¢ their country of origin?
decrease, O Seriesl, Large
1.7%, 2% increase, 20.0%,
20%
0O Seriesl, Static, OLarge increase
39.2%, 39% B Small increase
0O Static
OSmall decrease
B Large decrease
B Seriesl,
Small
_ increase, Y,

Figure28: Mobility trends

Accounting fothe leading perceived benefihamelyconsistency of processesould

suggest hat the frameworks were particularly helpful for large companies wanting to
enable consistency across and between countries, and this must therefore be emphasised
in any discussions during Phase Il with any companies considering adopting such an
approach However, smaller organisations wanting to outsource parts of their ICT function
may also benefit from increased consistency when dealing with potential suppliers.
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The second most significant benefit listeghrkforcecapability planning, raises a separate

concern. While ICGompetence framework support identification of a robust set of

competences for all ICT job roles acros®eganisation they are in essence showing only

one part of the problenas ICT organisational capability is not being assessatisTio say
ICTcompetence framework show individual capabilities, and these can be aggregated in

theory, but practical operational output may not be realised and this could only be

identified using a separate ICT organisational capability assessmgri{ea C> S+ f L ¢ = X
Thus, it may be useful to investigate options as to how the assessment of organisational

capability could be undertaken so as to support potential gap analysis activities.

8.2.5 Obstacles to adoption

We identified that a lack of awareneskthe existence of @ompetence frameworland
lack of perceived benefits were the two main obstacles preventing companies from
adopting an ICTompetence framework

This would reinforce the earlier findings that branding is of paramount importance, and the
value proposition for stakeholders needs to be clearly communicated.

What obstacles prevent your organisation from adopting a
national/European ICT competence framework?

45.0%
40.0%
35.0%
30.0%
25.0%
20.0%
15.0% -]
10.0% | -
5.0% -
0.0% ‘ ‘ o
() (2] © c = A (8} = (D)
5 58 B2E S é'ff, s T8 8o
2  ¥8 €82 BEL §5s & o8 g%
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Figure29: Obstacles to adoption

8.3 Certifications, Standards and Qualifications

8.3.1 Perceived Importance of ICT Certifications and Formal Academic
Qualifications

Respondents provided their views on the importance they attribute to both ICT

certifications and formal academic qualifications as a factor for recruitment and for

continuous professional development. In terms of recruitment, greater than 72% of
respondentgegard certifications and greater th&88% regard formal education

qualificationsastsf S ad al FFOG2NE Ay NBONHAGAY3I F2N L
20KSN) g2NRA (GKSe& O2yaARSNIAG GOSNE AYLERNIIy
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Certifications Famal Academic Qualifications

Very Important | A Very Important | A

important factor | Important factor
Entry level 12.5% 23.9% 40.4% | 40.7% 34.7% 18.9%
Senior/Experienceq 20.3% 30.8% 33.9% | 25.1% 41.0% 29.5%
Managerial 13.4% 21.2% 37.7% | 25.9% 32.8% 29.4%

Tabe 12: Importance of ICT certifications and academic qualifications during recruitment
Closer analysis of these responses reveals the following distinctions:

e Entry level positions:

e Greater importance is attributed to formal academygalifications than to
certifications for entrylevel positions. 40.7% of respondents suggest that formal
FOFRSYAO ljdzr t AFTAOIGAZ2Y A I NB AaOSNEB AYLRNILI
certifications.

e 94.3% of respondents suggest formal academic fualiOF G A2y a FFNB G f S|
in recruiting for entrylevel position® Ly 2 G KSNJ g2 NRa (GKSe& 0O2yaai
AYLRNIF Yy (és &AYLZENsTmpligditdat ircokttkr dolworkFin tled@TNE 0
industry some level of formal qualification is required.

e Senior or managerial positions:

e The degree of importance attached to academic qualifications appears to reduce for
senior and managerial positions. The number of respondents who suggested formal
FOFRSYAO ljdzt t ATAOI GA2y A dobdeloran®SNE A Y L2 NI
managerial jobs were 25.1% and 25.9% respectively.

e The importance attributed to ICT certifications increases, with 20.3% suggesting ICT
OSNIATFTAOFGA2Yya 6SNB GOSNE AYLRNIFYyGE F2N

In terms of Continuous Professional Developi@PD), greater than 74% of respondents
regard certifications and greater than 75% regard formal education qualificatiorts as a
tSrad af FIFHO0G2NE Ay TFdzZNIKSNJ RSPSt2LIAYy3 GKSAN

Certifications Formal Academic Qualifi

Very Important | A Very Important | A

important factor | Important factor
Entry level 20.5% 33.0% 29.9% | 19.2% 26.5% 38.7%
Senior/Experienceq 18.1% 39.7% 28.9% | 12.9% 31.8% 37.1%
Managerial 12.0% 26.8% 35.9% | 15.2% 25.8% 34.6%

Tablel3: Importanae of ICT certifications and acadengoalifications for CPD

Greater importance is attributed to ICT certifications compared to formal academic
qualifications for entry and senior level positions:

e Atentryf S@PSt po®dpz aF AR L/ ¢ NBSNOIAT 200 IGM2YYLE NI
compared to 45.7% for academic qualifications.

e I ASYA2N) £t S@Stx prody:: aidliSR OSNILIAFAONGA
compared to 44.7% for academic qualifications.

Less than 18% suggested that formal academic quaiditatvere not relevant or
unimportant as a component of CPD at any level of position seniority, which points to the
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significance of the current European initiative in terms of developing an education
programme for CIOs and their equivalent.

Given the impaance attached by respondents to both formal academic qualifications and
OSNIATFTAOIGAZ2Yy A GKNRdAAK2dzi 'y AYRAGARdzZ f Q&
estimatingthat up to 50% of ICT staff in the UK do not have formal ICT qualifications is
somewtat surprisingYet aur surveyalsofound that in terms of formal academic

qualifications, 25.3% did not have ICT technical, 69.2% did not have ICT management, and
63.9% did not have business type qualifications.

8.3.2 Motivators and Deterrents in Acquiring ICT
Certifications/Qualifications

Figure30andFigure31 provide a representation of the factors motivating individuals to
acquire certifications or formal academic qualifications, and those factors deterring against
acquiring such certifications or qualdions.

What factors would motivate you to complete training that leads to
certification or a formal education qualification?
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Figure30: Motivators for acquiring ICT certifications/ formal education qualifications
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What factors might deter you from completing further certifications or
formal education qualifications?
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Figure31: Deterrents for acquiring ICT certifications/formal education qualifications

Career developmenknowledge acquisition, and professional recognition were the three
motivating factors identified most frequently (68.8%, 66.4% and 58.7% respectiMadge
findingsshow an evolutiorirom the 2005 survey conducted by CEPIS where the top five
driversidentified at that timefor ICT professionals to acquire certifications were:

To increase credibility;

To assess knowledge;

To prepare for a new job;

To improve personal productivity; and
To meet job requirements.

S A

Of interest is that only 35.9% recogaijob requirement as a motivator. Yet from analysis
of the importance respondents attributed to certifications and formal academic
qualifications above, it is evident that for either entry level, senior or managerial positions:

o Atleast 72.3% of respondts regard certifications and at least 88.1% of
respondents regard formal academic qualifications as at least a factor in recruiting
for a specific job

o Atleast 74.7% of respondents regard certifications and at least 75.6% of
respondents regard formal ademic qualifications as at least a factor in continuous
professional development.

Furthermore, 34.6% of respondents identified job mobility as a reason for acquiring
certifications. This issue of mobility may hold greater importance as a factor fotthe,

% CEPIS (2005). KSKills Certification in Europe. Awdile at:
http://www.ictliteracy.info/rf.pdf/eSkills_Certification_final_report.pdf
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with 59.5% of respondents suggesting that an increase in the number of ICT workers being
employed outside of their country of origin is/will be experienced.

It is unsurprising that time availability (78.9%) and cost (61.46é)the leading deteants

for completing further certifications or formal education qualifications. Issues such as lack
of recognition from employers (37.2%), accessibility (32.2%), lack of suitable courses
(30.9%), and the fact that they were not mandated in the job (13.886¢ @&lso noted.

Some individuals rely on alternate development methods (12.1%), perhaps acquiring the
knowledge through selétudy but avoiding the expense associated with certification or
registering in formal education institutions. This may be a consecge of less access to
funding from employers given the tighter financial environméninay also be tied to the
value and impact attached to certain types of certificatiomsthe general culture towards
attaining certification in a countryWhile learing and training in new developments is
critical, some certifications are the product of multiple choice examinations vduald be
argued not to be an effective validation of competencies. This is exemplified in the
following quotation from a survey respdent: ccertification does not necessarily indicate
expertise in the application of knowledge. Some certification needs to be backed up with
F2NXYEFE NBO23ayAlAzy GKIG GKS &dzo2SO00 YIFGGSN K
SEI Y&a | NB (i Scadobeinygliet thd tieNBue attached to such

certifications may be diluted. However, given the perceived importance attached to
certifications by respondents during both recruitment and CPD, this viewpoint appears not
to be widely supported.

8.3.3 Industry -Academia Collaborations

61.2% of respondents were not aware of any industcpdemia collaborations on ICT
certifications and qualifications. For those individuals who were aware of such
collaborations, many suggested a growing trend in this arélagriuture. Possible trends
include a growth in the number of innovation centres and technical labs within universities;
and greater use of collaborative technologies and online, interactive approaches similar to
those adopted by Harvard. The followingagations support a growing trend:

Gaz2@Ay3 F2NBFINR AG GAff : z
2FFSN) O2dz2NBESa GKIFG gAff YSSG GKS ySSRa 27F A
@' O RSYAO AYyAGAIGABSE &2 VS G heredsianddzofi@i NBI OF
0KS 1y2dGd FyR Oft2a$S GKS 3L 0Sis6SSy GKSYE

dn a sector as volatile as ICT, academia needs to be more agile/responsive to

educational needs. The inclusion of industry practitioners on academic boards is very
@l tdzZ 6t S¢

GOe¢ KSNBE A& | 6ursy @&tdnt difedtibd frismi iddisByN@ad@rs to improve
NBII RAYS&da 2F 3INIRdzZ §S& F2NJ AYRdza G NEB €
Gaed OASg Aa GKIG I OFRSYAO k F2NXNIFE SRdzOI (A:
formal learning need to align more closely to enable knowledge workers tincento
develop over the course of their careers. | would like to see acceleration in the pace of
GKAa O2y@SNHSYOSKkItAIYyYSyiéod

EuroCIO which is the European CIO professimgainisation, connected to approximately

600 companiesprovided insight on its@ucational programme for ClOs and other ICT staff.

This serves as an example of some of the collaborations taking place in development of
training/education material at presenEuroCIO is undertaking development of a three
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layer professional education pgoamme for CIOs and their employees which has

international accreditation and is compliant with theG# and EQF. This progragaims

to meet the demands of ICT professionals. Layer One is targeted to the future CIO; layer

two is targeted to those indivighls reporting to the CIO; and layer three to other ICT staff.

The layer one programme was developed by EuroCIO together with Nyenrode and Delft
University, and was piloted in October 2010 in the Netherlands. This Executive/M&A
currently has greatethan 50 students, will be rolled out across Europe in several Business
Schools, and is endorsed by CIO organisations, ICT industries such as SAP, Cisco, HP, IBM,
PWC and multinationals such as Philips, DSM, RaboBank etc. A number of those companies
are menbers of the Programe Review Board, providing input to the demand driven

approach. The second layer of the programme is currently under development for the
enterprise architecture function, incorporating input from a number of French multi

nationals such&AXA, Total, and Michelin. The third layer of the programme has not yet

been developed as numerous courses already exist in the market for this area.

Other examples of industrgcademia collaborations include:

e (ISCxtengagement with several universisie Ay ( KS idtevestedfhz | NB a
providing a certification slant to the qualifications that they céfeb

e alyé 2F {9LQa OSNIAFTAOIGAZ2Y&A I NB ONBI GSR
government and industry representatives.

e L/ /t Q& Sy3l 3SUB8o/ldyesand dekelophhent &f test
instruments/normalised standards that can be used for benchmarking purposes.

In terms of the value of industrgcademia collaborations, respondents offered mixed

views. Some individuals suggested that they were vepomant, with a number of
respondents identifying examples of these collaborations, e.g. Cisco Academy, as a useful
YSIFya F2N) &LINBI RA Y Jbetalse thd spediof t&cRn8I&yibal evalziidn K S NI
is forced by commercial interestg (1 K S aafioncart atid-valu® Miterms of ensuring
there are suitably qualified individuals entering the ICT market. A further respondent
recognised that they provide an opportunity for individuals to gain formal qualifications
that are relevant to their area of wh. However, one respondent suggested that the value
dimension for these collaborations rested mainly with the course delivery and training
organisations, who benefit financially irrespective of course pass rates. Finally, it was
suggested that unless thesollaborations result in more recognised qualifications their
value contribution to the ICT profession would be low.

8.3.4 National and European Qualification Frameworks

77.2% of respondents were not aware of their NQF. While it can be argued that many
countries are in the development stages of their national framework, it should be noted
that 316% of respondents are of Irish or UK national3®.6% of respondents currently (or
most recently) work in Ireland or the UK. Both of those countries have estath Q& s,

but awareness among ICT practitioners is still poor. Furthermore, 80.5% of respondents
were not aware of the EQF. These findings point to important concerns regarding publicity
surrounding these initiatives at both a European and national levetheir subsequent
adoption and value.

The survey also sought insight on the benefits to be derived from the use of such

frameworks when comparing certifications and qualifications. Of the 298 respondents who
answered this question, 169 individuals dedwno or limited benefits or were not aware of
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any. This is unsurprising given the lack of awareness of these framewaorks. The relevant
benefit categorisations identified by the other respondents include:

e Basis of comparison for certifications and quadifiens. For example, such
frameworks:
o FacilitateO2 YLI NAaz2ya 2F afAlS 6A0GK fA1SE
jdzt t AFAOI GA2Yy &E
o Providea standardised and independent approach across the industry

0o FacilitateNE ONHzA G YSY (i a6 KSy F2NBj Iy ljdz £t A FAC

FaaSaasSRé
Facilitatedransfer of credits

o

7 A

0 Enabled2 YL NRAazy 2F (K OSNIAFAOF A2y Qacxl

learning outcomes
o Enablemore informed decisions regarding courses/certifications to
undertake andsupportseltselection

o Actsl & 63t Oy SE T GLINEOARSAE | O2YYz2y I y3d

ANRdzy R F2NJ SO fdzr iA2Yy¢
o0 Providedransparency and better understanding of
certifications/qualifications value and relevance.
e Enhanced mobility between industries and countries through use of a common
approach
e Improved knowledge on certifications and qualifications

e t NPOARSA | afS@St LXIF@Ay3ad FTASEtRE F2NJ OF yF

8.3.5 ICT Certifications/Qualifications Support for Worker Mobility

74.1% of respondents believe that ICT certifications support worladility across

national boundaries. The international recognition of ICT certifications and standards e.g.
ITIL, PRINCEZ2, ISO 2Q@D&SEtc., is a key facilitator of mobility for individuals holding
those credentialsOne respondent statedas most ICTertifications are universally
recognised, be it by technology or framework, they are universally respedied! 4 S 2 F
standard assessment process across different countries provides a useful comparator. One
respondent suggests ICT certifications typicatily support a limited set of knowledge and
skills relevant to specific domains, and these are portable. Further, certification in for
example programming languages and methodologies are typically not culture related, and
can therefore help work integraih abroad. However, the degree to which ICT certification
contributes to mobility depends not just on the international recognition of the

certification but also the certifications reputation and trustworthiness. Some certifications
are awarded, for examelbased on a two day course and a simple examination. As stated
08 2y S NReéntddtyhiRr ® yhé Cisto network professional qualifications CCNA,
CCNP, which require significant effort and professional experience to acquire. A
qualification like thisets a globally comparable baseline of competénde C diMieK S NX
certifications can be trusted and are proven to indicate real capability, then the applicant is
more mobilé

One individual maintains that because worker mobility across Europe hasopeesting
without difficulties for decades, in theory such frameworks as discussed above are
unnecessary. Sontespondentdeel that it is factors such as language, culture, personal
circumstances, regulatory issues as opposed to certifications heldilwydnals that inhibit
movement across national boundaries. A number of respondents suggested that
experience and implicit ability are more important factors for mobility. Judgment in
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recruiting abroad often needs to be based on work experience and achiSw @iden &
the plethora of certifications across countde® ¢ KA a O2YYSyid fAyla G2
2dzy 3t S¢ SELISNASYyOSa 2F GKS SINIeée &SINaA 2F (K

74.4% of respondents believe that formal education qualifications support mobility,

particularly if the primary and postgraduate degrees are internationally recognised.

oGeneral concepts and principles obtained in academic studies are transpériated
onerespondent Y R & dzOK |j dzi £ A ¥ Arforeinid Mygré haimbid&éd® SO2 YA y 3
However, depite suggesting that qualifications support mobility, one respondent stated

i K leinplogiers are not fully aware of the true level of foreign academic qualificatigns !

further respondent suggested that while the abilities developed through ICT quatifisati

are portable, soft skills are often poorly represented in existing qualifications. Support for
mobility is also dependent on the awarding university/institution and its reputation and

prestige.

Respondents who felt ICT qualifications do not supporbifitp made some interesting

comments. The issue of comparability and consistency of qualifications across countries

was one inhibitor, with problems such as comparing quality across boundaries identified.

ForS E | Y Lahirfk thé situation is improving {th frameworks and models) but I still

have the impression that academic qualifications vary in quality and level internatiorslly

C dzNJi &ashNeduntrgy has more or less hidden walls that makes it very difficult to accept

foreign academic qualificatiod$ y Romomy experiences most universities prepare for

the national market, with for example qualifications issued in one country not recognised

in another. Greater publicity and awareness of NQFs and their more widespread

development may alleviate perpgonssuch as these. Two respondents further stated that

academic qualifications provide less support for mobility across national borders than
LINEFSaaArz2yl f L intérnatbSalrecagnisdd |OTAcertficattonsimake &

validating suitabilityfor a role easigr | fgrRal @cademic qualifications in ICT are less

relevant than vendor specific certificatior® ! & a0 G4 SR & vedy yificuNB a LI2 Y R
to assess the standards of colleges between countries so often the professional

qualifications are a more useful benchméarkb { AYAf I NJ 62 | 02@S3 &az2yvyS$sS |
greater importance to experience in supporting mobility as opposed to academic

qualifications.

8.3.6 Involvement in ICT Certification/Qualification Development

44.1% of respondents we involved in developing certifications or formal academic
qualifications. 32.9% stated that the certifications their organisation develops were based
on ISO, national, industry or other recognised standards; 31.3% said they were not; while
they remainde did not know. Many of those who commented were working towards
basing their certifications on ISO standards, or relevant industry standards tailored to the
specificindustry needs. Education providers in Ireland linked to HETAC governing body
standards.e. Level 6 Level 9 on the NFQ.

8.3.7 Mapping of ICT Certifications to Competence Frameworks

Respondents were questioned on how a mapping of ICT certifications to a national or
European competence framework may benefit their organisation. Approximately 45% of
the respondents who answered this question were not aware of what benefits this may
deliver or suggested it would deliver no benefits. Benefit categorisations identified by other
respondents include:
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e Provides guidance for recruitment and staff development

e Provides a common standard/consistent procesgvaluation mechanisrfor
matching qualifications/certifications to competencies required for specific jobs

e t NEOARS SOARSYOS 2F GKS aNBFft @I ftdsSeg 2F (
skill levels

e Inaeases awareness, understanding and cross border recognition of ICT
certifications

e Facilitates benchmarking and comparison/equivalency

e Provides internationally recognised proof of competency levels

e Supports workforce mobility

e Supports more targeteddrication/training initiatives; and identification of
training/competency gaps

e Assists in competency planning and career planning

e Improves ability to determine capability of teams/individuals across organisations

e Provides a reference point from which to po job functions and needs

It can be suggested that benefits such as those outlined above would be of significant

interest to small and medium enterprises (SMESs). Certifications can prove costly to those
organisations, and given the expanded certifioatiandscape, this mapping could provide

better transparency for SMEs, which may act as incentives for them to adopt certification
schemesOne respondenhoweversuggested that benefits are unclear as he/she was

concerned that the mapping process may laded by the certification developerEhe
adz00Saa 2F lyeé adzOK AYAGALl (A Q8vailaddlity,adl § SR o0&
marketing, access, and ability of individuals to interprét it

Figure32 provides an overview of factors that may encourage edion or certification
providers to map their qualifications or certifications to a competence framework. 53.5% of
respondents suggested a need for improved brand recognition among practitioners and
employers of competence frameworks. This is in line withfinding that only 12.4% of
respondents were aware of the@F. Approximately a quarter of the respondents

identified the need for a simpler mapping process; this is an important finding with respect
to the ICT certifications4£F mapping initiatives beg undertaken in the current ICT
Certification in Action project. Closer analysis however, reveals that it is mainly private
enterprisesthat call for a simpler mapping methodology and not the certification
developers who would be responsible for the pees. The need for legislation was
ARSYGATASR 08 Hcom: 2F NBA&LR W Gfamtedr 3 | 002 N
use unless all certification developers dofiscussions with respondents also highlighted
that a key motivator must be an actuaquirement within the industry for this

competence framework mapping to be successful. The need to demonstrate the value of
the mapping exercise to all relevant stakeholdersritical.
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What could encourage education or certification providers to map their
qualifications / certifications to a competence framework?

60.0%
50.0%
40.0%
30.0%
20.0%
10.0%
0.0% =

Improved brand Legislation Simpler | do not know Other
recognition mapping
among process
practitioners
and employers
of competence
frameworks

Figure32: Factors influencing mappingptcompetence frameworks

Barriers to mapping ICT certification or qualifications to a national or European level ICT
competence framework are outlined Figure33. Three key factors were lack of demand
from employers (39.3%), no demand from practition&83.2%), and no clear benefit for
education providers (24.7%). Approximately 60% of respondents were either unaware of
the mapping process or could not identify any barriers. One interesting comment by one
respondent was thatlue to the competitive certifiation marketéthe certification providers
don't want to bare theirs internals about their certificatién®

What are the main barrier(s) to mapping ICT certifications / qualifications
to a National or European-level ICT competence framework?
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Figure33: Barriers to mapping to competence frameworks
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8.4 BRhics

8.4.1 Adherence to Code of Ethics/Conduct

70.8% of respondentadhered to a professional Code of Ethics/Code of Conduct. These

Codes ranged from company internal corporate Codes (e.g. CISCO Code of Business

Conduct, Fidelity Hmouse Code of Ethics, Dell Code of Conduct, NUIM Research Ethics

Code of Practice), to codef professional bodies (e.g. IEEE, IEI, IET, UK Engineering

Council, Institute of Directors UK, BCS, ISACA, ISC2, Association of Information Systems,
Icelandic Engineers Association), to individuals own personal Codes. Commenting on the
usefulness of th€odes irpractice, approximately 90% of respondents felt they were at

f SFad dzaSTdz ¢ pfodddKguiden&sSudd difeQidnkdn drder tautilise

competencies Setsoexpectations for behavigu2provides a philosophy and overarching
framewaké Setsimportant restrictions in the use of personalized data I Y ReveélsS £ LJA &
of trust to rise steadiy @ | 2 ¢ S ASeflimess addappldalility is situational and role
dependent ® ! aYlFff YAy2NARGe FStd (KSHKIFSHES NS NS
general, not policed, and not reviewed for improvendedt C dAdhEyrar8]MaE uséful in

practice but useful as a reminder that | have a duty of care to my clients (internal or

externalf ® o®m: FSEt G (KSe NBsfdr&kanplé ®éyresudza A y Saa 2 LJ
oputting principles ahead of profit ®

How useful is this Code of Ethics/Conduct in practice?
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Figure34: Usefulness of Codes of Ethics/Conduct

8.4.2 Content of Ethical Codes

The survey sought respondents insights on the content of the Codes adhered to. The

following chart highlights the areas addressed. These topics reflect the criteria for inclusion

Ay |/ 2RSa 2F 90GKAOak/ 2yRdzOG +a ARSYGAFTASR GKN
were addressed in the 30 national Codes examined by IFIP, compatifispthical issues

were the factor identified least often in the Codes respondents adhered to (42.2% of

respondents). This is similar to the findings of th#eussed in the desktop researathich

suggested that computer specifithical issues wereat adequately addressed and needed
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greater inclusion in ethical codes. Contrary to the findings of IFIP however, attitudes

towards regulations were recognised by approximately 68% of respondents as a

component of their Code(s); previous IFIP research siigdehis was addressed in less

than half of the Codes examined. 6.9% of respondents were not aware of their codes
O2yiSyit® hiGKSNI FI O02NE A ydhmtRrSeRacduricy bidd a8 L2 Y RSy
fairness of advice and guidaricalegalitye XSecdritypractices, financial accountability,

performancé | gh®rontentaissues

Which of the following does your Code of Ethics/Conduct address?
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Figure35: Content of ethical codes

The majority of respondents felt that there were not any important aspects excluded from

their Code of Ethics/Condu Some felt that their Codes needed to be updated to address

issues such as culture, internal company relations, data protection, health and IT, meeting
customer needs and duty of care, saffsessment of competence, innovation and ICT

specific aspectsugh as social networking, cloud computing and use of social media tools.

Ly GSN¥a 2F GKS fFraid AaadsSzI OkeaiitbBalage v NB
behind new technologiés | y R 8léwadbBtionofinevittechnologies due to lack of

trust and proper managerial oversightd

8.4.3 Consequence of Non-compliance
Consequences of necompliance with the stated codes were varied including for example:

e Potential termination of employment

e Disciplinary action/hearings

e Loss of membership from pradsional association/disbarring

e Verbal/written warnings

e Negative impact on individuals performance management review
¢ Negative impact on reputation including loss of credibility

e Potential loss of certification

e Criminal proceedings/legal action/proseaii
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e Fine

e Personal liability

e Suspension

e Shame

e Customer/client dissatisfaction

5 respondents were unaware of namompliance consequences; while 15 individuals stated
that there were no such consequences.

8.4.4 Need for Greater Enforcement Mechanisms

54.9% ofespondents feel that there is no requirement for greater enforcement and

penalties where Codes of Ethics/Conduct are breached. Some respondents feel that codes

are for guidance purposes and therefore the onus should be on the individual to decide

how to use them. Responsibility should rest with employers to ensure their codes are
SYT2NOSRd ! 002 NRA Y 3 thefe isradequatd I@8gSIaLBnyinithishdeal LJ2 Y RSy
already with appropriate sanctions for breaches in theélaw| 1yidRe education is begr

than penalising for violating the professional code of condiuct

On the other hand, 45.1% of individuals suggest the need for greater enforcement

Y S OK I y A rinraum letBiicaléstandards are a reasonable expectation from any

professiod | YR | BIREBSESPLEASE OdzZ dz2NE RADI2TEEY oX |
we see unethical behaviour...ndiilsclosure agreements signed and then infrirgeéd

C dzNJi ®e&SIGEprofiession has access to considerable private and personal information. In

the absence ofgnalties and enforcement, society is merely trusting that no misuse is

occurring ® LG A& NBO23IyAaSR (KFG GKS A&aadsS 2F Sy
to the severity of the breach. One respondent feels that there is a need for greater

awarenes in order to improve professional standards and compliance. There is also a

suggestion for developing codes at a European level that are linked to professions

according to the &CF.

8.5 CIO/ICT Manager Training

8.5.1 Understanding the demand for CIO training

Of dl the respondents surveyed the opinion was equally split between those who felt that
ClOs required some form of certification or qualification to practice. Of those that did not
feel certifications or qualifications were necessary, they did largely abetexperience

was the important factor. Thealso statediThat (it) would be daft, it would prevent

2dzi aA RS a1, sehtimenOdesighey B refleyt the fact thiat enforce a
requirement forqualifications training and / or certification wold restrict the flow of

skilled professionals into the area of CIO management.

Some also felt that whilst they disagreed with the notion of ICT certification and

qualifications there was a requirement for CIOs to possess either certifications or

qualificdi A2y a Ay o0dzaAySaa FyR YIyINaantdisisthe ! a4 2y
crux of the matter! ClIO's must speak the language of business, and have the same level of

senior qualifications as do other Exec Direciors
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Across all the responses there wasmmon agreement that whilst the role of CIO will vary
dramatically between orgasations and indeed industry sectors, the role of the CIO needs
to be more clearly defined.

8.5.2 Regulating the role of CIO

Considering the polarised view concerning certificagod qualifications, and the fact that

the perceived view amongst respondents is that the role of CIO is not clearly defined it was
interesting to understand the view concerning the regulating of the role of CIO. This in
effect asks the respondents if tiie¢hink the role should be regulated in the same way it

has been for the Federal agenciaghe US (Clinger Cohen Act 1996).

Should the role of the CIO be regulated?
60.0%
50.0%
40.0%
30.0%
20.0%
10.0% -

0.0% ‘ ‘ ‘
It should not be  Self-regulation e.g. National Legislation ~ EU Directives
regulated via Professional
association

Figure36: Views on regulation

Only 28.2% of the respondents felt that some form of National or ESld¢ige regulation
was required. Of the remaining respondents just under 50% felt that some form of self
regulation would help, whilst 35% were totally against the idea.

This provided an interesting insight, as the indication is that to impose someofiorm

national or EU level regulation would not be seen as a positive move by ClOs. However,
seltregulation was more acceptable. This maybe attributable to the variations in how CIOs
2LISNI 085 FyR NBIdzA I (RAYT S FARBER 1d$ Q3 QY diia 21y

8.5.3 Understanding the demand for training required for CIOs
To gauge the focus of education and training required by CIOs the respondents were asked

to assess the topics as identified within the Clinger Cohen Act (1996) for suitability to their
respective rées.
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Figure37: Key topic areas

The top five topics selected were in order of importance; leadership & management,
process/change managemermformation security & assurancénformation resource

strategy, ancpolicy & organisdt 2 y @ 'YRSNJ 6KS WhiKSNR OF 6S32N
highlighted, once again the need for business awareness and alignment, innovation, and
stakeholder and relationship management.

Interestingly enough the direction the respondents are taking is vernjhnmweards
identifying training and education that builds, not just the technical capability of the CIO,
but the ability to communicate and interact with senior managers across the organisation.

When the question was expanded to understand how well edunatimviders were
meeting the demand for training the response was not good.

Are Education and Training providers equipping employees with the
necessary skills for the role of CIO?

BOYes
ENo
ODon't know

Figure38: Provision of skills for the role of CIO

Only 13% said that education providers are meeting their needs in terms of CIO / ICT

management trairny’ 3 ® al ye NBT{ EddéatoRr pravidess ofyladiessthe | 0 &
basic foundations for people startingthin the professioa ® ¢tKS AYyFSNBYyOS o6S

el 27 GNIAYyAy3d FyR SRdOFiGA2y ySSRSR o6& / Lh
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(postgraduateprogrammes, which in turn may not be suitable due to their cost and time
commitment.

Many also commented on the fact that the training provided is too specific, and that the
broad range of skills required by the CIO means that any programme speciticaltig CIO

will need to cover a broad range of concepts. This issue is further complicated by the fact
that not all ClOs are starting from the same education and training base.

8.5.4 Demandzdriven Education and Training

Considering that education and trainingopider@ offerings were not perceived by
respondents teequip ClOs with the necessary skills, the question was asked if there was a
need for these providers to be more responsive to the demands of industry. The response
to this was not a surprise.

Is there a need for CIO training/education providers to be more
responsive to the demands of industry?

BOYes
BNo

64.0%

Figue 39: Need for greater responsive

hT GKS Wb2Q NBaLRyasSa docz0 Ylyd gSNBE FT2fft2¢

were not aware of the training and education offerings available. This highlights a further
issue concerningie communication and marketing of CIO specific training and education
programmes.

' Y20KSNIJ AYLR2NIEFYG FFEOG2NI ARSYGAFTASR Ay
¢Academic research is useful but not suffici@rp LYy SaasSyoS GKS @A
content must be supported with reatiorld examples. This would make the programmes
Y2NB NBftS@Olyld G2 GKS LINHAOALI GAY3 /LhZ
understand the changing demands being placed on the CIO in terms of their ability to
contribute to the orgarsation at a strategic level.

8.5.5 Education Qualification Mix

The role of CIO / ICT manager is not an elgwgl position, and it is accepted by the
respondents that some level of education / certification is required for those holding this
position. However, what is interesting is the mix of business / management and technical
qualifications / certification the respondents felt was necessary to perform the role
effectively.
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When asked the questiodif you were recruiting a replacement ClGsenior IT manager,
what would you expect in terms of educational backgrodr&d® respondents provided
the following insight.

Business Certification / Qualification

Answer Certificate/ Bachelor's Master's Doctoral | do not Response
Options Diploma (EQF Leve Degree (EQF Degree (EQF Degree know Count
5) Level 6) Level 7) (EQF Level
)
Minimum
Level 27.01% 41.23% 19.43% 0.00% 12.32% 211
Desired
Level 6.16% 23.22% 54.03% 9.00% 7.58% 211

Table14: Businesgertifications and qualifiations

ICT Certification / Qualification

Answer Certificate/Diploma Bachelor's Master's Doctoral | do not Response

Options (EQF Level 5) Degree (EQF| Degree (EQF Degree (EQF  know Count
Level 6) Level 7) Level 8)

Minimum

Level 23.61% 48.61% 19.91% 0.00% 787% 216

Desired

Level 4.23% 24.88% 52.11% 10.80% 7.98% 213

Tablel5: ICT certifications and qualifications

What is interesting from the survey is that nearly 74% felt that a bachelor degree (EQF level

6) in technology was require@s opposed to 64% who felt a business related degree was

NB lj dzA NER @ | 26 SOSNE ¢6KSy AdG OFYS G2 F YlFadgsSN
NEOSNESR 6AGK TH: FlF@2dNAYy3 Iy L¢ NBEFISR Yl
NBf I GSR YleaThi§Ngparts tReSoalisfEhat a mix of technical and business

qualifications is desirable.

What is also worth noting is that less than 34% of respondents believed that some form of
certification (Technical or Business) was necessary for the role of CIO

8.6 A European ICT Profession

8.6.1 Benefits of a Europe -wide ICT Profession

When asked about the possible benefits of a Eurayie ICT Profession, approximately
one third of respondents cited increased worker mobility across countries, and one fifth of
respondents indicated increased standardisation as being probable benefits.

Together with other data points, initial analysis suggests that respondents believe that
worker mobility will grow across Europe in the coming years, and that while ICT
competence framewdks play a significant role, they are currently only perceived as being
one part of the solution.

8.6.2 Risks of a Europe-wide ICT Profession

Respondents perceived numerous potential risks in the establishment of a EwidpdCT
profession. Concerns over bungaacy and timeliness featured widely in the responses:
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Concerns were also raised about the risks of establishing a solution which was not market
driven and did not obtain criticalmassRS @St 2 LJAy3 | 6A3 FNI YSg2N]
EYlLe HABDS AXLI OG0 AF y20i RNAGSy:¢ 6ROf S2RAYy3I 02

relevance".

A third strand of concern revolved around the risk of egerphasising qualifications to the
detriment of experiencé | & & dzY LJGA 2y GKIF G GKS I Han pravenA OFdGAzy
SELISNASYOSé¢s al NBEtAFYOS 2y ljdzk t AFAOFGA2Yya |

Otherconcerrsraised by some practitionerglated tothe risk of job losseas a

consequence of companies potentially exploiting offshoring opportunitits®, some
respordents emphasised the need to position any proposed framework in a global context,
reflecting the growing requirements of global organisations.

These raise important guidelines for any proposed solution;

e Simplicity: the more complicated and unwieldy théusimn, the less likely it is to
achieve any traction

¢ Demanddriven: unless the value proposition to all stakeholders is clear, we will not
achieve the required critical mass to make this initiative successful

e Experience counts: any framework which relesformal qualifications and
certifications to the detriment of experience will be resisted by existing ICT
practitioners

e Transparency: while the risks of offshoring do exist, the risks of inactivity are
undoubtedly greater in the long term
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9 Conclusion / tentative findings / Next steps

This initial phase of the EU ICT Professionalism project is tasked with delivering an
understanding of the landscape of ICT professionalism. In doing so, we have examined four
essential building blocks of any profession:

Bodes of Knowledge

Competences

Certification, Standards and Quialifications
Ethics / Codes of Conduct

Also, as specified in the original project brief, we have considered the current market with
regardsto CIO/IT Manager Training.

We have examined these fiveeas in detail using a combination of desktop research and
interviews with relevant experts, and undertaken additional analysis in order to reach the
findings presented below.

9.1 Translating support for an ICT Profession into a solution for the
ICTProfession

The largely positive response to the notion of a Europear! ICT Profession (with only

15% rejecting any possible benefits) suggests that there is indeed potential for a European
ICT Professionalism framework, and many respondents also recognisexhthaf the key
benefits of this approach would be increased mobility, a finding which aligns with one of
the objectives of the Digital Agendiar Europe

Interestingly, less than 10% saw no need for a professional ICT body: marginally more
respondents favared a National/National with Europ&ide recognition professional body
than a European/European with Global Recognition solution.

In discussions with experts, we also recognised that our solution, while initially focussed on
Europe, should try to avoidnebarking on a path which fundamentally conflicts with
approaches being taken elsewhere in the world. To this end, during the second phase of
the project, we plan to build on the dialogue which we have already established with many
initiatives and entitie®utside of Europe.

We also recognise that, despite the positive response to a Eunaghe ICT profession, a
significant number of practitioners are concerned with the notion of a cumbersome
bureaucracy being constructed to achieve this goal, as evidencedrberous quotes to

this effect. Translating these demands into a framework suggests that whatever approach
we propose, it is imperative that it is simple. However, this request is hardly surpgising
there can be few practitioners who would realisticalgnvass for an overtly complex
solution.

In order to support the next phase of work, we have therefore identified a series of good
practices from our research which will help inform key aspects of our solution in the
second phase of this project.
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9.1.1 Bodies of Knowledge

Bodies of knowledge are in use in all sizes of firms. The uses to which the bodies of
knowledge are as varied as the bodies of knowledge available and the roles and practices
defined therein.

Our survey shows that bodies of knowledge usekide

e acting as a basis for college courses

e the setting of standards and certification exams for training
e consulting

e auditing

e service management

e service delivery

e best practice identification and gap analysis

e planning

e enterprise architecture

e operations andvork flow management

Many use them as references that can be consulted as needed.

Respondents from all stakeholder groups report the use of bodies of knowledge. Clearly
body of knowledge usage is considetede of value. Bodies of knowledge will contintoe
be part of the ICT Professional environment for some time to come.

Bodies of knowledge act as a basis for standards, certifications and examinations. However,
bodies of knowledge are not necessary for the development off étleoabove.

Universities lave courses on many topics that were developed without an industry

standard body of knowledge. Bodies of knowledge do help to identify the skills, tools,
techniques and the knowledge base upon which successful professional practice is built.

9.111 Options for in vestigation

6. G52 vy 2 Tih hoyiesdfknowledge are delivering value. They are used for the
purposes for which they were developethis is the cheapest option and involves the
least effort.

7. Develop an alencompassing body of knowledge for ICT:

a) Changemanagement and version control would be exceptionally complex

b) The rate and frequency of change would be problematic

c) Managing the specialised groups who would have differing objectives would be
difficult.

d) Scope control would be difficult

8. Map the bodies @ knowledge to the competence framework3.his combined with
job profiles and career paths would help all to plan and deliver competences and
capabilities.

a) Bodies of knowledge are not typically expressed in terms of competences.

b) Some are syllabi based atiius would take considerable work to expand to a
series of competences.
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c) Some are expressed in terms of practices. The competences needed to support
the practices might be identifiable and a mapping could be achieved in this way.
It would take considerableffort and may not be an improvement on the syllabi
based bodies of knowledge.

9. Develop an akencompassingridexof the ICT Body of Knowledg&odies of
knowledge have historically been developed around existing roles or activities and
practicesIn essene, they have been put together by communities of practice.

a) Taking some of the-@obs profiling work and the@mpetence framework
might form the basis on which to build a test body of knowledge.

b) Create a pseudo super body of knowledge. The universitidsother
educators (if willing) could load the syllabi from their ICT related courses into a
database. Some common data structures would need to be developed or an
appropriate XML interface or other suitable technologies to allow the
electronic transfer bthis data by the colleges.

10. Index to Bodies of Knowledgd.here is no common indgrr highlevel map}o advise
ICT stakeholders what bodies of knowledge are available or what their coverage is. An
index of industry recognised ICT related bodies of kadge would be particularly
helpful. The level of detail could be at a prospectus level. It should only outline the
content and focus of the body of knowledge. This index in time could be expanded to
address some of the areas identified as missing in ®igtiag bodies of knowledge
around people management, interpersonal skills, communications, leadership, attitude
management, and negotiation skills, legal and contractual matters, etc.
The ITCMF has been mapped to over 150 frameworks and this work maygbed
starting base on which to build such an index.

11. Body of knowledge access for small and medium sized companies (SHB&suse of
the large number of bodies of knowledge, the cost of attaining and maintaining
certifications around these is expensivéis potentially places smaller business
entities at a disadvantage. New mechanisms need to be explored that would allow
small companies and individuals cheaper access to relevant bodies of knowledge.
Encouragement and inducement to body of knowledge supprganisations to adapt
financial sharing and knowledge sharing approaches to the dissemination of ICT
Profession related knowledge.

12. Encourage further mergers and more convergenBeducing the overlapping areas
would be beneficial and it might be wdarapproaching some of these BoK support
organisations to suggest mergers.

13. Index the Special Interest Groups or Communities of Practidee leading edge
material is often to be found in these groups. Participation shouldrimuragedut
onandsneeded A& d | I gAYy3I |y AYRSE 2F gKIGiQa 32
benefit to all. Some indexes do exist within the various societies like thé’ACM

®1 /7 aQa {LISOALF T L tip: AWM. acin.orBlSig/sigsdD066 { L D& 0
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9.1.2 Competence Frameworks

The list below offers a series of recommended practices to facilitate the creatiectisa
and adoption of any proposed competence framework to be identified in the second phase
of this project.

9.1.2.1 Value-driven demand

It is imperative that whatever solution is proposed takes into consideration the value
drivers of the different stakeholder©ur desktop research has compiled the benefits that
the developers otompetenceframeworkbelieve areproviding; and our interviews have
identified the perceived benefits from a stakeholder perspective, but further work is
required in order to construca value model for each stakeholder group. These value
models would show, for a given stakeholder community, their respective preferences and
rationale for each design choice preference. Further, the models would cover all aspects of
the professionalism imework, not just issues related to tltempetence framework

9.1.2.2 Multi -stakeholder Engagement

Successful competency models developed to date have typically engaged with multiple
stakeholders, and we believe that this is particularly important for@mpetence
frameworkto be adopted within a diverse European community. Without a broad level of
engagementliroughout the project, it is unlikely that the requirements of different
stakeholders will be heard and therefore not reflected in the proposed soluti@neby
hampering potential adoption levels. Further, recognising and understanding the views of
different stakelolders is of paramount importance if the project istte asuccess in its
essential objective of driving convergence across the Europeanylamétely, global,
landscape.

9.1.2.3 Brand Awareness

Our research found a low level of awareness of competency models in general, and very
low levels of awareness of specific national and Europeampetenceframeworlks.

Awareness is a precursor to demand: if poare not aware of the existence of a solution,
they will make no requests for it.

For this reason, intensive efforts to raise brand awareness must be undertaken to develop
knowledge of the proposedompetenceframeworksolution, which in turn can help

stimulate a virtuous cycle of adoption. However, rather than targeting individual
practitioners, it makes more sense to target awareness initially at an organisational level
(rather than at a practitioner level) via partnerships with HR organisations ttirtkaining

and education providers, national professional ICT associations, CIO organisations, etc.

9.1.24 Balanced skillset

The focus of mangompetencerameworks has remained within the set of competences
that reside within traditional ICT departments. Indeéess than 40% of interviewees
agreed that thecompetencerameworkin use in their organisation covered a mix of
technical and nostechnical skills.

More recentcompetenceframeworkinitiatives are addressing the issue, embracing a
broader definition & competences accommodating personal and business skills as well as
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scientific and technical skills, but comments received during the interview process suggest
that further work is required in this area.

It is therefore recommended that the proposedmpetenceframeworkmust reflect the
changing nature of the work performed by an ICT professional, and cover an appropriately
balanced skillset.

9.1.25 Innovating with technology

To date,competence frameworknitiatives within Europe have relied upon expert
workshopsand user feedback as the main engine to create and maintain the content.

Recognising the growth of online databases of both practitioner Curriculum Vitaes and
employer job descriptions, we recommend investigating the potential opportunities arising
from greater use of technology in creating new content. Technology will noaoepéxpert
examination, but it can facilitate discussions on content, particularly with regard emerging
(and declining) competences. E.g. Automated document searching can idegtidls tin
particular wordsets relating to competences; online surveys (as per O*Net) can support
greater understanding of the changing work environment.

Technology aaalso play a role in the dissemination of the content as well as creating a

more effective feedback loop. For example, as an alternative to the prevalent master
documentbased approach, one possibility might be the construction of a decentralised
database with open access provided via appropriate APIs to encourage usage by different
agenciesand developers. In doing so, these bodies (e.g. HR agencies, organisational change
consultancies, etc.) would then be able to develop appropriate interfaces andmskins

the data to support intelligent analysis and searching. In this fashion, theseiagewould

then become responsible for the creation and maintenance of the toolset rather than a
single centralised body. This could potentially foster greater leafdlsnovation and

support for different organisational types wanting to make use of thie content.

Technology has also contributed to the creation of organisations which did not exist
previously and which could now play a pivotal role in the adoption of acoempetence
framework For example, if LinkedIn (or similar) were to facilitate andourage mapping

of practitioner skills to the proposecbmpetence frameworkthe rate of adoption could be
accelerated tremendously. (Interestingly LinkedIn earlier this year launched LinkedIn Skills
which supports tracking in the changes in demandditferent skills). For this reason, we

also recommend that the role of such relationships should be investigated.

9.1.2.6 Tailoring Solutions to the Marketplace

Different stakeholders have different expectatianfsand requirementgor how they wish

to access andse thecompetence frameworkontent. It is therefore important that the
competence frameworlshould be capable of being used and adopted by both individual

ICT practitioners as well as organisations (large and small). Clearly, this aspect is closely tied
to meeting valuedriven demand but is more focused on usage than on theerantself.

Facilitating usage is important as over difth of interviewees rejected adopting a

national/European ICT competence framework on cost grounds, one aspect of wifiieh is
ease with which it can be integrated into an organisation.
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We therefae recommend the creation of different usmses in order to determine what
content is needed and how different stakeholders could then use the content.

9.1.2.7 Open access

We recommend tht access to th proposed framework is provided to all on a free basis,
encouraging adoption by different stakeholder communities.

9.1.3 Certifications, Standards and Qualifications
9.131 Driving Industry zAcademic Collaborations

Previous studies have revealed thatuedtion, training and certifications are mutually
supportive components of lifelong learning. Interview findings confirm that both
qualifications and ICT certifications are significant factors in both recruitment and
continuous professional development fpositions at all levels of seniority. While the
products of educational institutions and industry based certification providers typically
differ, the need for a partnership approach between thesel otherparties to bridge

existing gaps has been long ognised For example, the 2004Xkills industry certification
report® called for partnership between industry, government and academia in moving
towards a learner centred education system; the 200534k Certification in Europe

report®® called for enhaced cooperation and joint activities through pulidvate

partnerships; the 2007 Harmonise report emphasised the importance of multi stakeholder
partnerships between professional and industry associations, ICT vendors, government
bodies and social parérs and the need to establish a round table as a forum for
information exchange; while ICT Certification in Europe and ICT Certification in Action
reports discuss a move towards a coalescence of universes and presented evidence of on
going workshops inveing a number of certification providers in positioning their
certifications against the-€FThe European Youth Forum, in its policy paper on vocational
education and training, also advocates a holistic approach to education focusing on a
lifelong learring society that values complementarity of formal, Aimnmal and informal
learning/experience. It suggests that formal education alone does not develop the required
competencies or life skills needed for a life of employment in the knowkbdged

economy and hence greater coordination and partnerships between all educational
providers (formal and noformal) is needed to develop these competencigsnilarly

initiatives in the US, Japan and India discuss this partnership approach and in many cases
the egablishment of memorandums of understanding between various entities. Hence,
partnership, collaboration and convergence are commonly seen as the way forward.

YCompTIAHN nn0® G¢KS aAldAUARYE | YRRAEXENDNROSNERZFT B0l (A ;
e-Skills 2004 Conference,-20 September, Thessalonica.

¥ CEPIS (2005). KSKills Certification in Europe. Available at:
http://www.ictliteracy.info/rf.pdf/eSkills_Certification_final_report.pdf

% European Youth Forum (2010). Policy paper on vocational education and training. Available at

http://lyouth -partnershipeu.coe.int/youh-partnership/documents/EKCYP/Youth_Policy/docs/
Education_Training_Learning/Policy/VET_FINAL.pdf
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The corner stone for such a partnership approach has already been laid through for
example the deelopment of the EQF and agoing development of NQFs to act as a
common reference point, thereby increasing transparency and understandability. Further,
the existence of some collaboration is evident, as outlined in the desktop research.
However, the pengation of industryacademic collaborations is far from great; awareness
of existing initiatives is limited with only ppoximately 386 of respondents being aware of
one or more.

Survey findings however generally indicate a growing importance of thédisdaations in

the future. These are necessary to ensufferther 8 KA ¥ FNRY (KS SEAaGSYyO
dzy AOSNESa¢ 06S06SSy (GKS LINPRdAzOU-Base ¥ SRdzOF GA2Y
OSNIAFTAOFGAZ2Y LINPJARSNE (26 NRrdadihessoO2 1 f S&Z0SR
graduates for industry and ensures suitability of their qualifications. In order for this to be

achieved, there isaneed to shift2 g I NRa I Y 2ANSibwardslibesé Y Ay R
collaborative initiativescross alMemberSates. As statedfindings have indicated thab

date these collaborations are more typical of universities early in their lifeayclenore

G Ay REHARY G SR . Adititngl indeié preésggids universittsy R ¢ N & S NOK
2NA Sy (SR neyditdirdcdgdietiatin/addition to building graduate core

knowledge that can be adapted to several situations, there is also value in delivering

demand driven programmes matched to technological trends and that sgugniuates

with the skills to handle emerging technoleg and related products that are highly

demanded by industry. Further, there is a need for greater promotion and awareness of

existing and emerging collaborations across educational institutions and private enterprise.

Their overall value contribution dependent on the qualification receiviragreater level

of recognition across the EU and globally; their backing and acceptance by all

university/institution types and greater promotion of their value dimensions at an EU level

to further stimulate voluntay collaboration and convergence by the key stakeholders are

important steps in this respect.

4

9.1.3.2 Increasing Promotion of the Value of NQ and EQ Frameworks

Several initiatives to date, as discussed in the desktop research, have called for an
approach to cerfication which is based on a Europe wide qualifications meta framework.
As one example, there was interastpressedn developing a framework that allowed for
the recognition, integration and combination of credits for different educational products.
Thedevelopment of the European Qualifications Framework and commitment to the
development of national frameworks across all EU states, thereby enabling all EU
qualifications to be mapped and compared, was a significant development to address this
need.It appears that thepotential value contributions of these frameworks is ©otrently
being reaiked; limited awareness (i.e. 77.2% and 80 .&f respondents respectively were
not aware of their NQF or the EQF) means realisation of their potential benefitsitygr
reduced pproximately 566 of respondents were not aware of any benefit or derived no
benefit from these frameworks). As previously noted, this limited awareness and
subsequent benefit realisatigmighlights concerns regarding publicity surroundN@QF

and EQF initiatives at both a European and national level. Promotion of the need for
adoption and the benefits to be realised by all stakeholders needs to be driveen
European level

9.1.3.3 Enhancing motivation to map certifications to the e -CF

Greater brad recognition otompetence framework among practitioners and employers
is a key factor in encouraging certification providers to map their certifications to-tDE.e

186 Page



The ability to assert thparticular level of competence pertaining to a specific cetepce
area thata certification maps to would undoubtedly be a progressive step in promoting
transparency of credentials. While potential benefits of mapping to HFerere

identified, approximately 4% of the respondents were not aware of what benetitis

may deliver or suggested it would deliver nofiéelimited awareness dboth the e-CF and
of the ongoing mapping methodology beingstedin the current4CT certification in
actionCproject, are undoubtedly key contributors to this. Not only ith a need for
greater promotion and recognition of the@F among all stakeholders, there is also a
requirement to acquire vendor commitment to the mapping process. Stimulating adoption
by vendors and promoting the value of so doing requires signifidéort éed by the EUJ
through for example marketing awareness campaigns. This is essential in assuring the
mapping process gains momentum outside of the workshops that currently drive the
positioning exerciselhe transparency and consistency of the mapmpiregghodology and
peer rewew quallty are also essential to its success and acceptance by stakehdders.
alilF SR o0é& 2 yale, N&lancaaydRrGsyivirthidess are esseqtiirther, in
order to reap the potential benefits from this mapping prsseit is recommended that the
mapping of certifications needs to be at both the@mpetence area and-€F level of
detail, and not just to a specific@F level. This is needed to enhance the depth of
transparency and understandability of certificaticammong individuals, and for the@F to
be recognised as a tool that can act as a career planning roadrhagexisting
commitment of leading vendors to the mapping procésg. Microsoft, Cisqahe
commitment to mapping all 74 certifications GompTIAQoadmap to the eCF and

interest by SEI in mapping their certifications to th€Eare important steps. While these
GSYR2NE I NB fSIFIRAYy3I GKS glesx AG Aa AYLRNIIyY
again quote aresponden, A G ¢ A f &d uge SnlesTall cerfifivatioin developers dodt

9.1.34 Enabling transparency of standards

While respondents did not provide significant insight on standards, analysis from the
desktop research, revealed that numerous quality standards exist and that themeeisd

to recognise local standards. One possible approach to ensuring greater transparency
would be an overarching standards framework to act as a reference point for the common
elements of the various standards.

9.1.4 Ethics
9.14.1 Providing recommended guidelines for ethics

The issue of ethics has received significant attention to date in initiatives undertaken by
CEPIS and IFIP. It is appreciated that ethical conduct must be a central component to the
practice of any profession and ensurepositive public opinio. The previous research has
conclusively reported that a universal code of ethics is not appropriate for the reasons
outlined in the desktop research. In the survey, respondents cited numerous codes that
they signed up to; in some cases more than one cuds adhered to; and consequences of
non-compliance were varied. Greater thaf% had signed up to a code; approximately

90% felt these codes were at least useful. The majority believed that their code covered all
the important aspects, although some suggens were made on the need to update them

to include computer specific issues. Viewslomissue of enforcement were almost evenly
split, with some suggesting a requirement for greater enforcement and penalties and
others just calling for more educati@nd awareness to improve professional standards

and compliance. Overall, the survey findings point to an already positive approach towards
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ethics among ICT practitioners; the issue of enforcement apiealne the only dividing

issue This begs the questy a2 KIF G OFy ¢S R2 (2 AyO2NLIR2NI (S
L/ ¢ LINRPFSaaA2yl f AaYSustginability & drsinipbriant tequite®enty | vy S NXK
given the pace of technological changlkeat may have potential ethical impacts. Do we

suggest the neetbr legislationor some other mechanisitinat enforces ethics within the

profession or do we build on the work previously undertaken through the recommendation

of guidelines to follow?

The issue of guidelines and recommendations has had success in thEqrasxample,

LCLt Qa NXaSINOK Ay GKS mdpdpna NBEGBSFESR GKFG
addressed in most ethical codes; this component was includagpnoximately 68%f the

codes mentioned in the current research. However further stepgfiprovement are

required.Our framework needs to provide faccountability to codes of ethics/conduct

(Because of the fact that respondents were almost evenly divided with respect to enforcing

ethics within the ICT profession and because an alreadyip®sipproach to ethics was

being adopted, we propose to examine the need for ethics enforceability in greater depth

in Phase 2 of the project)Ve see the move towardgeater accountabilityo involve a

series of steps. We propose that:

e National computingocieties need to update their codes based on the criteria and
procedures created by IFIP through a democratic consultative process. This would
ensure that a standard checklist of issues is addressed in all national computer
society codes. These codeseddo be reviewed on a regular basis with specific
FGadSydAazy G2 GKS AYyO2NLRNIdGA2Y FyR dzLRI G2
O2 YLzl SNJ aLISOAFTAO SGKAOFE AaadzsSad t SNKI LE
establishment of Ethics committees might facilitatesttCEP{®n-going work
within the Ethics Subcommittee of the Professionalism Task Foagdacilitate
further guidance on this.

e Review and perhaps revision by IFIP of its criteria and procedures for developing
codes of Ethics/Conduct is also importanemsuring the currency of the criteria
for inclusion. A periodic review of national computer society codes, similar to the
work conducted by IFIP in the 1990s may also serve as a useful basis of
comparison.

e Following the update of Codes of ethics/condficy’ f Ay S 6AGK LCLt Qa C
computing societies need to attract increased ICT practitioner membership, by
promoting membership as a requirement of being recognised as part of an ICT
profession. In line with this, promotion of the benefits of igipart of an ICT
profession needs to be communicatedthe EU level.

e aSYOSNEKALI 2F | ylFGA2yIlf O2YLMziAy3a &a20AS(
criteria, must require all ICT practitioners to sign up and adhere to its code of
ethics/conduct. Thesedalies must maintain a register of those individuals who
have signed up to this code.

e Computing societies need to establish a procedure for consistently dealing with all
cases of breach, including binding rulings and appeals, using consequences of non
compliance proportionate to the level of misconduct. Again, the establishment of
ethics committees may serve as an enabler of this. CEPIS may act as the body to
facilitate such procedures.
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9.1.5 CIO/ICT Manager Training

The provision of education and trainingcesrtainly well established with the EU.

However, to date the majority of the vocationally (noesearch) focused education and
training programmes have been assessed and accredited in terms of professional body
membership. From the initial results tfe surveyed ICT professionals there is a
recognised need for some form of formal training and education for ClIOs. However,
because there is no focus on assessing and accrediting programmes from a role specific
perspective, and education providers tenddevelop their programmes as unique
offerings, because of this it can be difficult to assess which (of the many available)
programmes are best suited to a ClOs needs.

/ 2dzLd SR G2 GKAa Aa GKS FFOG GKF G eédhse Qa
the education and training requirement is contingent on the industry sector, size of
organisation and most importantly the prior education and training of the individual. As
the career starting point of most ClOs is very different, it cannot benasd that they will

have a common education and training background.

Therefore, in order to drive some clarity and consistency around CIO / ICT Management
training the following recommendations are put forward for consideration.

e Clearly define the CIO ralgrofile. Once this is established it will be easier to
define what skills and capabilities are expect from the CIO. It is important to define
the profile not just in terms of technical ability but also business and management
ability. By understandinthis, a foundation programme syllabus around education
and training can be better defined. This needs much more detail than is currently
available in the «F.

e Encourage demandriven programme development. For any education
programme to succeed it mube relevant, accessible, and deemed cost effective
to the potential student. Therefore, ICT practitioners must participate in the
development of any CIO/ICT manager (or any specialist) education and training
programmes.

e Ensure training and educationggrammes are identifiable as being relevant to
CIOs / ICT managers. Therefore, some form or ratification / accreditation process
must be defined. Whether this is devolved down to national level professional
bodies or controlled at an EU level needs tareestigatedfurther. The advantage
in deferring to professional bodies is they aleeadydoing this for existing
academic programmes. However, they are focused on professional membership
and specific role capabilities. By establishindebl level bdy specifidocus on the
CIO role can be assured, amdonsistent approach across the EU maintained.
However, establishing an organisation to do this would be a costly enterprise.

e Recognise CIO Education and Training. Attainment of any defined edusadion
training levels needs to be widely and easily recognised within the CIO / ICT
Manager community. However, it is also equally important that such attainment is
also recognised by the wideEO / Executive management community. Therefore,
the benefitsof attainment must be clearly defined not just in terms of technical
ability but also business and management abilities. On completion of the US
Federal CIO Programme participants are awarded a CIO Certificate. Some form of
similar recognition should bevestigated for CIOs within the EU. This could be
awarded by existing professional bodies, or at an EU level.
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e Ensure lifelong learning support is established. It must be recognised that the
environment CIOs now find themselves operating in is arfasting and dynamic
one. Therefore, one cannot assume that the skills and capabilities a CIO needs
today will be the same in 1, @r 3 year§lime. Thus maintaining a level of
relevant education and training is vital to the continued performance of the/ CIO
ICT manager. To this end the award of any certification must be linked to a CIO /
ICT manager relevant CPD programme. The complexity here is the range of CPD
courses available and how best to ensure their quality and relevance.

The development of a g#able framework will depend on defining workable solutions to

these recommendations. It is not recommended that legislation be used to enforce
compliance. By better and clearer articulation of the needs for such training and
education, the establishmerdf demanddriven programmes that fit with the needs of
individual CIOs, and encouraging CIO patrticipation in how these programmes are designed
and delivered, a relevant, sustainable and responsive framework can be developed.
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10 Next steps

10.1 Next Steps (Phasi)

During Phase Il of the project, the focus shifts from understanding the current landscape to
defining a possible solution. That is to say, during Phase |, we have

o |dentified key components of a professionalism framework

e Investigated the nature of thescomponents and the related initiatives which have
been attempted in these areas

e Generated an understanding of obstacles that need to be overcome in developing
a potential framework solution

o Established a series of lessons learned which will act as tiesiiisthe
development of any possible framework solution

During Phase Il, we need to create a pragmatic framework solution based on our initial
research findings, and test this out with an extensive range of industry experts from
different stakeholder coomunities.The detailed proposals must cover important topics
such as technical, legal, financial and institutional framework conditibims.will require

an iterative approach to developing a framework so that it satisfies the multiple demands
of the diferent communities.

To this end, we plan to hold a series of interviews and workshops with relevant experts in
order to develop a shared view of what an ICT Professionalism framework might actually
look likeand the governance structure surroundingTihs will be guided by the research
outputs from Phase I, in combination with the reebrld perspectives of the ICT Managers
and Practitioners within our emerging community. In doing so, we will be refining our value
models, identifying the key levers whighll help to define the precise shape of the

proposed solution.

Once we have developed a version of the framework within this workgroup which meets
an initial set of key criteria, we will embark on an extensive communicationsqrigaging
with different stakeholder communities to communicatiee concepts of the approach and
gather feedback on its practicality. [To this end, developing a detailed and realistic
Communications Plan will be one of the first activities in Phase I1.]

In essence, if Phase lalb about understanding; Phase Il is all about engagement. It is

absolutely fundamental to the success of Phase Il and to the project as a whole that we

adopt a multistakeholder approach in developing a solution which meets the needs of this
diverse set bcommunitiesMoreover, by targeting relevant experts at national and

9dzNRB LISIY S@Sts 6S ¢2dd R K2LIS (G2 aAy¥FfdzSyOoS
convergence.

During Phase Il, we also envisage undertaking a series of short specificguevaghort,

simple 2 minute survey) targeted at the broad community of ICT practitioners and ICT
managers. We plan to distribute this survey via the CEPIS community , using targeted Press
Releases to relevant international IT and Business publications, reldvinits websites,
communication with pertinent blog owners, and via other social networking mechanisms
(e.g. LinkedIn, Twitter, etc). Given the rgpecialist nature of the questions asked and the
target audience, we would hope that this would not onhpyide us with additional
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feedback on selected aspects of our proposed solution but also help generate interest in
the report, dissemination event and video.

In addition to developing detailed proposals for a European Framework for ICT
Professionalism,wg A f £ | £ 82 68 RSOSt2LIAY3I LINRPLRAIf A Tz
for ICT Managers focusing on the promotion of new competences to address the
OKIffSy3aSa 2F L/ ¢ RNARGSY Ayy20FiA2y YR
validating the basi constructs of the proposed European Framework for ICT
Professionalisnq that is to say, we will effectively be testing the framework by considering
how aspects of a training programme wouldthekled withinthe proposed framework.

4

KS

For example, issues wdn might be addressed include:

e What BoKs would be used in relation to 4&HBbled innovation, and if building
one, what characteristics would it have, and would the nature of that BoK be at a
sufficient level to satisfy related stakeholders?

e What competeres relate to IGEnabled innovation in the proposammpetence
framework? Is the manner in which theompetence frameworkleveloped agile
enough to accommodate new competences from fiamiving disciplines?

e How would certification and education providerswelop their offerings? How
could they map them on to a suitable qualifications framework andfmmpetence
framework?

e Should this training act as a prequisite for entry into a specific tier of the
profession? Is there a need for mandatory CPD asqgddite proposed framework
to ensure practitioners remain competent throughout their career?

e Would practitioners view this course as beneficial to their career if it were mapped
to relevant certification angdompetence framework? Does the proposed
framework accommodate the need for courses to have different entry points (i.e.
some course participants may not have a degree)? How would it fit into the view of
Continuing Professional Development / Lifelong Learning?

By testing ouhow the proposed training cage would operate under the parameters of
the professionalism frameworkt is hoped that we will be abliglentify potential
shortcomings in the proposeftameworkso that appropriate changes could be made to
the model before establishing the final version

Phase Il would also entail additional contact with other relevant Commission bodies to
ensure that their inputs were embedded into the final report.

Also, given the pivotal role that the CEN Workshop on ICT Skills plays in contributing and
advancing ICprofessionalism, we will maintain close links with this body throughout
Phase II, as we envisage that there will undoubtedly be relevant faloactivities for the
Workshop group, arising from our findings.

In summary, Phase Il will focus on develo@rgpmmunity to drive forward the agenda for
ICT professionalism and help to drive convergence of the existing multiple approaches,
initiatives and stakeholder perspectives on the topic. In doing so, we are confident that we
will help contribute significatty towards maturing the ICT profession in the longer term.
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Appendix A Sample Questionnaire

A.l1 Introduction

Welcome to the €Kills & ICT Professionalism European Survey commissioned by
Directorate General Enterprise and Industry (European Commission)

The InnovatiorValue Institute (1VI) and the Council of European Professional Informatics
Societies (CEPIS) are jointly undertaking this research.

We are asking for your views and opinions on many aspects of ICT Professionalism and CIO
Training. This survey is designeddorovide further insight and understanding into this area,
and complement earlier desktop research work.

All information gathered will be held in confidence and access to original data is only
available to the researchers directly involved in this proj&ctmmary data and findings
based on the analysis of the survey replies will be published on our website at
www.|CTProf.eu.

Personal data will not be used outside this project and will not be communicated or made
accessible to any third party.

We kindly ttank you in anticipation of your contribution to this project,

The EU ICT Professionalism Project Team.

A.2 ICT Professional Definition
ICT Professional

A professional is said to be professionally competent if he/she exhibits all of the following
characteristis:

e Knowledge: of a common body of knowledge, supplemented by more specific
knowledge and skills related to the area(s) of specialism

e Quality: commitment measured by adherence to quality standards (internal and/or
external)

e Ethics:commitment displayed bgemonstration of ethical professional practice
against an agreed code of Ethics or code of conduct

e Accountability:the Professional takes personal responsibility for the quality and
effectiveness of his/her work

e Experiencepractical experience of the exased competence

e Earns living:The ICT Professional obtains income from ICT related activities.
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A.3 Participant Information

In this section we ask for information about you and your organisation. This information
enhances our ability to analyse the sunesuits and place those results in context.

QO01. Forename:
QO02. Surname:
QO03. Job Title:
Q04. Email:

QO5. Optionally 1 Please indicate your gender:
" Female  Male

QO06. How did you enter the ICT profession?

" Directly from college via ICT related course

" Directly from college following conversion course

" Transferred within a company from another role

" Role evolved over time to encompass a greater ICT component

" Planned via vendor specific or vendor independent certifications or courses
" Self taught with personal career plan

" | do not work in ICT

" Other - Please Specify

QO07. Indicate any formal academic qualifications you have attained:

[~ None [~ None [~ None

Diploma/Certificate (EQF Diploma/Certificate (EQF Diploma/Certificate (EQF
r 5) r 5) r 5)

Diploma/Certificate (EQF Diploma/Certificate (EQF Diploma/Certificate (EQF
r 5) r 5) r 5)

r Bachelor's degree and/or r Bachelor's degree and/or r Bachelor's degree and/or

Higher diploma (EQF 6) Higher diploma (EQF 6) Higher diploma (EQF 6)
Master's Degree or/and Master's Degree or/and Master's Degree or/and
" Postgraduate Diploma "1 Postgraduate Diploma " Postgraduate Diploma
(EQF 7) (EQF 7) (EQF 7)
™ Doctorate (EQF 8) ™ Doctorate (EQF 8) ™ Doctorate (EQF 8)
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Check all that apply or none if applicable. The check boxes can be toggled via a left mouse
clickor the space bar.

QO08. What type of certifications do you hold (e.g. Microsoft MCDBA, PMI,
Prince2 etc.)?

QO09. How many years have you been working in the ICT industry?
Q10. What is your nationality?

Q11. Please state the country you currently work in (or most recently worked
in)?

Q12. Company or Organisation:

Q13. Organisation type:
Please check all that apply.

[] Private enterprise

[] Public educator

[] Private educator

[] Certification developer

[ ] Professional ICT association

[] Government (EU, Country, Local)
[ ] Standards bodies

[] Other (Please state)

Q14. What is the approximate global size of your organisation?

" Large enterprise > 250 employees or turnover > €50M or balance sheet > €43M

Q15. Which of the following best describes your primary ICT-related activity?

[]ICT Management

[ ]ICT Team Leader (i.e. also working as a practitioner)
(] ICT Practitioner (normanagement)

[] Management (notCT or ICT is a small component)
[] Trade union (representing ICT workers)

[ ] Educator
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