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1  

1.1 Context 

ICT pervades all aspects of the European economy to the extent that it is almost impossible 
to conceive of any sector flourishing in its absence. Moreover, as Europe transitions into an 
increasingly knowledge-based economy dependent on its information-based assets, the 
pivotal role of ICT in enabling economic competitiveness becomes ever-clearer. However, 
given the relative importance of ICT to future economic success, it is of some concern that 
the ICT profession remains in an immature state. Recent press coverage of important ICT 
projects which were overdue, over budget and underperforming as well as articles 
highlighting the impact of ineffectual ICT security practices have also served to highlight the 
need to mature the ICT profession.  

Some industry observers have attributed such project failures to possible shortcomings in 
the level of skills possessed by ICT practitioners. A report into demand and supply of e-skills 
in Europe (Didero, Husing, & Korte, 2009) estimated that only 30% of graduates employed 
in Danish ICT occupations held a computer-science degree.  A separate report published in 
the same year examining the United Kingdom (Brady, 2009) suggested that perhaps only 
50% of UK ICT practitioners hold any formal ICT qualification. Looking across Europe as a 
whole, a survey conducted by CEPIS in 2011 identified that while European IT professionals 
are highly educated (79% of respondents had a degree qualification), almost half of the 
practising professionals surveyed (47%) stated that IT was not the main focus of their 
education (CEPIS, 2011). There is also evidence to suggest the level of investment in 
training ICT staff is lower than for other workers: for example, e-Skills UK (e-Skills, 2011) 
reported that only 23% of ICT workers had received training in the last quarter of 2010 
compared to 27% of workers as a whole (with ICT workers in small companies receiving the 
lowest level of investment in their development). Moreover, the 2011 CEPIS survey found 
that that only 21% of practising professionals had the e-competences to match their 
declared job profile ς suggesting that 79% might not have the required breadth of e-
competences for their current role (CEPIS, 2011). Such evidence raises possible concerns 
over the level of quality within the ICT profession, and the potential impact of this factor on 
the contribution made by ICT to organisations. 

The issue is also quantitative: reports of potential skills gaps of up to 13% (Cattaneo, 
Kolding, Lifonti, Husing, & Korte, 2009) of the European ICT workforce over the period 
2010-2015 alarm both European enterprises and governments. These potential shortages 
are difficult to understand  given the vital and innovative role that ICT plays in virtually 
every organisation and also, in light of increased levels of unemployment across many 
member states. 

Potential reasons cited for the gap include: 

 Increasing requirement for workers to be e-competent (combining both technical 
and business skills) 

 Lack of career structure and poor public perception of the profession, dissuading 
potential ICT practitioners from entering the profession 

 Rigid supply system of formal education structure 

 Difficulty for new entrants (and existing practitioners) to know which skills will be 
most in demand, and how transferable they will be.  
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Another related issue concerns the perception and positioning of ICT within the 
organisation. All too often, ICT is still perceived as solely making a contribution to 
operational efficiency, as opposed to driving strategic differentiation and competitiveness. 
Consequently, only the minority of CIOs report directly to CEOs (Gartner, 2011), potentially 
ƭƛƳƛǘƛƴƎ ǘƘŜ ŎƻƴǘǊƛōǳǘƛƻƴ ƳŀŘŜ ōȅ L/¢ ǿƛǘƘƛƴ ƻǊƎŀƴƛǎŀǘƛƻƴǎΦ L/¢Ωǎ ƛƴŀōƛƭƛǘȅ ǘƻ ƳŀǘǳǊŜ ŀǎ ŀ 
profession is likeƭȅ ǘƻ ƘŀǾŜ ǇƭŀȅŜŘ ƛǘǎ ǊƻƭŜ ƛƴ L/¢Ωǎ ƛƴŀōƛƭƛǘȅ ǘƻ ƳŀǘǳǊŜ ƛǘǎ Ǉƻǎƛǘƛƻƴ ǿƛǘƘƛƴ ǘƘŜ 
organisation. 

Taken together, these qualitative, quantitative and perception-related issues, impede the 
ability to capture the potential benefits of ICT, impacting on organisations, on society and 
ultimately on national and European competiveness. 

For many years, industry, academic and government figures have called for the ICT 
profession to be defined, shaped, and developed: indeed, in its current form, the ICT 
profession is without a common language to describe its professional competences, is 
without a basis for measuring these competences, is lacking a consistent approach for 
independently recognising and assuring the quality of these competences, and is without a 
common set of professional conduct guidelines. Without these basic building blocks, some 
observers even question whether or not ICT is actually a profession, in the traditional 
meaning of the word. 

1.2 Project Description 

The European Commission Directorate General Enterprise and Industry launched this 
project with the aim of supporting the development of a European Framework for ICT 
Professionalism, and a European Training Programme for ICT Managers, with the goal of 
improving ICT professionalism and mobility across Europe. This interim report is intended 
to provide ŀ ǾƛŜǿ ƻŦ ǘƘŜ άǎǘŀǘŜ ƻŦ Ǉƭŀȅέ ǊŜƎŀǊŘƛƴƎ L/¢ tǊƻŦŜǎǎƛƻƴŀƭƛǎƳ ŀƴŘ ¢ǊŀƛƴƛƴƎ 
Programmes for ICT Managers, and will act as the basis for Phase II of the project which will 
develop detailed proposals for a European Framework for ICT Professionalism, and a 
European Training Programme for ICT Managers.It should be noted that the development 
of proposals for a European Training Programme for ICT Managers has, in essence, been 
conceived as a mechanism for validating the core European Framework for ICT 
Professionalism. 

A brief description of the key steps in Phase I is shown below: 

Phase I 
Project activity Description 

Data Capture 1.1 Undertake desktop research, examining relevant academic studies and 
initiatives  

Analysis 1.2 Analysis of desktop research to identify key characteristics, barriers, 
lessons learned and best practices, supporting identification of issues 
for analysis in Interview activities.  

Interviews 1.3 Gauge opinion of ICT experts representing wide range of relevant 
stakeholder communities   
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Synthesis 1.4 Synthesise all relevant materials and insight to create an interim report  

Inform 1.5 Disseminate interim report findings (inc via dedicated project website) 

Many earlier academic and professional collaborations have considered the fundamental 
requirements for ICT to emerge as a profession and CEPIS in particular has done much work 
in this area. Our analysis of this research suggests four key topics which act as building 
blocks for an ICT profession: 

 A common body of knowledge. 

 Competences. 

 Certification, standards and qualifications. 

 Professional ethics/ codes of conduct. 
Reflecting these building blocks, our research, analysis and findings have focused on these 
areas.It is also important to recognise that the project is not occurring in isolation: the 
current landscape of ICT Professionalism across Europe is complicated - some countries 
have started to put place tentative building blocks for a national ICT profession but other 
countries have no formal structures in place to support an emerging profession. Moreover, 
there are a diverse number of stakeholders involved: ICT practitioners, employers (inc 
corporates as well as SMEs), academic institutions, training organisations, social partners, 
governmental entities, industry groups and standards bodies. 

DƛǾŜƴ ǘƘŜ ǎŎŀƭŜΣ ǎŎƻǇŜ ŀƴŘ ŎƻƳǇƭŜȄƛǘȅ ƻŦ ǘƘŜ ǇǊƻōƭŜƳΣ ǘƘƛǎ ǇǊƻƧŜŎǘ ǿƛƭƭ ƴƻǘ ōȅ ƛǘǎŜƭŦ άǎƻƭǾŜέ 
the issue of establishing an ICT profession. However, it is hoped that it will help to build the 
foundations for creating an ICT profession, and foster convergence via multi-stakeholder 
partnerships. 

1.3 Good Practices / Recommendations for investigation in Phase II 

As part of this first phase of research, we contacted over 300 ICT practitioners representing 
a wide range of ICT roles and experience to understand the dynamics of ICT 
professionalism in more detail. Combined with our analysis of the desktop research phase, 
we drew out the following series of Good Practices / Recommendations for further 
investigation in Phase II. 

1.3.1 Bodies of Knowledge  

(i) ICT Bodies of Knowledge served the ICT practitioner community relatively well ς 
most viewed the Bodies of Knowledge as fit for purpose, and valued the content. 

(ii) An all-encompassing Body of Knowledge for ICT was viewed by most as unrealistic 
to develop and maintain; instead a patchwork quilt approach of several bodies of 
knowledge, or at least an index or map to the existing individual bodies of 
knowledge may represent a more realistic option for consideration in the second 
phase. 

1.3.2 Competences 

(i) Identify and articulate a clear value proposition for adoption of a competence 
framework by stakeholders; Solution must be demand-driven rather than 
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committee-driven, and the development of value driver models for each 
stakeholder community is an important next step (in Phase II). 

(ii) Adopt a multi-stakeholder partnership approach encompassing industry, academia 
and industry partners ς recognised as key to establishing a successful competence 
framework which adequately reflects the needs of the different stakeholders, 
particularly across the diverse cultural backdrop of Europe, thereby supporting 
adoption efforts. 

(iii) 5ŜǾŜƭƻǇ ƛƴŎǊŜŀǎŜŘ ōǊŀƴŘ ŀǿŀǊŜƴŜǎǎ ǘƻ ǎǳǇǇƻǊǘ ŀ άǾƛǊǘǳƻǳǎ ŎȅŎƭŜέΥ ŦƻǊ ŜȄŀƳǇƭŜΣ ƛŦ 
companies adopt the competence framework to define job roles, then HR 
companies will adopt it for job advertisements, practitioners will demand courses 
to develop their career, and education/training suppliers will deliver courses to 
meet this need, supporting companies in identifying a supply of suitably skilled 
workers, enhancing European competiveness. 

(iv) Ensure content of competence framework is appropriately balanced (technical and 
non-technical skills) to reflects the needs of ICT professionals working outside of 
the traditional ICT operations environment. 

(v) Investigate options to harness technology to support competency development. 
(vi) Enable development of solutions which support stakeholder specific requirements 

(e.g. providing third parties with access to a shared competency database). 
(vii) Ensure access to competence framework is open and free, encouraging adoption 

by all stakeholder communities. 

1.3.3 Certifications, Standards and Qualifications  

(i) Need to drive industry-academic collaborations; greater promotion and awareness 
across Europe of existing and emerging collaborations across educational 
institutions and private enterprise will help develop their overall value 
contribution; established universities need to recognise value in delivering 
demand-driven programmes. 

(ii) Need to promote NQF and EQF initiatives at both a European and National level to 
counter low levels of awareness, and therein, diminished value. 

(iii) Develop brand recognition of chosen competence framework and benefits to 
motivate certification providers to undertake the certification mapping process. 
(40% of respondents were unaware of the benefits that mapping certifications to e-
CF would provide). 

(iv) Enable greater transparency of standards, potentially via an overarching standards 
framework to act as a reference point for the common elements of the various 
standards. 

1.3.4 Ethics 

(i) Encourage national computing societies to update their codes on ethics/conduct 
based on the criteria and procedures created by IFIP through a democratic, 
consultative process. 

(ii) Update/revision of the IFIP criteria and procedures for developing codes of 
Ethics/Conduct, to ensure currency of the criteria for inclusion. 

(iii) Develop guidelines stating that all ICT practitioners must sign up and adhere to a 
recognised code of ethics/conduct. 
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1.3.5 CIO/ICT Manager Training  

(i) Seek practitioner-led clarification and definition of the CIO role, in terms of 
expected skills and capabilities.  This can then be used to provide supporting 
development for a foundation syllabus for education and training. 

(ii) Facilitate demand-driven, high-level programme development ς the inclusion of 
real-world practitioners is key, in its development. 

(iii) Ensure the course undergoesan appropriate accreditation process to safeguard 
their relevance and validity in terms of CIO / ICT manager training and education.  

(iv) Define a suitable approach for the provision of relevant (CIO role-specific) lifelong 
learning programmes.  These programmes should be aware of the dynamic 
environment in which CIOs now operate and the need to update their 
competences accordingly. 

Phase II of this project, starting in July 2011, will work to develop a pragmatic European 
Framework for ICT Professionalism based on our initial research findings. The focus of the 
project shall shift fundamentally to one of engagement so that the proposed framework 
will recognise and support the objectives and needs of multiple stakeholder communities ς 
in doing so, the project will be grounded in the business value which can be delivered to 
each stakeholder grouping. During this phase, the development of proposals for the 
European Training Programme for ICT Managers will also help to validate further the 
proposed professionalism framework. 

The project is scheduled to complete in January 2012. 
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2  

2.1 ICT Professionalism  

tǊƻŦŜǎǎƛƻƴǎ ǘȅǇƛŎŀƭƭȅ ŦƻǊƳ ǿƘŜƴ άŎƻƴǎƛŘŜǊŀōƭŜ ŜȄǇŜǊǘƛǎŜ ƛs needed to take care of people´s 
ŜƴŘǳǊƛƴƎ ŎƻƴŎŜǊƴǎ ƛƴ ŀ ŘƻƳŀƛƴέ (Frailey, 2011). The pervasiveness of ICT throughout 
business and society now suggests that reliable operation of ICT is an enduring concern, 
and the level of expertise required to sustain and innovate within the ICT space is 
considerable: as such, the mandate for a mature ICT profession is clear. 

Indeed, the European Union (EU) is undergoing a structural shift in transitioning from a 
heavy industry based economy to a knowledge-based economy. In order to capitalise on 
this change, it is essential that information and communication technology (ICT), and those 
responsible for its provision, be better aligned to the changing business needs now facing 
most European organisations.  In particular, it is important that the ICT professional is able 
to support and drive innovation and competitive advantage through the use of current and 
future technologies; such as Web 2.0 and Web 3.0 collective technologies (Cattane, 
Kolding, Lifonti, & Korte, 2009). 

Compounding the issue of how to better align ICT to business/organisational performance 
is the spectre of a potential skills gap of up to 13% of the EU ICT workforce over the period 
2010-2015, reflecting a shortfall of almost 670,000 practitioners. This lack of an 
appropriately trained workforce could become a bottleneck for innovative organisations 
and enterprises in the public and private sector, impacting on EU competitiveness (Didero, 
Husing, & Korte, 2009). The same source  (Cattane, Kolding, Lifonti, & Korte, 2009) also 
considered it "very unlikely that the number of ICT graduates in 2015 in Europe will be 
drastically different from this year's number". This relative rigid supply, via the formal 
education system, reinforced calls for placing increased emphasis on the training and 
learning of existing ICT practitioners to ensure they are skilled in the most relevant areas. 

The issue is not solely quantitative. Concerns also exist over the quality of ICT practitioners 
ς for example, Brady (Brady, 2009) has noted that potentially 50% of ICT practitioners in 
the UK hold no formal ICT qualification, and the figure is thought to be even higher in some 
countries. Some industry observers suggest that the low level of professionalism manifests 
itself in ICT project failures ς for example, the major UK initiative to provide online medical 
records has failed to achieve its objectives in terms of scope, benefits, cost and timescales 
(Lewis, 2011). 

Moreover, it is not at all obvious for ICT practitioners wishing to develop professionally (nor 
those considering a career in ICT) to know which skills will be most in demand in the future, 
nor how they should go about obtaining recognised, transferable skills which will serve 
them in their chosen career. Indeed, the lack of an obvious career structure within ICT is 
cited as one of the reasons for people not entering the profession in the first place. ICT 
ǇǊƻŦŜǎǎƛƻƴŀƭǎ ƛƴ ǘƻŘŀȅΩǎ ōǳǎƛƴŜǎǎŜǎ ǿƻǊƪ ŀŎǊƻǎǎ ŀƭƭ ŀǊŜŀǎ ƻŦ ǘƘŜ ƻǊƎŀƴƛǎŀǘƛƻƴ ǊŀǘƘŜǊ ǘƘŀƴ 
being confined to the niches of data centre operations and IT support, and the roles they 
occupy often demand a wide range of e-competences, combining both business and 
technical skills, rather than solely technical IT skills.  Issues such as these have led many 
industry experts to comment on the need to establish, and mature ICT as a profession. 
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However, establishing a mature ICT profession across Europe will not be straightforward. 
Even at a conceptual level there are important differences: indeed, the anglo-saxon term 
άǇǊƻŦŜǎǎƛƻƴŀƭƛǎƳέ Ƙŀǎ ƴƻ ŘƛǊŜŎǘ ǘǊŀƴǎƭŀǘƛƻƴ ƛƴ Ƴŀƴȅ 9uropean languages, reflecting the 
different cultural, educational and occupational norms, thus complicating the task of 
achieving harmonisation on the issue across Europe. Moreover, the ICT landscape, as it 
exists across Europe, is confusing: some countries have already embarked on initiatives to 
support the development of an ICT profession at a national level; in contrast, other 
countries have less mature efforts. The number of stakeholders involved is considerable: 
ICT practitioners, employers (including corporates as well as SMEs), academic institutions, 
training and certification providers, social partners, government entities, industry groups 
and standards bodies. Achieving convergence across these different stakeholders and 
across member states will undoubtedly take time, and require careful planning to optimise 
engagement opportunities. 

Some commentators have even remarked that fundamental flaws residing within most 
operating systems at kernel level, render the very notion of professionalism impossible, 
given the inherent ICT information security issues. That is to say, these experts believe that 
unless the rudimentary problems are addressed within most operating systems, the 
inherent risks posed to society will hamper any attempts to mature the profession as a 
whole. While recognising that this is an important concern, the technical nature and scale 
of the issue is such that detailed examination of the issue and potential solutions remains 
outside of the scope of this project.  

In order to ensure ICT remains an enabler for economic success many industry observers 
have commented on the need to establish and mature ICT as a profession, and indeed a lot 
of initiatives have been launched to try and understand issues inherent in developing a 
professional structure.  Some key areas impacting the progress of these initiatives is the 
fact that the ICT profession is currently without a common language to describe its 
professional skills and competences, is without a basis for measuring professional skills and 
competences, is without a consistent approach for independently recognising and assuring 
the quality of the professional skills and competences, and is without a common set of 
agreed professional conduct guidelines.  Therefore, in effect leaving ICT practitioners 
without the fundamental building blocks required to form a commonly recognised 
profession.  

It is important to recognise that the proposed framework is not solely applicable to 
individuals and organisations whose core competence is in ICT; in fact, organisations whose 
core competence lies outside of ICT are also likely to benefit from the framework. More 
concretely, organisations wishing to outsource ICT functions will benefit substantially from 
consistency across countries with respect to Bodies of Knowledge, Competences, 
Certifications and Codes of Ethics/Conduct. The move towards cloud-based solutions is 
only likely to accelerate the demand for such a framework. 

2.2 Objectives of the study 

Confronting the above-mentioned set of challenges, the objective of this research initiative 
is to support the development of 

 A European Framework for ICT Professionalism with the goal of enhancing ICT 
professionalism and mobility across Europe 
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 A European Training Programme for ICT managers to promote new competences 
with a view to better address the challenges of ICT driven innovation and the 
future Internet 

The study, focusing on ICT practitioners and ICT managers (CIOs and their equivalent in 
smaller enterprises) working in the European economy, is launched as a follow-up to the 
Communication on (European Commission, 2007) which was adopted by the Commission 
on 7 September 2007. It also serves as a contribution to the implementation of the Digital 
Agenda for Europe  (European Commission, 2010), which was adopted on 19 May by the 
/ƻƳƳƛǎǎƛƻƴ όάYŜȅ !Ŏǘƛƻƴ ммΥ .ȅ нлмнΣ ŘŜǾŜƭƻǇ ǘƻƻƭǎ ǘƻ ƛŘŜƴǘƛŦȅ ŀƴŘ ǊŜŎƻƎƴƛǎŜ ǘƘŜ 
competences of ICT practitioners and users, linked to the European Qualifications 
Framework1 and to EUROPASS2 and develop a European Framework for ICT Professionalism 
to increase the competences and the mobility of ICT ǇǊŀŎǘƛǘƛƻƴŜǊǎ ŀŎǊƻǎǎ 9ǳǊƻǇŜέ. 

While the core focus of work is to support the development of the European framework for 
ICT Professionalism, the second component of the project (i.e. the European training 
programme for ICT Managers) will serve as a mechanism for validating the proposed 
professionalism framework solution. E.g. In considering what aspects of innovation are 
most relevant to ICT Managers, we may also consider what Bodies of Knowledge would be 
used, what form the training might take, how the training might be delivered, how 
participants could be certified (if at all), etc. 

                                                           

1 Cf. Recommendation of the European Council and the Parliament on the European Qualifications 
Framework for lifelong learning. 
2
 Cf. Decision No 2241/2004/EC of the European Parliament and of the Council of 15 December 2004 

on a single Community framework for the transparency of qualifications and competences 
(Europass). 
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3  

3.1 Approach 

Developing a European framework for ICT professionalism and a European training 
program for ICT managers involves understanding the key issues that impact on 
establishing and maturing an ICT profession. An important starting point involves 
considering what it means to be a professional. An obvious expectation is that a 
professional will meet high performance levels and make valued contributions to his/her 
organisation and the profession. This is exemplified in the Chartered Institute of Personnel 
ŀƴŘ 5ŜǾŜƭƻǇƳŜƴǘΩǎ ό/Lt5ύ ŘƛǎŎǳǎǎƛƻƴ ƻŦ ǘƘŜ ƴŜŜŘ ŦƻǊ ǇǊƻŦŜǎǎƛƻƴŀƭǎ ǘƻ ŀŘŘ ǾŀƭǳŜ ǘƻ ǘƘŜ 
organisation in which they are employed. They state that professionals can meet this 
άǾŀƭǳŜ ŀŘŘŜŘέ ŜȄǇŜŎǘŀǘƛƻƴ ōȅ ŦƻǊ ŜȄŀƳǇƭŜ ƻŦŦŜǊƛƴƎ ƘƛƎƘ ƭŜǾŜƭǎ ƻŦ ŜȄǇŜǊǘƛǎŜ ƛƴ ǘƘŜƛǊ 
ǇǊƻŦŜǎǎƛƻƴŀƭ ŦƛŜƭŘΣ ǿƻǊƪƛƴƎ ǘƻǿŀǊŘǎ ǘƘŜ ƻǊƎŀƴƛǎŀǘƛƻƴΩǎ Ǿƛǎƛƻƴ ŀƴŘ ǎǘǊŀǘŜƎƛŎ ƎƻŀƭǎΣ ŎǊƛǘƛǉǳƛƴƎ 
the work methods of their colleagues, adopting good practices from outside the 
organisation, and articulating and developing the values of the organisation, among other 
ways.  

In order to achieve the objectives as set out in section 2.2 the research will follow a Design 
Science Approach.  The first phase of the project will focus on understanding the European 
landscape in terms of ICT Professionalism and CIO Education.  The second phase of the 
project (post June 2011) will endeavour to identify and create the necessary artefacts / 
frameworks / methods through open innovative research collaboration with the key ICT 
professionals throughout the EU.  Through this process the necessary frameworks will be 
defined, validated, and if accepted publicised via academic and professional outlets.  

In terms of ICT professionalism, to date, numerous academic and professional 
collaborations have considered the fundamental requirements for ICT to emerge as a 
profession. Relevant initiatives across Europe and further afield have focused attention on 
a number of key areas. Our review of this research has identified four key topics that are 
consistently addressed in research initiatives, and which we consider as fundamental 
building blocks or pillars for an ICT profession. These include: 

 Bodies of knowledge (BOKs) - One method of establishing a profession is to define a 
common body of knowledge and language. Today, there are numerous ICT related 
BOKs; our efforts in this area have focused on exploring the scope of relevant BOKs 
so as to encompass an appropriate breadth for an ICT profession. 10 BOKs, which 
form a considerable repository for the professional knowledge as used by ICT 
professionals, were examined and evaluated in terms of content, origins, coverage, 
usage, currency etc. It is recognised that any European framework for ICT 
professionalism will have to embrace multiple bodies of knowledge in order to span 
the profession accordingly. 

 Competencies - An understanding of the capability and competency needs of 
individuals working in ICT roles is essential for organisations to effectively recruit 
and develop suitable employees. Understanding the core areas of expertise 
required by various ICT roles and maintaining appropriate levels of competencies 
through commitment to continuous professional development is necessary to 
building an ICT profession. We identify initiatives pertaining to competencies and 
consider how organisational/national/European competence frameworks could be 
incorporated within a European framework for ICT professionalism.  
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 Certification, standards and qualifications ς Formal education, training and 
certifications are now regarded as mutually supportive components of an ICT 
ǇǊƻŦŜǎǎƛƻƴŀƭΩǎ ŎŀǊŜŜǊ ŘŜǾŜƭƻǇƳŜƴǘΦ /ŜǊǘƛŦƛŎŀǘƛƻƴǎ ŀƴŘ ǉǳŀƭƛŦƛŎŀǘƛƻƴǎ ŀǘǘŜǎǘ ǘƻ ŀƴ 
ƛƴŘƛǾƛŘǳŀƭΩǎ competencies and skills related to a defined BOK or specific ICT product. 
Because the value attached to credentials is proportionate to the transparency of 
their quality assurance mechanisms, they need to be based on assessment, 
accreditation and quality assurance processes that are standards related. Given the 
numerous industry-based certifications, academic qualifications and associated 
quality standards that exist, any European framework needs to effectively 
accommodate those in order to facilitate transparency of the credentials awarded 
and their portability across Member States. Understanding in this area is also critical 
to the development of a European training programme for ICT managers.  

 Professional Ethics ς A defining aspect of any profession involves adhering to 
professional ethical conduct. Assuming ICT is to mature as a profession in the same 
way as many other professions, the need for professional ethics in ICT is paramount, 
particularly considering the pervasive nature of ICT on individuals lives and issues 
such as privacy, security, equity of access and so on. Effectively addressing this issue 
of ethical conduct is critical for the ICT profession to garner positive perception by 
the public. We examine initiatives pertaining to ethical conduct in ICT, with a view 
to considering how Codes of Ethics/Conduct could best be accommodated within 
the EU framework for ICT Professionalism in a sustainable fashion. 

Considering these four pillars in terms of the need for professionals to add value to their 
organisation, as discussed above, we conclude that the combination of all four pillars 
ǎŜǊǾŜǎ ŀǎ ŀ ǎƻƭƛŘ ōŀǎƛǎ ŦƻǊ L/¢ ǇǊƻŦŜǎǎƛƻƴŀƭǎ ǘƻ ƳŜŜǘ ǘƘŜ άǾŀƭǳŜ ŀŘŘŜŘέ ǊŜǉǳƛǊŜƳŜƴǘΦ ! 
shared body of knowledge in a relevant ICT area, serving as the basis for developing 
certifications/qualifications that are transparent, portable and based on a defined 
ǎǘŀƴŘŀǊŘΣ ǇǊƻǾƛŘŜǎ ŜǾƛŘŜƴŎŜ ƻŦ ǘƘŜ ǇǊƻŦŜǎǎƛƻƴŀƭΩǎ ǎƪƛƭƭǎκŎƻƳǇŜǘŜƴŎƛŜǎ ǊŜƭŜǾŀƴǘ ǘƻ ŀ ǎǇŜŎƛŦƛŎ 
job at a specific point in time. Ensuring currency of competencies/skills through engaging in 
continuous professional development and performing work activities to an ethical standard 
provides evidence that the professional continues to deliver value in a manner that is 
acceptable to the organisation and the public. 

In terms of developing a training programme for ICT managers, consideration was given to 
identifying linkages between existing collaborative initiatives between industry, academia, 
professional institutes, and local governments. In order to frame this programme, research 
was undertaken to identify best practices in terms of the scope of ICT training programmes 
currently offered, to identify core curriculum components, and to consider target audience, 
the nature of training, the modes of delivery, the expected capability on completion, and 
so on.  

The desktop research into the proposed four pillars of ICT professionalism and into current 
training offerings for ICT managers resulted in a comprehensive overview of initiatives in 
these areas across Europe and the rest of the world. This desktop research and analysis 
thereof provided an in-depth understanding of initiatives to date and identification of key 
issues, relevant barriers and success factors for existing initiatives. This background 
research provided the basis for developing a questionnaire to elicit insights from ICT 
practitioners on these four pillars, on the importance of developing an ICT profession and 
on the requirements for a training programme for ICT managers. The intent was to ensure 
the most up-to-date thinking and concerns were captured and used to shape an effective 
research questionnaire. This questionnaire was developed, tested in consultation with Key 
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Opinion Leaders (KOLs) and refined. This project proposed to acquire insights from 100 
experts; in total 380 experts responded. From the list of respondents, a number of follow 
up interviews were carried out to probe greater depth of insight in key areas of interest. 
These follow up discussions also served as the basis for confirming the data collected via 
the questionnaire. This report incorporates the input of interviewed experts and KOLs. 
Through incorporating the input of these groups, we have worked to ensure the research is 
valid (we asked the right questions), is reliable (the data is representative of the wider 
community) and is generalizable (the findings can be related to the wider community).  All 
research conducted for this report adhered to high ethical research standards, thereby 
ensuring research integrity. 

3.2 Stakeholders  

Stakeholder groupings for this project are numerous, as outlined in Figure 1. It is arguable 
that because of the pervasive nature of ICT that all of society has a stake in defining how 
ICT practitioners are engaged and consulted. For the purposes of this project however we 
have grouped subsets of the stakeholders into various classifications.  

 
Figure 1: Multiple stakeholder communities involved 

For an ICT professional framework to be successful, there is a requirement to better 
understand the needs of the various ICT stakeholder groupings, including for example ICT 
practitioners and managers, public and private educators, enterprise, professional ICT 
associations, government bodies, standards bodies, certification developers etc.  Further, 
there is a need to produce a solution that effectively addresses their respective needs. In 
essence, any proposed framework must be demand-driven, with tangible benefits for each 
stakeholder. This is a critical step as without understanding the true nature of what each 
stakeholder group requires of a framework, and any possible interplay between these 
requirements, it is likely that the framework will fail to gain the necessary traction to 
enable successful adoption. 
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The interviewing of key stakeholders was essential to understanding their requirements 
and their envisaged benefits from an ICT profession and to ensuring their engagement and 
commitment to the project. The research endeavoured to ensure that the views and 
opinions captured were representative of practitioners across the EU, by for example 
seeking representation from CEPIS Member Societies and the IVI community. 

3.3  Data sources  

Data sources for the project can be classified under the following headings: 

3.3.1 Studies and Reports  

The interim report has drawn extensively on existing studies, reports and academic papers 
pertaining to the four pillar of ICT professionalism. These studies reflect past and on-going 
initiatives within the EU, the United States, Japan and India. An extensive reference listed is 
included at the end of this report. However, sample studies include for example: 

 Bodies of knowledge (Agresti, 2008) 

 /ŜǊǘƛŦƛŎŀǘƛƻƴΣ ǎǘŀƴŘŀǊŘǎ ŀƴŘ ǉǳŀƭƛŦƛŎŀǘƛƻƴǎΥ ¢ƘŜ /9b άL/¢ ŎŜǊǘƛŦƛŎŀǘƛƻƴ ƛƴ ŀŎǘƛƻƴέ 
interim report  (Weiss & O'Sullivan, 2010)Σ ǘƘŜ 9ǳǊƻǇŜŀƴ /ƻƳƳƛǎǎƛƻƴΩǎ ά9ǳǊƻǇŜŀƴ 
vǳŀƭƛŦƛŎŀǘƛƻƴǎ CǊŀƳŜǿƻǊƪ ŦƻǊ [ƛŦŜƭƻƴƎ [ŜŀǊƴƛƴƎ ό9vCύέ  (European Communities, 
2008) ŀƴŘ ǘƘŜ /9tL{ άIŀǊƳƻƴƛǎŜέ (DG Education & Culture and CEPIS, 2007) study. 

 /ƻƳǇŜǘŜƴŎƛŜǎΥ ¢ƘŜ 9ǳǊƻǇŜŀƴ /ƻƳƳƛǎǎƛƻƴΩǎ ά9ǳǊƻǇŜŀƴ Ŝ-Competence Framework 
нΦлέ ŀƴŘ άŜ-skills for the 21st ŎŜƴǘǳǊȅέΦ 

 Professional ethics: LCLtΩǎ ά/ǊƛǘŜǊƛŀ ŀƴŘ ǇǊƻŎŜŘǳǊŜǎ ŦƻǊ ŘŜǾŜƭƻǇƛƴƎ codes of ethics or 
ƻŦ ŎƻƴŘǳŎǘέΣ LCLtΩǎ ά9ǘƘƛŎǎ ŀƴŘ ǘƘŜ ƎƻǾŜǊƴŀƴŎŜ ƻŦ ǘƘŜ LƴǘŜǊƴŜǘέ ƳƻƴƻƎǊŀǇƘǎ and 
ά¢ƘŜ 9ǘƘƛŎǎ ƻŦ /ƻƳǇǳǘƛƴƎέ ōȅ WΦ .ŜǊƭŜǳǊ ŀƴŘ YΦ .ǊǳƴƴǎǘŜƛƴ.  

3.3.2 In terviews  

Data gathered from ICT practitioners via questionnaire completion and follow up 
interviews provided significant insights on:  

 Usage of Bodies of knowledge and their fitness for purpose 

 Importance of certifications and qualifications, drivers for acquiring them, 
awareness of frameworks, expected trends and standards 

 Usage of competence frameworks and their potential benefits and barriers to 
adoption 

 Adherence to Codes of Ethics/Codes of Conduct, their usefulness, compliance 
requirements and opinions on enforcement 

 Need for CIO training and views on the content required to best equip CIOs to fulfil 
their role 

 The concept of an ICT profession and steps in moving towards establishing and 
maturing it  

 Background details on all participants including for example mode of entry to the 
ICT profession, academic qualifications and certifications held, organisation type 
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represented, professional areas of activity and membership of professional 
associations.  

3.3.3 Key Opinion Leaders 

The project draws on the expertise of a group of KOLs, which includes a number of 
professionals selected for their knowledge and expertise in the areas of ICT professionalism 
ŀƴŘ L/¢ ǘǊŀƛƴƛƴƎΦ ¢ƘŜ ǇǊƻƧŜŎǘ ǎƻǳƎƘǘ ǘƻ ǳǘƛƭƛȊŜ ǘƘŜ Yh[ǎΩ ŜȄǇŜǊǘƛǎŜ ǘƻ ŘǊƛǾŜ ǉǳŜǎǘƛƻƴƴŀƛǊŜ 
development and underpin the overall research direction. Input from the KOLs served to 
guide the focus of the research, to ensure relevance of the research in terms of questions 
being asked, and to provide guidance around the validity, reliability, and generalisability of 
the findings.  

3.3.4 Meetings and workshops  

Regular meetings between the project team served as a useful basis for discussing existing 
initiatives and stimulating new ideas in a collaborative setting. Weekly status meetings 
served as a useful means to maintain visibility on project progress and to discuss new 
findings, increase awareness of new developments and upcoming events, identify and 
exchange contact details etc. These meetings were particularly important due to the 
dispersed nature of project team members.  

Several workshops between the project team members, focused on the four pillars of ICT 
professionalism, were held. These served as a useful source of data gathering and debate 
on desktop research findings. Discussions between project team members and external 
experts served as a further mechanism for gathering insights related to these four areas. A 
number of workshops focusing on iterative questionnaire design and refinement were 
held; and were critical in ensuring that appropriate questions were incorporated and 
worded in an unambiguous manner; and in ensuring that the value of incorporating each 
question was considered. Project team representation at the CEN workshop on 14/04/2011 
served to gather further input on this questionnaire design.  

3.3.5 Website   

The dedicated e-skills and ICT professionalism website (www.ictprof.eu) publicises the 
research to the public. It focuses on communicating the importance of the research 
undertaken with a view to engaging with its target audience. The website requests and 
ǿŜƭŎƻƳŜǎ ǎǳōƳƛǎǎƛƻƴǎ ŦǊƻƳ ǘƘŜ ǇǳōƭƛŎΣ ƻƴ ƛƴŘƛǾƛŘǳŀƭǎΩ ǘƘƻǳƎƘǘǎ ƻƴ ǘƘŜ ŎƻƴŎŜǇǘ ƻŦ L/¢ 
professionalism, on the four proposed pillars and on CIO or ICT manager training. 

http://www.ictprof.eu/
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4  

One method of establishing a profession is to first define a body of knowledge around the 
area and then use the body of knowledge to set standards and certification processes 
(Agresti, 2008). 

4.1 Bodies of Knowledge 

A body of knowledge is more than simply a collection of terms; a professional reading list; a 
library; a website or a collection of websites; a description of professional functions; or 
even a collection of information. It is the accepted ontology for a specific domain.3 The 
Project Management Body of Knowledge (PMBOK®) from the Project Management 
Institute ǎǘŀǘŜǎ ǘƘŀǘ ƛǘ ŘƻŎǳƳŜƴǘǎ άƎŜƴŜǊŀƭƭȅ ŀŎŎŜǇǘŜŘ ƎƻƻŘ ǇǊŀŎǘƛŎŜέΦ 

Thus, the documented, verified, validated and approved concepts are typically referenced 
in bodies of knowledge. This addresses the needs of the vast majority of ICT practitioners. 
Today the bulk of activities are about maintenance and enhancements of existing systems. 
For those companies that are at the vanguard of technology adoption, the well-established 
industry recognized bodies of knowledge constitute a subset of the knowledge needed. 

Bodies of knowledge can be expressed in many ways. They can be expressed as facts, 
processes, methods or recipes. A body of knowledge could equally be defined as a set of 
inputs and outputs as in a black-box description where the input and output artifacts are 
clearly described. A body of knowledge may simply be an index to the wider societal 
knowledge base on a subject or domain. A body of knowledge may be expressed as a 
syllabus either with or without supporting bibliographic detail. Knowledge can be captured 
and communicated via maturity models and associated assessment frameworks. The most 
widely available are still good textbooks either paper or digital. 

Knowledge management is an essential activity for all but this is more complex and 
dynamic in the technology innovator and early adopter companies (Hargadon, 1997). The 
innovative and transformative nature of ICT has to be harnessed and managed. This very 
often has to be done at speed to stay ahead of the competition. The new sometimes 
unproven technologies and the associated hast does mean that it is a high risk venture. To 
leverage off new technologies, one has to understand their capabilities and the ease or 
complexity of integrating them into an existing suite of technologies or how it might 
facilitate the launch of new businesses. Many leading companies form partnerships with 
their suppliers, universities; join and participate in forums and consortiums to manage and 
shape the roll out of new concepts. 

Technological change, like all change is about more than just technology. It involves people, 
business processes, attitude and expectations management as well as risk with the 
potential for high rewards. It is more difficult to be effective at change management in the 
absence of reference sites and demonstrated benefits for the stakeholders. 

                                                           

3 http://en.wikipedia.org/wiki/Body_of_Knowledge. 

http://marketplace.pmi.org/Pages/ProductDetail.aspx?GMProduct=00101095501
http://www.pmi.org/
http://www.pmi.org/
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Knowledge management is an exceptionally wide topic and is outside the scope of this 
ǊŜǎŜŀǊŎƘΦ IƻǿŜǾŜǊΣ ŦƻǊ ǘƘŜ ǇǳǊǇƻǎŜǎ ƻŦ ǘƘƛǎ ǊŜǎŜŀǊŎƘ ƻǳǊ ǊŜŦŜǊŜƴŎŜǎ ǘƻ ŀ Ψknowledge baseΩ 
should be considered as inclusive of the bodies of knowledge and all necessary current 
information as is appropriate to the business and its technology management positioning; 
as an innovator, early adapted, early or late majority or laggard positioning (Hargadon, 
1997). 

With reference to Figure 21, the scope of the knowledge areas is very wide and 
encompasses business, technology, analysis, process, communications, negotiation, design, 
and change management to list some. The ICT team needs to be competent in all these 
areas. 

Today (2011) there are many bodies of knowledge (BOKs) associated with ICT related 
activities. There does not appear to be an all-encompassing body of knowledge. The review 
in this section does not attempt to analyse the content of each of these BOKs. It looks at 
who generated them and how they are maintained. 

The BOKs identified for this analysis include: 

 PMBOK® 

 SWEBOK 

 CIPS Body of Knowledge / BCS Diploma Syllabus / ACS ICT Profession Body of Knowledge 

 ITIL 

 COBIT 

 ACM/IEEE Computing Curricula 

 CMMI 

 Prince2 

 IT Security Essential Body of Knowledge 

 APM BOK (Association for Project Management Body of Knowledge) 

 TOGAF 

Several of these bodies of knowledge have common ground and have over lapping 
features. For example, APM BOK, PMBOK and Prince2 all deal with project, programme and 
or portfolio management. 

4.1.1 Project Management Body of Knowledge  (PMBOK®)  

4.1.1.1 Brief description  

The PMBOK covers the concepts of project management. PMBOK divides the knowledge 
into nine knowledge areas: 

 Quality 

 Scope 

 Time 

 Cost 

 Human resources 

 Communications 

 Risk Management 

 Procurement 

 Integration 
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Projects have a defined life cycle that the standard divides into 5 phases: 

 Initiating 

 Planning 

 Executing 

 Monitoring & Controlling 

 Closing 

4.1.1.2 Origins  

The origins of the PMBOK can be traced to the foundation of the PMI in 1968. The first PMP 
certifications were issued in 1984 and the first draft of the PMBOK was available in 1986. 
The document is now in its fourth edition and it continues to be maintained. 

The PMBOK has been augmented with publications on sizing and estimation, risk 
management, program management, portfolio management and special areas like 
construction and government. 

4.1.1.3 Education and training  

Courses and textbooks on the PMI material are available from a wide variety of commercial 
suppliers as well as universities and colleges. Once certified, practitioners must remain 
active in project management and be re-certified by having attained a number of 
professional development units (PDUs). 

4.1.1.4 Coverage 

Project management, program management, portfolio management, earned value 
management, risk management; work breakdown structures practices, scheduling 
practices, sizing and estimation practices are all covered in the Project Management 
LƴǎǘƛǘǳǘŜΩǎ ƳŀǘŜǊƛŀƭǎΦ 

4.1.1.5 Currency 

The Project Management Institute has hundreds of thousands of members worldwide and 
funds significant on-going research from its resources. The PMIs material is current and 
maintained by its member community. 

4.1.1.6 Usage 

PMBOK is widely used by project managers around the globe. Certification in project 
management is normally a requirement to work as a project manager. 

Note: Most jobs specify that a project management certification is required but do 
not specify whether it should be Prince2 or PMP. Most employers will accept 
all of the certifying bodies. 

The PMBOK is used as a basis of establishing a common language. This is an important 
aspect of international and trans-national projects. The PMBOK is used in construction, 
ƎƻǾŜǊƴƳŜƴǘ ό¦{ ϧ /ŀƴŀŘŀ ƛƴ ǇŀǊǘƛŎǳƭŀǊύΣ L¢ ŀƴŘ ōǳǎƛƴŜǎǎŜǎ ƻŦ ŀƭƭ ǘȅǇŜǎΦ bDhΩǎ ŀƴŘ ƴƻǘ-for-
profit organisations are also using PMBOK. The PMI has active chapters in the following 
regions and countries: 
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Asia Pacific  

Australia, Bangladesh, Hong Kong, India, Malaysia, New Zealand, Pakistan, Philippines, 
Singapore, Sri Lanka, Taiwan, Thailand, Indonesia, Japan and South Korea 

Europe, Middle East, Africa  

Austria, Bahrain, Belgium, Bulgaria, Croatia, Czech Republic, Denmark, Egypt, Finland, 
France, Germany, Greece, Hungary, Ireland, Israel, Italy, Jordan, Kuwait, Lebanon, 
Luxembourg, Morocco, Netherlands, Nigeria, Norway, Oman, Poland, Portugal, Qatar, 
Romania, Russia, Saudi Arabia, Slovakia, Slovenia, South Africa, Spain, Sweden, Switzerland, 
Turkey, Ukraine, United Kingdom, United Arab Emirates, Yemen and Yugoslavia   

Latin America  

Argentina, Brazil, Chile, Colombia, Costa Rica, Ecuador, Mexico, Panama, Paraguay, Peru, 
Uruguay and Venezuela   

North America  

Canada, United States and Caribbean 

4.1.1.7 Contact information  

Support organisation:  Project Management Institute 

Body of Knowledge:  PMBOK 

taLΩǎ 9a9! /ƻƴǘŀŎǘ 
details: 

http://www.pmi.org/en/About-Us/Customer-
Care/EMEA.aspx 

Telephone: +31-320-239-539 

4.1.2 Software Engineering Body of Knowledge (SWEBOK)  

An engineering profession is characterized by several components: 

 An initial professional education in a curriculum validated by society through 
accreditation 

 Registration of fitness to practice via voluntary certification or mandatory licensing 

 Specialized skill development and continuing professional education 

 Communal support via a professional society 

 A commitment to norms of conduct often prescribed in a code of ethics 

The SWEBOK addresses the first three. 

The SWEBOK (2004) areas of knowledge include: 

 Software requirements 

 Software design 

 Software construction 

 Software testing 

 Software maintenance 

http://www.pmi.org/
http://www.pmi.org/PMBOK-Guide-and-Standards/Standards-Library-of-PMI-Global-Standards.aspx
http://www.pmi.org/en/About-Us/Customer-Care/EMEA.aspx
http://www.pmi.org/en/About-Us/Customer-Care/EMEA.aspx
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 Software configuration management 

 Software engineering management 

 Software engineering process 

 Software engineering tools and methods 

 Software quality 

Software engineering does not exist in a vacuum and must interact with the following 
related areas outside the scope of the SWEBOK: 

 Computer engineering 

 Project management 

 Computer science 

 Quality management 

 Management  

 Software ergonomics 

 Mathematics  

 Systems engineering 

The body of knowledge resides in the literature that has been generated over the last forty 
years. The SWEBOK is simply a guide to that knowledge. The SWEBOK does not stipulate 
vendor specific methods tools or techniques. Nor does it address specialist or research 
areas.  The SWEBOK describes what is generally accepted as good practice. 

The Institute of Electrical and Electronic Engineers Computer Society (IEEE) in association 
with the Association for Computing Machinery (ACM) invited participation from interested 
parties to form and develop the SWEBOK. The first drafts appeared in 2001 and the final 
approved document was produced in 2004. Version 3 is currently being drafted and is 
expected to be ready for review during 2011. 

4.1.2.1 Education and training  

Many university courses have been modified to incorporate the SWEBOK content into their 
material. 

The Certified Software Development Professional (CSDP) is aimed at mid-career software 
development professionals. The certification meets the ISO/IEC 24773:2008Σ ά{ƻŦǘǿŀǊŜ 
Engineering ς Certification of Software Engineering Professionals ς Comparison 
CǊŀƳŜǿƻǊƪέΦ  

The Certified Software Development Associate (CSDA) is a graduate level certification. 

¢ƘŜ LƴǎǘƛǘǳǘŜ ƻŦ 9ƭŜŎǘǊƛŎŀƭ ŀƴŘ 9ƭŜŎǘǊƻƴƛŎ 9ƴƎƛƴŜŜǊΩǎ /ƻƳǇǳǘŜǊ {ƻŎƛŜǘȅ όL999 /S) also has a 
certification.  

4.1.2.2 Coverage 

The SWEBOK addresses the requirements through design, coding and testing to 
deployment and management. It also looks at the process, tools and methods and quality 
aspects of the work. 

It does not address soft skills like expectations management, client relationships or 
contract and duty of care aspects of the profession. 
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A separate ethics document has been developed by the IEEE and ACM. 

4.1.2.3 Currency 

The current standard was approved in 2004. It is in need of revision and update. A version 3 
of the SWEBOK is in preparation and was expected to be available for review during 2011. 
Version 3 will rework the document and provide new knowledge areas of Software 
Measurement and Software Security. 

It is developed under a grant from some businesses and with the support of the IEEE CS 
and ACM.  

4.1.2.4 Usage 

It is used by colleges, education providers, practitioners and employers. It is also being used 
as a reference against which qualifications can be assessed or compared. 

4.1.2.5 Contact Informatio n 

Support organisation:  IEEE Computer Society 

Body of Knowledge:  SWEBOK 

IEEE Computer Society contact  
details: 

http://www.computer.org/portal/web/guest/contact  

Telephone: +1-714-821-8380 

4.1.3 #ÁÎÁÄÁȭÓ !ÓÓÏÃÉÁÔÉÏÎ ÏÆ )ÎÆÏÒÍÁÔÉÏÎ 4ÅÃÈÎÏÌÏÇÙ 0ÒÏÆÅÓÓÉÏÎÁÌÓ 
(CIPS BOK) 
British Computer Society (BCS) IT Diploma Sylla bus 

In February 2005, the CIPS National Board ratified the following motion: "The British 
Computer Society (BCS) Professional Examination Study Guide Syllabus Diploma level (Core 
and 11 specialist modules) be adopted as the Body of Knowledge (BOK) for CIPS." 

The BOK is comprised of a core and ten technical knowledge areas: 

 Core Module: Professional Issues in Information Systems Practice 

 Architecture 

 Networks 

 Databases 

 OO Programming 

 Project management 

 Service management 

 Software engineering 

 Systems Analysis 

 Systems Design 

 The Internet and the WWW 

http://www.computer.org/
http://www.computer.org/
http://www.computer.org/portal/web/swebok
http://www.computer.org/portal/web/guest/contact
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The British Computer Society (BCS) is maintaining the syllabus and has dropped knowledge 
areas in 2010 and added some new ones in 2010 and 2011. The list above is current as of 
February 2011 and does not show the areas dropped in 2010. 

The British Computer Society has 70,000 members worldwide. CIPS, BCS and the Australian 
Computer Society (ACS) are all founding members of IP3. 

The International Professional Practice Partnership (IP3) is a global initiative that was 
adopted by the International Federation of Information Processing (IFIP), at the IFIP 
General Assembly (GA) in 2006. IFIP is a United Nations founded/UNESCO association, with 
60+ Member Societies. IP3 counts 9 professional IT associations across the globe as its 
members who share a common vision to establish IT as a profession that is recognized and 
valued globally and has the same key strategic features that are common to most 
established professions; IFIP provide accreditation for organisations; thus far, two 
organisations have been accredited. 

4.1.3.1 Education and training  

This BOK is basically a syllabus that has been adapted by many UK and Irish colleges. 
Further, many colleges recognise the BCS based certification as qualifying criteria for 
further training at university. Courses are also available in Canada and Australia based on 
the BCS Diploma Syllabus. 

Standards and candidate guidelines have been issued by the Information Systems 
Examinations Board (ISEB). The ISEB has a portfolio of qualifications that it oversees. 

Certified trainers exist in: Germany, Netherlands, Australia, UK, Denmark, Canada, Finland, 
Ireland, Singapore, USA, Sweden, India, Belgium and Malaysia. The countries shown are 
typically where the training organisation is based and many operate worldwide. 

4.1.3.2 Coverage 

A core module and ten technical areas of knowledge are covered in the syllabus for the 
diploma course. 

4.1.3.3 Currency 

The BCS is maintaining the body of knowledge and it is being kept current. The BCS is 
funded by its membership and education activities. 

4.1.3.4 Usage 

The BCS Diploma syllabus is used in UK, Canada and Australia. It is also used to a lesser 
extent in North Western Europe, India, Malaysia, Singapore and the USA. It is used by 
educators and professionals. 

4.1.3.5 Contact Information  

Support organisation:  /ŀƴŀŘŀΩǎ !ǎǎƻŎƛŀǘƛƻƴ ƻŦ LΦ¢Φ tǊƻŦŜǎǎƛƻƴŀƭs 

Body of Knowledge:  CIPS BOK 

CIPS Contact details: http://ww w.cips.ca/contactcips 

http://www.cips.ca/
http://www.cips.ca/?q=system/files/bok.pdf
http://www.cips.ca/contactcips


 

30 | P a g e 

Telephone: +1-877-ASK-CIPS (275-2477) 

Support organisation:  British Computer Society 

BCS Contact details: http://www.bcs.org/content/conWebDoc/34404  

Telephone: +44 (0)1793 417417 

4.1.4 Information Technology Infrastructure Library (ITIL)  

ITIL has primary publications in the areas of: 

 Service Strategy 

 Service Design 

 Service Transition 

 Service Operation 

 Continual Service Improvement 

Note: More details available at: 
http://www.itil -officialsite.com/Publications/Core.aspx. 

¢ƘŜ ¦YΩǎ /ŜƴǘǊŀƭ /ƻƳƳǳƴƛŎŀǘƛƻƴǎ ŀƴŘ ¢ŜƭŜŎƻƳƳǳƴƛŎŀǘƛƻƴǎ !ƎŜƴŎȅ ό//¢!ύ ǇǳōƭƛǎƘŜŘ L¢L[ 
between 1989 and 1995. Version 2 was published in 2004 and gained worldwide 
acceptance. 2007 saw version 3 being delivered. 

4.1.4.1 Education and training  

Many large IT service companies have embraced ITIL and support its use through 
consultancy and training programs. ITIL training is available from many professional 
educators. 

The ITIL V3 Qualifications scheme uses four levels: 

 ITIL Foundation in IT Service Management 

 ITIL Intermediate Level 

 ITIL Expert Certification 

 ITIL Master Qualification 

Accredited examinations institutes use their own processes. Details of the four levels are 
available for download. 

4.1.4.2 Coverage 

ITIL takes a customer focused service delivery approach to IT management. It describes 
service strategy, design, transition and operation in a continuous improvement 
environment. 

4.1.4.3 Currency 

ITIL is being updated regularly and version 3 is the latest as of (Feb/2011). 

http://www.bcs.org/
http://www.bcs.org/content/conWebDoc/34404
http://www.itil-officialsite.com/Publications/Core.aspx
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4.1.4.4 Usage 

ITIL is being used by educators, certifiers, practitioners and companies. It acts as a 
framework to help manage IT services. It has helped companies align their business and IT 
objectives. 

4.1.4.5 Contact Information  

Support organisation:  Office of Government Commerce (OGC) 

Body of Knowledge:  ITIL 

UK Office of Government Commerce contact 
details: 

http://www.best-management-
practice.com/ 

Telephone: +44 (0)870 242 2345  

4.1.5 COBIT 4.1 

COBIT 4.1 can be found at www.itgi.org/cobit. The framework addresses the issue of 
governance around IT. It ensures that: 

 IT is aligned with the business 

 IT enables the business and maximises benefits 

 IT resources are used responsibly 

 IT risks are managed 

The Information Technology Governance Institute (ITGI) was founded in 1998 to advance 
the governance of IT. It has developed the Control Objectives for Information and related 
Technology (COBIT®). COBIT is continually being updated and supporting standards like 
RiskIT and ValIT have been added to the portfolio of solutions. ISACA plans to merge all 
three into COBIT version 5 which is slated for release in 2011. 

The ITGI was formed by the Information Systems Audit and Control Association (ISACA). 
The ISACA was initially formed in 1967 and has continued to grow since then. ISACA offers 
a variety of certifications including: 

 CRISC ς Certified in Risk and Information Systems Control 

 CISM ς Certified Information Security Manager 

 CGEIT ς Certified in the Governance of Enterprise Information Technology 

 CISA ς Certified Information Systems Auditor 

4.1.5.1 Education and training  

Online e-learning courses, books and face-to-face training are available to help students 
pass the examinations for the qualifications listed in section 4.1.5 above. 

Today (Feb 2011) ISACA has over 95,000 members worldwide. 

4.1.5.2 Coverage 

COBIT focuses on five main areas. These are: 

http://www.itil-officialsite.com/home/home.aspx
http://www.itil-officialsite.com/Publications/Core.aspx
http://www.best-management-practice.com/
http://www.best-management-practice.com/
http://www.itgi.org/cobit
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 Strategic alignment (business & IT alignment from planning stage) 

 Value delivery (ensuring IT delivers on value promised) 

 Resource management (proper management and investment in IT resources) 

 Risk management (risk awareness and risk acceptance/avoidance guidelines and 
criteria) 

 Performance measurement (strategic, operational metrics and use of balanced 
scorecards) 

4.1.5.3 Currency 

The framework is actively maintained and ITGI has on-going research to ensure it is kept 
up-to-date. It is funded by research grants, member subscriptions, and training and 
certification fees. 

4.1.5.4 Usage 

COBIT is used globally. It has been particularly successful in the financial markets where the 
concepts of auditing are better understood. 

Many businesses have used it to gain control of their IT investments and get a better 
handle on the management of IT. It is being used as a mechanism to align IT and business 
at strategic, tactical and operational planning levels. 

4.1.5.5 Contact Information  

Support organisation:  ISACA (formally Information Systems Audit and Control 
Association) 

Body of Knowledge:  COBIT 

ISACA contact 
details: 

http://www.isaca.org/About-ISACA/Contact-Us/Pages/default.aspx 

Telephone: +1.847.253.1545 

4.1.6 ACM/IEEE Computer Science Curriculum  

The Association for Computing Machinery (ACM) and the Institute for Electrical and 
Electronic Engineers (IEEE) has published computing curricula in 1968, 1978, 1991, 2001 
and 2008. The computing curricula are actively maintained and have scheduled period 
reviews. It can be down loaded from: 
http://www.acm.org/education/curricula/ComputerScience2008.pdf.  

Note: There is an IS Computing Curricula which is located at 
http://www.acm.org/education/curricula/IS%202010%20ACM%20final.pdf. 
This is maintained by the Association for Computing Machinery (ACM) and the 
Association for Information Systems (AIS). This is also of a very high standard 
and is kept current but is not reviewed in this report. 

4.1.6.1 Education and training  

The computing curricula is used and referenced by many universities worldwide. There are 
a significant number of colleges that provide courses based on the curricula. 

https://www.isaca.org/Pages/default.aspx
http://www.isaca.org/Knowledge-Center/cobit/Pages/Products.aspx
http://www.isaca.org/About-ISACA/Contact-Us/Pages/default.aspx
http://www.acm.org/education/curricula/ComputerScience2008.pdf
http://www.acm.org/education/curricula/IS%202010%20ACM%20final.pdf


 

33 | P a g e 

4.1.6.2 Coverage 

The following areas are addressed: 

 Discrete structures 

 Programming fundamentals 

 Algorithms and complexity 

 Architecture and organisation 

 Operating systems 

 Net centric computing 

 Programming languages 

 Human-computer interaction 

 Graphics and visual computing 

 Intelligent systems 

 Information management 

 Social and professional issues 

 Software engineering 

 Computer science 

 Introduction to security 

 Parallelism 

4.1.6.3 Currency 

This is a joint effort between the IEEE and ACM who continue to review the curricula.  

4.1.6.4 Usage 

It is in use by colleges and educators. It is used in North America, Europe, Australia & New 
Zealand. 

4.1.6.5 Contact Information  

Support organisation:  Association for Computing Machinery (ACM) 

Body of Knowledge:  ACM/IEEE Computer Science Curriculum 

!/aΩǎ Ŏontact details: http://www.acm.org/contact-info  

Telephone: +1-412-268-5800 

IEEE Computer Society (CS) IEEE Computer Society (CS) 

L999Ωǎ /ƻƳǇǳǘŜǊ {ƻŎƛŜǘȅΩǎ ŎƻƴǘŀŎǘ 
details 

http://www.computer.org/portal/web/guest/contact  

Telephone: +1-202-371-0101 

4.1.7 Capability Maturity Model Integrated (CMMI ®) 

The Capability Maturity Model (CMM) was developed by the Software Engineering Institute 
(SEI) at Carnegie Mellon University, Pittsburgh, Pennsylvania. The SEI receives significant 
funding from the US government and thus its future is secured. 

http://www.acm.org/
http://www.acm.org/education/curricula/ComputerScience2008.pdf
http://www.acm.org/contact-info
http://www.computer.org/portal/web/guest/home
http://www.computer.org/portal/web/guest/contact
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It is a process improvement maturity model that is focused on the development of 
products and services. It addresses the product life-cycle from concept through 
development and delivery and the maintenance phase. 

The CMMI for development uses best practices of systems and software engineering. 

The CMMI can be obtained online at http://www.sei.cmu.edu/library/abstracts/cmmi/.  

4.1.7.1 Education and training  

A variety of courses are available from the Carnegie Mellon University. These range from 
introductory to detail and are available in tailored form for practitioners and managers. The 
CMMI framework has sub specialities like development and acquisition. Variants of the 
courses are specific to the needs of the customer. Courses are also offered to train 
appraisers. Thus, companies can become self-sufficient in terms of doing larger corporate 
wide assessments. 

Certifications for various roles in the CMMI process improvement exist. These include: 

 CMMI Instructor 

 People CMMI Instructor 

 PSP Developer 

 PSP Instructor 

 SCAMPIB&C Team Leader 

 SCAMPI with People CMM Lead Appraiser 

 TSP Coach 

A web search for CMMI training will return large numbers of training organisation who 
support and train the CMMI area. 

4.1.7.2 Coverage 

The CMMI looks at four process areas: 

Process management 

 Basic process management process areas 

 Advanced process management process areas 
Project management 

 Basic project management process areas 

 Advanced  project management process areas 
Engineering 

 Recursive and iteration of engineering processes 
Support 

 Basic support process areas 

 Advanced support process areas 

The CMMI looks in detail at 22 process areas and makes recommendations for 
improvement based on the findings of a capability maturity assessment. The 22 process 
areas are: 

 Causal Analysis and Resolution (CAR)  

 Configuration Management (CM) 

http://www.sei.cmu.edu/library/abstracts/cmmi/
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 Decision Analysis and Resolution (DAR) 

 Integrated Project Management (IPM) 

 Measurement and Analysis (MA) 

 Organizational Innovation and Deployment (OID) 

 Organizational Process Definition (OPD ) 

 Organizational Process Focus (OPF) 

 Organizational Process Performance (OPP) 

 Organizational Training (OT) 

 Product Integration (PI) 

 Project Monitoring and Control (PMC) 

 Project Planning (PP) 

 Process and Product Quality Assurance (PPQA) 

 Quantitative Project Management (QPM) 

 Requirements Development (RD) 

 Requirements Management (REQM) 

 Risk Management (RSKM) 

 Supplier Agreement Management (SAM) 

 Technical Solution (TS) 

 Validation (VAL) 

 Verification (VER) 

4.1.7.3 Currency 

The CMMI is maintained at the Carnegie Mellon University by the Software Engineering 
Institute. This organisation gets the bulk of its funding from the US government and is 
considered financially secure. 

4.1.7.4 Usage 

Large software and product developers were among the first to use CMM. Specific levels 
were mentioned in NATO, US/UK Government contracts and a minimum level of 2 was 
normal in the vendor qualification processes of many large companies during the 1990s. 
This had the effect of accelerating the demand for CMM certification. 

Levels 3 and higher bring significant quality improvements and have the effect of reducing 
overall cost and reduce time to market. This was demonstrated at Motorola where level 2 
was found to improve quality but at increased costs. Whilst, level 3 reduced costs and 
improved quality; levels 4 and 5 again improved quality but at increased cost. Motorola 
directed all product development groups and software development groups to attain a 
minimum of level 3. High volume software development sites were asked to attain levels 4 
and 5. Specifically, sites whose software would be deployed with or embedded in high 
volume products were asked to attain levels 4 & 5. 

4.1.7.5 Contact Information  

Support organisation:  Software Engineering Institute (SEI) 

Body of Knowledge:  CMMI 

{9LΩǎ Ŏontact details: http://www.sei.cmu.edu/contact.cfm 

Telephone: +1-412-268-5800 

http://www.sei.cmu.edu/index.cfm
http://www.sei.cmu.edu/cmmi/tools/cmmiv1-3/index.cfm
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4.1.8 Prince2  

PRINCE ƛǎ ŘŜǊƛǾŜŘ ŦǊƻƳ ǘƘŜ ǇƘǊŀǎŜ άPRojects IN Controlled EƴǾƛǊƻƴƳŜƴǘǎέΦ tǊƛƴŎŜн ƛǎ ǳǎŜŘ 
extensively in the UK Government departments. It is also widely used in industry and 
business in the UK. 

The following overview is taken from http://www.ogc.gov.uk/methods_prince_2.asp  

PRINCE2 is a generic, sometimes tailored, simple to follow project management method.  It 
covers how to organise, manage and control your projects.  It is aimed at enabling you to 
successfully deliver the right products, on time and within budget. As a Project manager you 
can apply the principles of PRINCE2 and the associated training to any type of project. It will 
help you to manage risk, control quality and change effectively, as well as make the most of 
challenging situations and opportunities that arise within a project.  

A PRINCE2 project has the following characteristics:  

 Continued business justification  

 Learning from experience  

 Defined roles and responsibilities  

 Managed by stages  

 Managed by exception  

 Focuses on products and their quality  

 Tailored to suit the particular product environment 

PRINCE2 does not cover all aspects of project management.  Areas such as leadership and 
people management skills, detailed coverage of project management tools and techniques 
are well covered by other existing and proven methods and are therefore excluded from 
PRINCE2. 

Prince2 documents best practices associated with project management. 

4.1.8.1 Education and training  

Prince2 training is widely available. A number of Prince2 accredited training providers are 
available and a variety of courses are described at http://www.prince2.com/accredited-
project-management-training.asp. 

4.1.8.2 Coverage 

Prince2 can be described in a number of models. The first covers: 

 Starting up a project (SU) 

 Initiating a project (IP) 

 Directing a project (DP) 

 Planning (PL) 

 For each stage 

 Managing stage boundaries (SB) 

 Controlling a stage (CS) 

 Managing product delivery (MP) 

 Shutting down: Closing a project 

http://www.ogc.gov.uk/methods_prince_2.asp
http://www.prince2.com/accredited-project-management-training.asp
http://www.prince2.com/accredited-project-management-training.asp
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A second model for Prince2 is called the component model. The components are referred 
ǘƻ ŀǎ ǘƘŜ ΨǿƘŀǘΩ ŀ ǇǊƻƧŜŎǘ ƳŀƴŀƎŜǊ ŘƻŜǎΥ 

 Change control 

 Configuration management 

 Quality 

 Risk management 

 Controls 

 Plans 

 Organisation 

 Business case 

4.1.8.3 Currency 

Prince2 is a UK government initiative that continues to get financial support and also 
derives income from its publications. The initiative is being kept up-to-date. 

4.1.8.4 Usage 

Prince was initially used internally in the UK government departments. However, the 
project management principles and best practice were found to be applicable to many 
areas and not just IT where it originated. 

Today Prince2 is used predominately in the UK but is also used in Western Europe, North 
America and the Asia Pacific Rim. 

Prince2 is an effective approach to project management and offers practitioners a solid 
basis on which to build their careers. 

4.1.8.5 Contact Information  

Support organisation:  Office of Government Commerce 

Body of Knowledge:  Prince2 

hD/Ωǎ Ŏontact details: http://www.prince-officialsite.com/home/contactus.aspx  

Telephone: +44 (0) 1494 458 948 

4.1.9 IT Security Essential Body of Knowledge  

άEBK is a collection of what US government IT security managers believe are the essential 
technology and management skills an IT staff should have to protect federal networks from 
cyber attacks and unauthorised access.έ4 

                                                           

4The Basics IT Security Essential Body of Knowledge by Jill R Aitoro see  
http://www.govexec.com/basics/itsecurity.htm  

http://www.prince-officialsite.com/
http://www.prince-officialsite.com/Publications/Core.aspx
http://www.prince-officialsite.com/home/contactus.aspx
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¢ƘŜ 9.Y ƛǎ ǘƘŜ ¦{ 5ŜǇŀǊǘƳŜƴǘ ƻŦ IƻƳŜƭŀƴŘ {ŜŎǳǊƛǘȅ ƛǎ ǘƘŜ CŜŘŜǊŀƭ DƻǾŜǊƴƳŜƴǘΩǎ ǾŜǊǎƛƻƴ ƻŦ 
the National Institute oŦ {ǘŀƴŘŀǊŘǎ ŀƴŘ ¢ŜŎƘƴƻƭƻƎȅΩǎ όL{/ύ2. It was created in 2007.  

4.1.9.1 Education and training  

The BOK has a number of roles and certifications associated with it. The following table 
from http://www.us-cert.gov/ITSecurityEBK/EBK%20Matrix-Sept08.pdf, shown in Figure 2, 
outlines the role and competency relationships. 

The International Information Systems Security Certification Consortium, Inc., (ISC)2 has a 
number of certifications on its related body of knowledge. 

 ISC Associate 

 Systems Security Certified Practitioner (SSCP) 

 Certified Authorization Professional (CAP) 

 Certified Secure Software Lifecycle Professional (CSSLP) 

 Certified Information Systems Security Professional (CISSP) 

 Architecture (CISSP-ISSAP) 

 Engineering (CISSP-ISSEP) 

 Management (CISSP-ISSMP) 

 
Figure 2: IT Security roles and competences 

Text books and eLearning course are available. 

4.1.9.2 Coverage 

The EBK addresses the following areas:  

http://www.us-cert.gov/ITSecurityEBK/EBK%20Matrix-Sept08.pdf
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 Data security 

 Digital forensics 

 Enterprise continuity 

 Incident management 

 IT security training and awareness 

 IT systems operations and maintenance 

 Network security and telecommunications 

 Personnel security 

 Physical and environmental security 

 Procurement 

 Regulatory and standards compliance 

 Risk management 

 Strategic management 

 System and application security 

4.1.9.3 Currency 

The body of knowledge is maintained by the US Department of Homeland Security. It is 
being kept up-to-date and comments from subject matter experts are being solicited every 
two years. 

4.1.9.4 Usage 

It is recommended for use by all US government departments. It is being used to counter 
perceived cyber threats. Taken from http://www.us-cert.gov/ITSecurityEBK, the following 
text outlines some of the reasons for its use. 

Potential benefits of the IT Security EBK for professional development and workforce 
management initiatives include the following: 

 articulating the functions that professionals within the IT security workforce 
perform, in a context-neutral format and language 

 promoting uniform competency guidelines to increase the overall efficiency of IT 
security education, training, and professional development 

 providing a content guideline that can be leveraged to facilitate cost-effective 
professional development of the IT workforce, including future skills training and 
certifications, academic curricula, or other affiliated human resource activities. 

4.1.9.5 Contact Information  

Support 
organisation:  

United States ς Computer Emergency Readiness Team (US-CERT) 

US-CERT is a part of the National Cyber Security Division (NCSD) at 
the Department of Homeland Security (DHS). 

Body of 
Knowledge:  

EBK 

US-/9w¢Ωǎ Ŏontact 
details: 

http://www.us-cert.gov/contact.html  

Telephone: +1 888-282-0870 

http://www.us-cert.gov/ITSecurityEBK
http://www.us-cert.gov/index.html
http://www.us-cert.gov/ITSecurityEBK/EBK2008.pdf
http://www.us-cert.gov/contact.html
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4.1.10 Informati on Technology Capability Maturity Framework (IT -CMF) 

The Information Technology ς Capability Maturity Framework was developed initially by 
LƴǘŜƭ ōŀǎŜŘ ƻƴ ŀŎŀŘŜƳƛŎ ǊŜǎŜŀǊŎƘ ŀƴŘ LƴǘŜƭΩǎ ƻǿƴ ŜȄǇŜǊƛŜƴŎŜ ƛƴ ǘǊŀƴǎŦƻǊƳƛƴƎ ƛǘǎ L¢ 
organisation. 

The IT-CMF has four macro processes: 

 Managing IT like a business 

 Managing the IT budget 

 Managing IT for business value 

 Managing the IT capability 

Each of the four macro processes has a series of processes defined. The framework 
identifies capabilities needed to successfully execute these processes. Its assessment tools 
allow businesses to assess these capabilities and determine the maturity of the capabilities. 
The assessment results allow businesses to focus on the practices that make up the process 
and improve or develop the capabilities further. 

The IT-CMF is maintained by the Innovation Value Institute (IVI) based at the National 
University of Ireland, Maynooth. 

4.1.10.1 Education and training  

The Innovation Value Institute provides a number of professional development courses on 
IT-/aCΦ ¢ƘŜ bŀǘƛƻƴŀƭ ¦ƴƛǾŜǊǎƛǘȅ ƻŦ LǊŜƭŀƴŘ ŀǘ aŀȅƴƻƻǘƘ όb¦Laύύ Ƙŀǎ ŀƴƴƻǳƴŎŜŘ ŀ ƳŀǎǘŜǊΩǎ 
degree course which will use the IT-CMF as its basis. Students will be able to enrol on this 
course from September 2011. 

Other universities in the US and Europe are in discussions on running courses with NUIM. 

4.1.10.2 Coverage 

The IT-CMF is made up of 4 macro processes and 32 processes. The following lists the 
macro and related processes: 

Managing IT l ike a business 

 Risk Management (RM) 

 Accounting and Allocation (AA) 

 Organisation design and planning (ODP) 

 Sourcing (SRC) 

 Innovation Management (IM) 

 Service Analytics and Intelligence (SAI) 

 IT Leadership and Governance (ITG) 

 Business Process Management (BPM) 

 Business Planning (BP) 

 Demand and Supply Management (DSM) 

 Capacity Forecasting and Planning (CFP) 

Managing the IT budget 

 Funding and Financing (FF) 
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 Budget Management (BGM) 

 Portfolio Planning and Prioritization (PPP) 

 Budget Oversight and Performance Analysis (BOP) 

Managing IT for business value 

 Total Cost of Ownership (TCO) 

 Benefits Assessment and Realisation (BAR) 

 Portfolio Management (PM) 

Managing the IT capabil ity 

 Enterprise Architecture Management (EAM) 

 Technical Infrastructure Management (TIM) 

 People Asset Management (PAM) 

 Knowledge Asset Management (KAM) 

 Relationship Asset Management (RAM) 

 Research Development and Engineering (RDE) 

 Solutions Delivery (SD) 

 Service Provisioning (SRP) 

 User Training and Management (UTM) 

 User Experience Design (UED) 

 Program and Project Management (PPM) 

 Supplier Management (SUM) 

 Capability Assessment Management (CAM) 

4.1.10.3 Currency 

Version 1.0 has been released and a number of assessments are currently being 
undertaken by large multinationals, government departments, medical centres and 
hospitals etc. It has attained global reach via the multinationals and is expanding in the 
Asia/Pacific Rim along with Australia and New Zealand. 

The Innovation Value Institute uses an open collaboration approach to continuously update 
and maintain the IT-CMF. 

Although the IVI receives funding from its members, it remains a non-profit making 
organisation.  IVI also receives grant aid from Enterprise Ireland. 

4.1.10.4 Usage 

The IT-/aC ƛǎ ŀƛƳŜŘ ŀǘ /LhΩǎΦ ¢ƘŜ ŀǎǎŜǎǎƳŜƴǘ ǇǊƻŎŜǎǎ ŀƴŘ ǘƻƻƭǎ ŀǎǎƛǎǘ ŀ /Lh ƛƴ ŘŜǘŜǊƳƛƴƛƴƎ 
ǿƘŜǊŜ ƘƛǎκƘŜǊ L/¢ ŦǳƴŎǘƛƻƴΩǎ ǎǘǊŜƴƎǘƘǎ ŀƴŘ ǿŜŀƪƴŜǎǎŜǎ ŜȄƛǎǘΦ Lǘ ƛǎ ŀƭǎƻ ǳǎŜŘ ōȅ /9hΩǎ ǿƘƻ 
ǿŀƴǘ ŀƴ ƻōƧŜŎǘƛǾŜ ŀǎǎŜǎǎƳŜƴǘ ƻŦ ǘƘŜƛǊ L/¢ ŦǳƴŎǘƛƻƴΩǎ ƳŀǘǳǊƛǘȅΦ ¢ƘŜ L¢-CMF looks at 
organisation capabilities as distinct from the capabilities of individuals. 

It is used as a maturity rating tool with a set of recommendations on the next steps to 
improve maturity. It is being used on all continents mostly by large corporations. Medium 
sized companies particularly in the health-care area have also started using the IT-CMF. 
Usually companies have internally recognised an issue that needs to be resolved and IT-
CMF is seen as a mechanism to focus and guide improvement efforts. 
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It is also used as a metrics tool to help focus improvement. Finally, as the number of 
assessments grows its use as a benchmarking tool is emerging as a very important feature. 
Users can compare their maturity with that of similar industries. 

4.1.10.5 Contact Information  

Support organisation:  Innovation Value Institute (IVI) 

Body of Knowledge:  IT-CMF 

L±LΩǎ Ŏontact details: http://ivi.nuim.ie/about/contact.shtml  

Telephone: +353 1 708 6931 

4.1.11 TOGAF 

TOGAF was developed by the Open Group. The Open Group is a consortium of business 
and vendors that interoperates with standards bodies to deliver its vision of vision of 
.ƻǳƴŘŀǊȅƭŜǎǎ LƴŦƻǊƳŀǘƛƻƴ Cƭƻǿϰ. 

The Open Group also certifies professionals in the use of TOGAF Architecture Development 
Methodology (ADM). The Open Group launched the first independent IT Architect 
Certification Program. The program defines global standards for measuring the skills and 
experience of IT Architects and for the operation of IT practices with an enterprise5. 

The Open Group has over 300 member organisations, with over 6,000 participants 19 
countries. Some 47% of members come from North America, 34% from Europe, 12% from 
Asia-Pacific, and 7% from the Middle East and Africa. 

The Open Group is an X/Open company established in England and Wales registration 
number 2134862. 

4.1.11.1 Education and training  

There are 5,176 certified TOGAF and 2,162 Foundation registered TOGAF practitioners for 
version 9. Some 8,600+ were certified at version 8. 

Training is provided by The Open Group and a significant number of independent training 
providers. Typical courses available include: 

 TOGAF® 9 for Practitioners 

 TOGAF® 9 for Practitioners (Level 1 & 2) 

 TOGAF® 9 for Practitioners (Bridge) 

 TOGAF® 9 for Practitioners (Level 1) 

                                                           

5 See http:// www.opengroup.org/itac 

http://ivi.nuim.ie/
http://ivi.nuim.ie/ITCMF/index.shtml
http://ivi.nuim.ie/about/contact.shtml
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 TOGAF® 9 for Practitioners eLearning 

 TOGAF® 9 for Practitioners eLearning (Level 1 & 2) 

 TOGAF® 9 for Practitioners eLearning (Bridge) 

 TOGAF® 9 for Practitioners eLearning (Level 1) 

 Enterprise Architecture for Practitioners 

 Enterprise Architecture for Practitioners (Practitioner) 

 Enterprise Architecture for Practitioners (Bridge) 

 Enterprise Architecture for Practitioners (Foundation)  

 Enterprise Architecture for Practitioners eLearning 

 Enterprise Architecture for Practitioners eLearning (Practitioner) 

 Enterprise Architecture for Practitioners eLearning (Bridge) 

 Enterprise Architecture for Practitioners eLearning (Foundation) 

4.1.11.2 Coverage 

TOGAF is designed to support four architectural domains: 

 The Business Architecture defines the business strategy, governance, organisation, and 
key business processes 

 The Data Architecture ŘŜǎŎǊƛōŜǎ ǘƘŜ ǎǘǊǳŎǘǳǊŜ ƻŦ ŀƴ ƻǊƎŀƴƛǎŀǘƛƻƴΩǎ ƭƻƎƛŎŀƭ ŀƴŘ ǇƘȅǎƛŎŀƭ 
data assets and data management resources 

 The Application Architecture provides a blueprint for the individual application 
systems to be deployed, their interactions, and their relationships to the core business 
processes of the organisation. 

 The Technology Architecture describes the logical software and hardware capabilities 
that are require4d to support the deployment of business, data, and application 
services. This includes IT infrastructure, middleware, networks, communications, 
processing and standards, etc. 

The TOGAF Architecture Development Method (ADM) includes establishing an architectural 
framework, developing architecture content, transitioning and governing the realisation of 
architectures. ADM architects will produce a number of artefacts that include: process 
flows, architecture requirements, project plans, project compliance assessments, etc. 

The architecture capability of an organisation needs capabilities to be developed in: 

 Financial management 

 Performance management 

 Service management 

 Risk management 

 Resource management 

 Communications and stakeholder management 

 Quality management 

 Supplier management 

 Configuration management 

 Environment management 
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Figure 3: Structure of the TOGAF document (The Open Group, 2009) 

 
Figure 4: TOGAF architecture capability overview (The Open Group, 2009) 
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4.1.11.3 Currency 

Version 8 was released in 2003 and version 9 was released in 2009. The Open Group has 
active research projects and listens actively to its membership community of enterprises 
vendors and practitioners. The Open Group sees one of its objectives as facilitating 
convergence into new or updated standards; emerging new technologies, practices, 
processes or tools. Thus, the Open Group is taking a pro-active approach to managing 
change. 

4.1.11.4 Usage 

TOGAF is used primarily as an Architecture Development Framework. TOGAF is also used to 
establish standards within and between companies working on projects. 

4.1.11.5 Contact Information  

Support organisation:  The Open Group 

Body of Knowledge:  TOGAF 

L±LΩǎ Ŏontact details: http://www.opengroup.org/contacts/  

Telephone: +44-118 950 8311 

4.2 Competences 

4.2.1 Introduction to  Competences 

¢ƘŜǊŜ ŀǊŜ ƴǳƳŜǊƻǳǎ ŘŜŦƛƴƛǘƛƻƴǎ ƻŦ ǘƘŜ ǘŜǊƳ άŎƻƳǇŜǘŜƴŎŜέ όƻǊ ŎƻƳǇŜǘŜƴŎȅύΦ ¢ǿƻ ǎǳŎƘ 
definitions of competence are: 

 ά¦ƴŘŜǊƭȅƛƴƎ ŎƘŀǊŀŎǘŜǊƛǎǘƛŎǎώǎϐ ƻŦ ŀƴ ƛƴŘƛǾƛŘǳŀƭ ǘƘŀǘ ώŀǊŜϐ Ŏŀǳǎŀƭƭȅ ǊŜƭŀǘŜŘ ǘƻ 
criterion-referenced effective and/or superior perfƻǊƳŀƴŎŜ ƛƴ ŀ Ƨƻō ƻǊ ǎƛǘǳŀǘƛƻƴέ 
(Spencer and Spencer, 1993) 

 άŀ ŘŜƳƻƴǎǘǊŀǘŜŘ ŀōƛƭƛǘȅ ǘƻ ŀǇǇƭȅ ƪƴƻǿƭŜŘƎŜΣ ǎƪƛƭƭǎ ŀƴŘ ŀǘǘƛǘǳŘŜǎ ŦƻǊ ŀŎƘƛŜǾƛƴƎ 
ƻōǎŜǊǾŀōƭŜ ǊŜǎǳƭǘǎΦέ (European e-Competence Framework 2.0) 

Lƴ Ƴŀƴȅ ƻŦ ǘƘŜ ŘŜŦƛƴƛǘƛƻƴǎ ƻŦ ǘƘŜ ǘŜǊƳ άŎƻƳǇŜǘŜƴŎŜέ ǘƘŀǘ ǿŜ examined, they referred to a 
set of characteristics which demonstrated ability to deliver improved performance for a 
given job role.  

The importance of ICT workers possessing inadequate competences should not be 
underestimated: for example, Lee and Lee (2006) stated that άThe skills possessed by IT 
managers in an organisation reflect the degree to which the organisation can transform its 
IT investment into competitive advantage and new strategic opportunities. However, some 
organisations have complained that their IT managers do not possess the skills required for 
such opportunities.έ ¢ƘǳǎΣ ǿƛǘƘƻǳǘ Ŏƻƴǘƛƴǳŀƭƭȅ ŘŜǾŜƭƻǇƛƴƎ ǊŜƭŜǾŀƴǘ ŎƻƳǇŜǘŜƴŎŜǎ ƛƴ 
workers, organisations are likely to lack or lose their competitive edge. 

But clearly, in order to tackle this issue, organisations must first understand what 
competencies are needed. To this end, numerous frameworks have emerged, proferring 
corporate, national and international frameworks which identify the competences required 

http://www.opengroup.org/
https://store.opengroup.org/catalog/index.php?cPath=21_24
http://www.opengroup.org/contacts/
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of ICT professionals to perform in a job, and typically support identification of levels of 
performance.  

The desktop research undertaken as part of this project examines a number of relevant 
competency models in Europe and elsewhere which tackle the issue of defining 
competences for a given job role. In this section, we have divided the review of these 
initiatives based on them being either nationally-focused (fostering efforts within a single 
country) or regionally focused (fostering efforts across a specific region). 

Our research also identified that the individuals constructing competency models can often 
ƭŀŎƪ ǊŜƭŜǾŀƴǘ ǘŀǎƪ ƛƴŦƻǊƳŀǘƛƻƴ ό[ƛŜǾŜƴǎ Ŝǘ ŀƭΣ нллпύ ŀƴŘ ǘƘŜǊŜ ƛǎ ŀ ǘŜƴŘŜƴŎȅ ǘƻ άŦƻŎǳǎ ƻƴ 
what managers currently do rather than what is needed to perform effectively in the 
ŦǳǘǳǊŜέ (Vakola et al, 2007). For this reason, Vakola advocated competency modelling using 
a proactive approach (e.g. conducting interviews with high-performance individuals in a 
given domain in order to support identification of the relevant competencies). We would 
recommend that these concerns be considered when determining any proposed 
professionalism framework. 

4.2.1.1 Iceberg Model of Competences 

Our research has identified that many of the popular e-Competence models are based on 
the Iceberg Model of Competences.  

Ho and Frampton (2010)6 contrast traditional job-analysis frameworks which focus on 
άǿƘŀǘέ ƛǎ ŀŎŎƻƳǇƭƛǎƘŜŘ όŀƴŘ ǿƘƛŎƘ ŜƳǇƘŀǎƛǎŜ ǘƘŜ L¢ ƪƴƻǿƭŜŘƎŜ ŀƴŘ ǎƪƛƭƭǎ ǊŜǉǳƛǊŜŘ ǘƻ 
achieve work objectives), with competence frameworks which believe that traits and 
motivations are just as important, and are more worker-ŦƻŎǳǎŜŘΣ ŜȄŀƳƛƴƛƴƎ άƘƻǿέ ǘƘŜ 
objectives are met. 

One of the best known competence models is the Iceberg Model of Competencies7, 
comprising five types of competency characteristics: motives, traits, self-concept, 
knowledge and skills. The model title stems from the fact that knowledge and skills tend to 
be more visible than traits and motives (which are more hidden and difficult to develop). 

                                                           

6 A competency model for the information technology workforce: implications for training 
and selection, Communication of the Association for Information Systems, Volume 27, 
Article 5, pp 63-80, July 2010 
7 Spencer and Spencer, 1993 
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Figure 5: Competencies for IT Architect mapped to Iceberg Model (Extracted from Ho and 

Frampton 2010) 

The above diagram shows expected competences for a single job role ς in this instance, IT 
Architects. As we can see, the skills and knowledge are the characteristics of the role which 
are most visible, and which are most easily identified and developed in an individual. 

This structure is reflected in many of the frameworks, where traits and motives are 
typically embedded within definitions, or which are assumed to mature in alignment with 
the level of proficiency of other skills/knowledge. 

4.2.2 Competence Frameworks in Europe  

4.2.2.1 AITTS 

The Advanced IT Training System (AITTS) was established in 1998 as a joint project between 
ǘƘŜ L¢ ŜƳǇƭƻȅŜǊǎΩ ŀƴŘ ǿƻǊƪŜǊǎΩ ƻǊƎŀƴƛǎŀǘƛƻƴǎ ƛƴ DŜǊƳŀƴȅΣ ǿƛǘƘ ǘƘŜ ŀƛƳ ƻŦ ǇƭǳƎƎƛƴƎ ǘƘŜ ƎŀǇ 
between vocational educational training and academic training.  AITTS recognised that in 
many cases, highly skilled IT work required advanced competences, but ones which were 
not necessarily contained within an academic degree. 

One of the key outputs of the original project in 2002 was to develop transparent 
occupational titles. Over time, this has evolved to define systematic career development 
paths with defined training and certification requirements. More specifically, successful 
ŎƻƳǇƭŜǘƛƻƴ ƻŦ άŀƴ ŜȄŀƳ ƻǊ certification within the AITTS automatically shows the ability to 
ŀŎǘ ŎƻƳǇŜǘŜƴǘƭȅ ƛƴ ŀ ŘŜŦƛƴŜŘ ŎƻƴǘŜȄǘ ƻŦ ōǳǎƛƴŜǎǎ ŀŎǘƛǾƛǘƛŜǎΧ /ŜǊǘƛŦƛŎŀǘƛƻƴ ƛƴ !L¢¢{ ƛǎ ōŀǎŜŘ 
on having done ƛǘΦέ 

AITTS career profiles are competence-based job role profiles. They create transparency 
about the work activities involved and the required competences: creating the basis for the 
definition of standards and qualifications. 
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Interestingly, there is a separation between the two professional levels and the specialist 
level based on the following delineating criteria: 

 Problem-solving competence 

 Communication 

 Work Planning 

 Shaping work processes and the decision-making framework 

 Customer Relations 

 Learning and transfer of knowledge 

 Influence on the competitive situation of the business 

Specialist job profiles are clustered into six functional groups. In contrast, the Professional 
roles within AITTS relate to managerial roles with larger areas of responsibility ς or 
responsibility for organisational units, generally including personal and budgetary 
responsibilities. However, AITTS further stipulates that professionals are understood to be 
ŜȄǇŜǊǘǎ όƴƻǘ Ƨǳǎǘ ƳŀƴŀƎŜǊǎΗύ ά¢ƘŜƛǊ ǇǊƻŦƛŎƛŜƴŎȅ ƛǎ ōŀǎŜŘ ƻƴ ŎƻƳǇǊŜƘŜƴǎƛǾŜ ǘǊŀƛƴƛƴƎ ŀƴŘ 
substantiated by experience grounded in the practice of their profesǎƛƻƴΦέ 

AITTS has also contributed to the development of the e-CF via its members of the CEN 
Workshop on ICT Skills. 

4.2.2.2 Career Space 

Career Space is an early example of a pan-European multi-stakeholder initiative focused on 
defining and fostering e-skills. Its importance was formally recognised in 2007, when the 
European Commission credited Career Space as the foundation for its e-skills agenda. 

Formed in 1999, Career Space involved eleven major ICT companies working in partnership 
with leading European universities and the European Commission to encourage more 
people to join and benefit from the opportunities presented by e-Europe as well as to 
ǊŜŘǳŎŜ ǘƘŜ ǎƪƛƭƭǎ ƎŀǇ ǿƘƛŎƘ ǘƘǊŜŀǘŜƴŜŘ 9ǳǊƻǇŜΩǎ ǇǊƻǎǇŜǊƛǘȅΦ 

¢ƘŜ ŦƛǊǎǘ ǇƘŀǎŜ ƻŦ ǿƻǊƪ ǿŀǎ ǘƻ ŜǎǘŀōƭƛǎƘ ŀ ǎŜǘ ƻŦ ά/ƻǊŜ DŜƴŜǊƛŎ {ƪƛƭƭǎ tǊƻŦƛƭŜǎέΣ ŘŜŦƛƴƛƴƎ ǘƘŜ 
wide range of skills and capabilities required for the main job areas for which the ICT 
industry was experiencing skills shortages. These core profiles described the jobs, setting 
out the vision, role and lifestyle assoŎƛŀǘŜŘ ǿƛǘƘ ǘƘŜƳΦ ά¢ƘŜ ǎǇŜŎƛŦƛŎ ǘŜŎƘƴƻƭƻƎȅ ŀǊŜŀǎ ŀƴŘ 
tasks associated with each job are also outlined, as well as the level of behavioural and 
ǘŜŎƘƴƛŎŀƭ ǎƪƛƭƭǎ ǊŜǉǳƛǊŜŘ ǘƻ ŎŀǊǊȅ ƻǳǘ ǘƘŜ ǇǊƻŦƛƭŜŘ Ƨƻōǎέ8 

The next phase was to work closely with the education sector to devise e-competence 
curricula guidelines, intended to assist universities in designing courses to match the skills 
profiles and needs of the ICT industry. 

                                                           

8 Curriculum Development Guidelines ς New ICT curricula for the 21st century: designing 
ǘƻƳƻǊǊƻǿΩǎ Ŝducation 
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Figure 6: Scope of competence, showing model ICT curriculum content 

CƻƭƭƻǿƛƴƎ ŀƴŀƭȅǎƛǎ ƻŦ ŀ ǘȅǇƛŎŀƭ L/¢ ƎǊŀŘǳŀǘŜΩǎ ǊƻƭŜΣ ǘƘŜ ǊŜǎŜŀǊŎƘ ƛŘŜƴǘƛŦƛŜŘ ǘƘŜ ǾŀǊƛƻǳǎ ǘŀǎƪǎ 
and characteristics of a particular job. Although the analysis showed that the activities 
varied according to the role, and placed different demand on the inŘƛǾƛŘǳŀƭΩǎ ƪƴƻǿƭŜŘƎŜ 
and ability, the basic structure of the knowledge required remained the same. This 
knowledge requirement is shown in the diagram above. 

Unlike the more recent ¨European e-/ƻƳǇŜǘŜƴŎŜ /ǳǊǊƛŎǳƭŀ 5ŜǾŜƭƻǇƳŜƴǘ DǳƛŘŜƭƛƴŜǎέ 
initiative (2010) which focused on curricula for developing an integrated set of technical 
and business skills (ie e-Competences), Career Space was more focused on technical e-
skills, reflecting its objectives of meeting the skills shortage being experienced within the 
ICT industry specifically. 

Stakeholder enthusiasm and subsequently, the relative importance of Career Space 
diminished following the dot-com crash. 

4.2.2.3 CIGREF  

CIGREF is a not-for-profit association of approximately 130 French companies and 
organisations, founded in 1970, covering a broad range of industry sectors. CIGREF cites its 
Ƴƛǎǎƛƻƴ ŀǎ ŦƻƭƭƻǿǎΥ ά¢ƻ ǇǊƻƳƻǘŜ ǳǎŜǎ ƻŦ ƛƴŦƻǊƳŀǘƛƻƴ ǎȅǎǘŜƳǎ ŀǎ ŀ ŦŀŎǘƻǊ ƻŦ ǾŀƭǳŜ ŎǊŜŀǘƛƻƴ 
ŀƴŘ ǎƻǳǊŎŜ ƻŦ ƛƴƴƻǾŀǘƛƻƴ ŦƻǊ ǘƘŜ ŜƴǘŜǊǇǊƛǎŜέΦ wŜŦƭŜŎǘƛƴƎ ƛǘǎ ŎƻƳǇƻǎƛǘƛƻƴ ŀƴŘ ƎƻŀƭǎΣ /LDw9C ƛǎ 
managed by a Board of CIOs elected by other CIOs. 

The three aims of CIGREF are: 

 To bring together major companies using information systems 

 To support CIOs and help them develop in the exercise of their profession 

 To develop a long-term vision of the impact of information systems and 
technologies on the enterprise, the economy and society. 

CIGREF has long since recognised the importance of identifying relevant skills demanded by 
their members in order to enhance business value from ICT investments. Critically, they 
developed a Job Profile Framework early on as a tool for IT Human Resource management 
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(early 1990s). This evolved over time based on inputs from CIGREF members to support 
identification of relevant competences for IT workers facilitating improved HR 
management, and subsequently to accommodate the relevance of describing appropriate 
career and qualification pathways. 

CIGREF played an important role in the original development of the European e-
Competence Framework (e-CF ς see section 4.2.2.4), acting as a European expert during 
the formative phases of its development (2007). It was also one of the founding members 
ƻŦ Ψ9ǳǊƻ/LhΩΦ ¢ƘŜǎŜ ŀŎǘƛƻƴǎ ǊŜŦƭŜŎǘ ǘƘŜ ƎǊƻǿƛƴƎ ƛƳǇƻǊǘŀƴŎŜ ǘƘŀǘ /LDw9C ŀǘǘǊƛōǳǘŜǎ ǘƻ ǘƘŜ 
development of a European-wide ICT profession and the role that it can play in establishing 
this profession. 

4.2.2.4 European e-Competence Framework (e-CF) 

The European e-Competence Framework was initiated by the European Commission with a 
ōǊƻŀŘ ƎǊƻǳǇ ƻŦ ǊŜƭŀǘŜŘ ǎǘŀƪŜƘƻƭŘŜǊǎΣ ǿƛǘƘ ǘƘŜ ƻōƧŜŎǘƛǾŜ ƻŦ ǇǊƻǾƛŘƛƴƎ ŀ άŎƻƳƳon, shared, 
European tool to support organisations and training institutions in recruitment, 
assessment, competence needs analysis, learning programmes, career path design and 
ŘŜǾŜƭƻǇƳŜƴǘέ9 as well as supporting policy makers in the definition of policies related to e-
Skills development. 

Prior to starting work on the e-CF, there was no common agreement on how to express ICT 
competences/skills requirements and gaps on a European level. As a consequence, many 
leading European firms were expending enormous costs and effort in establishing and 
maintaining internally developed ICT competence catalogues for HR planning, training and 
development, or were confronted with the prospect of adopting a distinct national level 
framework for each of the countries in which they operated. For this reason, the notion of 
a collectively produced framework represented a potentially major cost-saving 
opportunity. Moreover, at a European level, the framework represented an opportunity to 
improve the efficiency of an ICT-enabled European economy. 

The development of the European e-CF was undertaken by the CEN Workshop on ICT Skills, 
a European workgroup consisting of both national and international representatives from 
the ICT industry, vocational training organisations, social partners and other institutions 
(approximately 100 entities in all). Also included within the e-CF project were members 
from AITTS, CIGREF and SFIA. 

Version 1 of the e-Competence Framework was published in 2008, involving a broad group 
of stakeholders since its inception. The framework distilled the competence requirements 
of ICT professionals across all industry sectors to a mere 36 e-competences. Version 2 was 
issued in 2010. 

In addition to translating the e-CF into other languages, there are also three related CEN 
projects running at European level, building on the e-CF: 

                                                           

9 Building the e-CF ς methodology documentation, e-CF 2.0 CWA Part III, 09/2010 
www.ecompetences.eu 
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 Development of e-Jobs Profiles based on e-CF 

 ICT Certification in Europe (linking certification offerings to e-CF) 

 e-CF application in SMEs 

 Euromed: Digital job profiles for the Mediterranean Union in coherence with e-CF 

The e-CF is structured along four dimensions: 

 Dimension 1 comprises five e-Competence Areas, derived from the ICT business 
processes PLAN-BUILD-RUN-ENABLE-MANAGE 

 Dimension 2 defines competences 

 Dimension 3 provides proficiency level assignments that are relevant to each 
competence  

 Dimension 4 provides short sample specifications of knowledge and skills (but is 
not intended in any way to be exhaustive) 

The slide demonstrates a possible use-case for the four dimensions of the e-CF within an 
organisation.  

 
Figure 7:  e-CF dimensions 

It is also important to note that the 5 e-competence levels relate to levels 3-8 of the 
European Qualifications Framework (EQF). This is an important relationship, as it is likely to 
encourage education and training providers to map their offerings to the e-CF. The reason 
for this is that mapping certifications to the e-CF is currently a relatively straightforward 
peer review process, as opposed to the much more rigorous and time-consuming process 
required to achieve EQF parity. 

To date, e-CF has been applied by companies, trade unions, qualification & certification 
providers in France, Germany, Italy, Estonia, Hungary, Bulgaria, Netherland, Canada, Malta 
and at EU level, with interest expressed from several countries outside of Europe. 
Importantly, the e-CF does not look to replace any existing national models ς instead, the 
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approach taken is based on national bodies wanting to adopt the e-CF, in parallel with 
existing national competence models, where desired.  

European Certification of Informatics Professionals (EUCIP) 

4.2.2.5 European Certification of Informatics Professionals (EUCIP) 

The EUCIP model provides for the definition and measurement of ICT skills and is currently 
used as the basis for the provision of certification and services in seven countries across 
Europe. The EUCIP programme, which was developed by CEPIS, The Council of European 
Professional Informatics Societies, is a professional certification and competency 
development scheme, aimed at informatics professionals and practitioners.  

The EUCIP model includes: 

 EUCIP Core that provides a solid foundation for all types of IT related work. 

 EUCIP Professional ς a professional certification scheme based around 21 
professional profiles. 

 EUCIP IT Administrator that focuses on the knowledge and skills for IT 
Administration.  

 A range of business services have been developed to manage competence analysis 
and development  

EUCIP has been used in some European countries: 

 To provide human resource and line managers with a common ICT job taxonomy 
based on competences and task descriptions 

 As a base for professional development and staff retention 

 As a benchmark tool for recruiting and skills procurement 

 As a reference to compare learning programs in universities and to design lifelong 
training for practitioners 

 To certify individual competences and control training effectiveness 

EUCIP and the European e-Competence Framework (e-CF) have common features and 
some potential synergies. CEPIS has recently updated the EUCIP Professional profiles to 
version 3.0 which contain cross-references to e-CF10. The e-CF, as a common, accepted 
reference point for IT practitioner competences, has the potential to be an important input 
into the future evolution of EUCIP and its associated certification and service offering. 

9¦/LtΩǎ ƘƛƎƘ ƭŜǾŜƭ ƻŦ ƎǊŀƴǳƭŀǊƛǘȅ ƛǎ ǳǎŜŦǳƭ ŦƻǊ ǘǊŀƛƴƛƴƎ ŘŜǇŀǊǘƳŜƴǘǎ to design and develop 
curricula and learning initiatives. It can provide detailed guidelines to identify knowledge 
and skill topics. 

                                                           

10 ά9¦/Lt tǊƻŦŜǎǎƛƻƴŀƭ tǊƻŦƛƭŜǎ - ±ŜǊǎƛƻƴ оΦлέ {ŜŜ 
http://cepis.org/index.jsp?p=1120&n=1122 
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4.2.2.6 e-Jobs Profiles Project 

The primary objective of this project is to continue the convergence of the European ICT 
skills landscape by developing and providing a set of ICT role profile descriptions based on 
the e-CF. The project is due to produce its final deliverable at the end of 2011, which is a 
set of approximately 20 European e-Job profiles (see diagram below). These will provide 
the foundation for building individual position descriptions (as one position may 
correspond to all or be part of one or many jobs, depending on the size of the organisation) 
and for establishing career paths (in essence, a list of jobs to be pursued sequentially for 
self-development). 

 
Figure 8: Overview Scheme ICT Profiles 

4.2.2.7 IT Professional Standards (e -Skills UK, 2011) 

The UK-based IT Professional Standards initiative describes the skills and knowledge 
required across the disciplines of the IT profession. Developed by e-Skills UK along with 
employers, professional bodies and other relevant paǊǘƴŜǊǎΣ ǘƘŜ ǎǘŀƴŘŀǊŘǎ άŜǎǘŀōƭƛǎƘ 
common terminology for describing IT disciplines including competence, knowledge and 
ǳƴŘŜǊǎǘŀƴŘƛƴƎ ǎǘŀǘŜƳŜƴǘǎΣ ǘƘŀǘ Ŏŀƴ ōŜ ǳǎŜŘ ŀƴŘ ŀǇǇƭƛŜŘ ŀǎ ŀǇǇǊƻǇǊƛŀǘŜΦέ11 
This initiative replaces the earlier e-Skills IT Professional Competency Model, Procom (to be 
confirmed). The disciplines currently covered by the new IT Professional Standards are as 
follows: 

 business change 
 information management and security 

                                                           

11 https://www.itskillsacademy.ac.uk/standards/about-the-it-professional-standards/ 
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 IT service management and delivery 
 programme and project management 
 sales and marketing 
 solution development and implementation 
 solutions architecture 
 transferable skills 

Draft standards have also been produced for  

 Requirements engineering  
 Modelling business and data 
 Enterprise analysis 
 Sales and marketing (in development) 
 Information assurance (in development) 

The diagram below shows an extract of the definitions for Level 3 of Systems Architecture 
(part of the solutions architecture discipline). 

 
Figure 9: Extract of definitions for Level 3 of Systems Architecture 

Importantly, the IT Professional Standards have been organised and aligned to the relevant 
Skills Framework for the Information Age (SFIA) skills and levels (more specifically, SFIA 
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levels 2 to 6). These standards are designed to complement SFIA by adding detailed 
specifications for performance criteria, knowledge and understanding across all levels. 
e-Skills UK already has plans in place to continually review and develop the content to 
ensure that it reflects the changing needs of employers, educators, trainers and other 
stakeholders across the IT profession. 

4.2.2.8 Skills Framework for the Information Age (SFIA)  

The purpose of SFIA is to provide a standardised view of the wide range of professional 
skills needed by people working in Information Technology. As such, SFIA contains 
definitions of recognisable IT skills so that they can be, for example, incorporated in the job 
descriptions or role profiles used by an organisation. ¢ƘŜ {CL! ŎƭŀƛƳǎ ǘƻ ōŜ ǘƘŜ άǿƻǊƭŘΩǎ 
Ƴƻǎǘ ǇƻǇǳƭŀǊ ŘŜŦƛƴƛǘƛƻƴ ƻŦ L¢ ǎƪƛƭƭǎέΦ  

Although originating in the UK, SFIA has since acquired partners in Australia (including 
Australian Computing Society), Belgium, Chile, Italy, Japan, New Zealand and Ireland. 
bƻǘŀōƭȅΣ άǘhe International Professional Practice Partnership (IP3), a global initiative 
sponsored by the International Federation for Information Processing (IFIP), has adopted 
SFIA as the skills and competence reference for the international professional standard - 
the IP3Pέ12. 

The SFIA Foundation in the UK is a not-for-profit collaborative initiative between e-skills 
UK, British Computer Society, Institution of Engineering and Technology (IET), IT Service 
Management Forum (itSMF), and Institute for the Management of Information Systems 
(IMIS).  The Foundation works to further develop SFIA (work on version 5 is already 
underway) and encourage and support its use within organisations using information 
systems. The SFIA Council provides input to help shape strategic direction. 

SFIA is constructed as a simple two-dimensional matrix. One axis shows the skills in 
categories and subcategories; the other shows a more specific definition at each of the 
levels (theoretically up to seven) at which the skill is recognised. The definitions (or 
άŘŜǎŎǊƛǇǘƻǊǎέύ ǳǎŜŘ ŀǊŜ ƛƴǘŜƴǘƛƻƴŀƭƭȅ ƻƴƭȅ ŘŜŦƛƴŜŘ in terms of the capability required (e.g. 
database design) rather than being tied to specific technological domains (such as 
knowledge of a particular database type). 

The seven levels of responsibility, as defined by SFIA are: 

7 SET STRATEGY, INSPIRE, MOBILISE 
6 INITIATE, INFLUENCE 
5 ENSURE, ADVISE 
4 ENABLE 
3 APPLY 
2 ASSIST 
1 FOLLOW 

                                                           

12 http://www.sfia.org.uk/cgi-bin/wms.pl/928 
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Organisations can use SFIA to produce job profiles/descriptions by combining the SFIA skills 
with information about behavioural competences and relevant technologies/products. As 
with other competence framework, these can subsequently be used to support the 
management and deployment of IT capability as a whole. 

Competence Frameworks outside Europe 

4.2.3 Competence Frameworks outside  Europe 

4.2.3.1 The Information Technology Promotion Agency (Japan)  ɀ Skills 
Standards for IT Professionals (ITSS) 

The Japanese Information Technology Promotion Agency (IPA) was originally established in 
мфтлΣ ŀƴŘ ƛǘǎ ǎǘŀǘŜŘ Ǝƻŀƭ ƛǎ άŎƻƴǘǊƛōǳǘƛƴƎ ǘƻ ǘƘŜ ƎǊƻǿǘƘ ŀƴŘ ŀŘǾŀƴŎŜƳŜƴǘ ƻŦ ǘƘŜ WŀǇŀƴŜǎŜ 
economy by providing the stratŜƎƛŎ ǘŜŎƘƴƻƭƻƎƛŎŀƭ ŀƴŘ ƘǳƳŀƴ ǊŜǎƻǳǊŎŜ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜǎέ13. 
One of the four principle fields in which it operates is IT Human Resource Development14, 
which incorporates projects for IT skills level improvement. 

The Common Career/Skill Framework (CCSF) serves as the reference model for the three 
skills standards (Skills Standards for IT  Professionals, User Information Systems Skills 
Standards and Embedded Technology Skills Standards) each of which provides guidelines 
for the effective development and deployment of human resources15, and are centred on 
career level assessment methods and terminology. 

                                                           

13
 IPA Presentation: ITSS Latest Activity highlights and ITSS Implementation to Asian Country (Jan 

2011) 
14

 The other three fields being: Software Engineering, IT Security and Open Software 
15

 Note: The CCSF framework also acts as a reference model for the IT Engineers Examination. 
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Figure 10: Structure of the Common Career/Skill Framework

16
 

Of particular relevance to this research project, The Skills Standards for IT Professionals 
(ITSS) was developed as an industry skills standard in 2002, to enable the development of 
ŜǎǎŜƴǘƛŀƭ L¢ ǇǊŀŎǘƛǘƛƻƴŜǊǎΣ ƛƴ ǊŜǎǇƻƴǎŜ ǘƻ ŎƻƳǇŀƴƛŜǎΩ Ŏƻǎǘ-saving offshoring initiatives. ITSS 
is used as a tool within organisations to define and develop ICT workforce capabilities, by 
identifying the skills needed by people working in the IT services industry.  

ITSS breaks down into 11 job categories and 35 specialty fields (each with seven levels of 
proficiency, based on experience and results). This approach allows engineers to develop 
roadmaps for career progression.  

                                                           

16
 Diagram source (Common Career/Skill Framework): 

http://www.ipa.go.jp/english/about/outline/human/02.html 
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Figure 11: ITSS Career Framework  

At each level for a given specialty, the following details are defined: 

 Roles and Responsibilities 

 KPI to assess experience and results 

 Expected skills (Skill area definitions for job category and specialty fields) 

 Expected proficiency of skills (Knowledge items for each skill in dictionary) 

 Training Roadmap / Model curriculum 

The seven levels equate to different levels of proficiency as shown in the table below and, 
importantly, align with different components of the IT Engineers Exam17 as follows:  

18 

Table 1: Mapping of ITSS Skills Levels to IT Engineers Exam 

                                                           

17
 15.4 million people have taken the ITEE exam, with 1.78 million having passed. 

18 Adv: Advanced Professional Exams; AP: Applied IT Engineer Exam; FE Fundamental IT Engineer 
Exam; IP Information Technology Passport Exam 
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Approximately 90% of large enterprises and over 60% of SMEs within Japan have 
introduced or are considering introducing ITSS. IPA has also established an agreement with 
the Vietnam Software Association for implementation of the ITSS in Vietnam (Murayama, 
2011; IPA, 2011). 

4.2.3.2 O*Net (United States) 

O*NET is designed to serve as an occupational/labour market information resource for 
public and private sector use and development. Developed under the sponsorship of the 
US Department of Labor/Employment and Training Administration (USDOL/ETA), the 
Occupational Information Network program19 (O*Net) is the main source of occupational 
information in the US, with the O*Net database containing information on hundreds of 
standardised and occupation-specific descriptors, for approximately 1000 occupations. The 
database, which is updated by surveying a range of workers from each occupation, serves 
as the key source for O*Net Online (an interactive application for exploring and searching 
occupations) and Career Exploration Tools (a set of assessment instruments for workers 
looking to change career). In doing so, it provides a common language for defining and 
describing occupations, and supports public and private sector efforts to identify and 
develop the skills of the American workforce. That is to say, organisations typically use the 
resource to develop job descriptions, and individuals use it to identify jobs suiting their 
skills and interests. 

The O*Net Content Model (below) is the conceptual foundation of O*Net, identifying the 
key types of information about work, and integrating them into a consistent model.  

 

 (extracted from http://www.onetcenter.org/content.html ) 

Figure 12: The O*Net Content Model 

                                                           

19
 http://www.onetcenter.org/ 

http://www.onetcenter.org/content.html
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Recognising the complexity and scale of the task, the O*Net database acts as a publicly 
funded hub for an extensive network of developers, agencies and organisations, all working 
to enhance the employment potential of Americans. While the government accepts its role 
to ensure objectivity and fairness in data collection, it is recognised that a public/private 
partnerships are required to leverage the data for usage across the nation. Thus, under the 
direction of USDOL/ETA, and in its leadership role, the O*Net Development Center 
provides core staff to manage projects and contracts and provides technical support and 
customer service to O*NET users. 

Nasscom pyramid model 

NASSCOM, established in 1988 as a not-for-profit organisation, ƛǎ ŎƛǘŜŘ ŀǎ άǘƘŜ ǇǊŜƳƛŜǊ 
trade body and chamber of commerce of the IT-.th ƛƴŘǳǎǘǊƛŜǎ ƛƴ LƴŘƛŀέ20, representing 
more than 1200 member companies with a presence in India ς operating broadly in the 
spheres of software development, software services, software products, consulting 
services, BPO services, e-commerce & web services, engineering services offshoring and 
ŀƴƛƳŀǘƛƻƴ ŀƴŘ ƎŀƳƛƴƎΦ b!{{/haaΩǎ ƳŜƳōŜǊǎƘƛǇ ōŀǎŜ ŎƻƴǎǘƛǘǳǘŜǎ ƻǾŜǊ фр҈ ƻŦ ƛƴŘǳǎǘǊȅ 
revenues in India and employs over 2.24 million professionals. 

NASSCOM aims to drive the overall growth of the global offshoring market and maintain 
LƴŘƛŀΩǎ ƭŜŀŘŜǊǎƘƛǇ ǇƻǎƛǘƛƻƴΣ ōȅ ǘŀƪƛƴƎ ǳǇ ǘƘŜ ǊƻƭŜ ƻŦ ŀ ǎǘǊŀǘŜƎƛŎ ŀŘǾƛǎƻǊ ǘƻ ǘƘŜ ƛƴŘǳǎǘǊȅΦ !ǎ 
one of the key aspects of its strategy, this includes supporting efforts to improve talent 
supply both in terms of quantity as well as quality. India currently has around 347 institutes 
of higher education and 16,885 colleges21 ς contributing towards the production of 
approximately 495,000 technical graduates each year. 

NASSCOM has adopted a pyramid model όǎŜŜ ōŜƭƻǿύ ǘƻ ōŜǘǘŜǊ ǳƴŘŜǊǎǘŀƴŘ ǘƘŜ ƛƴŘǳǎǘǊȅΩǎ 
skills requirements ς in turn, this has been used to create specific education and 
development initiatives. For example, NASSCOM has worked with the Ministry of Human 
Resource Development to set up Indian Institutes of Information Technology (aimed at 
increasing numbers of highly specialised professionals in emerging fields) and 
IT/Engineering Finishing Schools (aimed at enabling young technical graduates to become 
άƛƴŘǳǎǘǊȅ ǊŜŀŘȅέύ ŀǎ ǿŜƭƭ ŀǎ ŜȄǘŜƴŘƛƴƎ ǘƘŜ b!{{/ha !ǎǎŜǎǎƳŜƴǘ ƻŦ /ƻƳǇŜǘŜƴŎŜ  ǘƻ ǘƘŜ L¢ 
Services sector (NAC-Tech: aimed at creating an industry standard for evaluating students 
wishing to work in the industry). 

                                                           

20 http://www.nasscom.in/Nasscom/templates/NormalPage.aspx?id=5365 

21 The numbers of institutions cited is not confined to those focusing on technical subjects 
only. 
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Figure 13: b!{{/haΩǎ tȅǊŀƳƛŘ aƻŘŜƭ

22  

Another important initiative of NASSCOM is the IT Workforce Development initiative, 
which is focused on aligning industry and academia. For example, NASSCOM has organised 
workshops, conferences, faculty sabbaticals, training programmes and mentorship 
initiatives to synchronise IT education and industry requirements. 

Interestingly, NASSCOM also supports The National Skills Register (NSR) which is a 
centralised database of employees of the IT services and BPO companies in India, 
containing third party verified personal, qualification and career information for each 
individual. 

NASSCOM Assessment of Competence ς Technology (NAC-Tech)23 

NAC-Tech has been conceived as an industry standard assessment and certification 
ǇǊƻƎǊŀƳ ǘƻ ǎǳǇǇƻǊǘ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ ŀƴ άŜƳǇƭƻȅŀōƭŜέ ǿƻǊƪŦƻǊŎŜ όǘŀǊƎŜǘŜŘ ŀǘ Ŧƛƴŀƭ ȅŜŀǊ 
students), thereby creating a continuous supply of talent for the IT/Engineering industry. 

The assessment aims to identify the level of talent across India, and provide feedback to 
them on areas for development in order to increase their employability. 

The assessment covers a series of mandatory areas (Verbal Ability, Analytical Ability, 
Attention to Detail, Programming Fundamentals, Learning Ability, Written English) as well 
as an optional domain knowledge test (covering, for example, a wide range of key IT 
concepts).  

                                                           

22
 http://www.nasscom.in/Nasscom/templates/NormalPage.aspx?id=51761 

 

23 http://www.nac.nasscom.in/nactech/ 
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4.3 ICT Certification, Standards and Qualifications  

4.3.1 Introduction to Certification  

Information Communications and Technology (ICT) certifications (or e-certifications) are 
generally regarded as credentials received by an individual in a specific skill or set of skills 
as a result of attaining performance specifications outlined in a job profile. This credential 
is determined by an objective assessment process run by a third party. Certifications 
therefore validate the competencies of an individual; they represent a link with continuous 
professional development; and provide evidence that an individual remains up-to-date in a 
rapidly changing industry. Referring to the Beier and Dixon (CEN 2006) definition in CEN 
Workshop Agreement 15515: 

άCertification often means the awarding of a certificate, or other testimonial, that formally 
recognizes and records success in the assessment of knowledge, skills and/or competencies, 
as the final step in the completion of a qualification. However, it is also used, in particular in 
relation to ICT practitioner occupations, to mean the Qualification as a whole. It is 
important to be aware of these two (έƴŀǊǊƻǿέ ŀƴŘ άōǊƻŀŘέύ ƳŜŀƴƛƴƎǎ ƻŦ ŎŜǊǘƛŦƛŎŀǘƛƻƴέΦ 

E-certifications are provided by numerous bodies (CEN, 2009). The most common 
classifications include: 

 ICT university and other academic institutions educational qualifications;  

 Professional associations qualifications;  

 Vendor specific qualifications, focused on the use of vendors own products, such as 
certifications provided by Microsoft, Cisco and IBM;  

 Vendor neutral qualifications, which are similar in nature but present the 
ǘŜŎƘƴƻƭƻƎȅ ƛƴ ŀ ƳŀƴƴŜǊ ǘƘŀǘ ŜƭƛƳƛƴŀǘŜǎ ǘƘŜ άǳǘƻǇƛŀƴ ǾƛŜǿ ƻŦ ǘƘŜ ǾŜƴŘƻǊ ǘƻǿŀǊŘǎ ƛǘǎ 
ǇǊƻŘǳŎǘέ ŀƴŘ ŀǊŜ ŦƻŎǳǎŜŘ ƳƻǊŜ ƻƴ ōŜǎǘ ǇǊŀŎǘƛŎŜǎ ŀƴŘ ƳŜǘƘƻŘƻƭƻƎȅ ƛƴ ŀ ǎǇŜŎƛŦƛŎ 
area. Examples include A+ and Network+ provided by CompTIA;  

 Vendor independent qualifications, which are delivered by organisations completely 
independent of vendors. Examples include the Information Systems Examinations 
Board (ISEB) qualifications provided by the British Computer Society (BCS), 
European Certification of Informatics Professionals (EUCIP) provided by the Council 
of European Professional Informatics Societies (CEPIS) and the Advanced IT Training 
System (AITTS) in Germany.  

CEN (2009) identifies the value components of certifications from the perspectives of 
numerous stakeholders, including employees, employers, learners, customers and 
suppliers of ICT products/services, vendors, and society as a whole. The CEPIS (2005) study 
άICT-Skills Certification in Europeέ identified the top five drivers for ICT professionals to 
acquire e-certification: 1) to increase credibility; 2) to assess knowledge; 3) to prepare for a 
new job; 4) to improve personal productivity; and 5) to meet job requirements. Similarly, 
the IT Certification Council (2011) highlights the following drivers for acquiring 
certifications: 

 Improving technical competence and tangibly measuring and validating their 
knowledge in specific areas; 

 Creating opportunities for career enhancement; 

 Ensuring currency of skills; 

 Enabling portability across organisations; 
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 Providing evidence to employers that individuals possess the requisite skills for 
specific jobs; 

 Providing improved service and support to customers, thereby improving customer 
satisfaction. 

Many individuals typically enter the ICT field via university/academic institutions 
educational qualifications. For those who do not pursue such qualifications, the 
certification process most often begins with acquiring vendor-neutral certifications. Such e-
certifications build foundational knowledge and skills which are needed to later master 
vendor-specific product knowledge and skills (CompTIA, 2004). Multiple points of entry to 
the certification process are facilitated by a pyramid certification model. This is built on the 
concept of a certification ladder, which delineates various degrees of knowledge and skills 
associated with certification programmeǎΦ Lǘ ǇǊƻƳƻǘŜǎ ǘƘŜ ŀŘǾŀƴŎŜƳŜƴǘ ƻŦ ŀƴ ƛƴŘƛǾƛŘǳŀƭΩǎ 
skill set and knowledge to higher levels. In general, credentials fall into three categories:  

 Basic or entry level certifications which promote the development of basic 
understanding, proficiency and knowledge in core skills for those with little 
experience in an IT area e.g. Microsoft Office Specialist or ECDL / ICDL Certification.  

 Intermediate level certifications for individuals with some proven knowledge and 
technical skills working in their chosen field e.g. Microsoft Certified IT Professional. 
Re-certification may or may not be required. 

 Advanced level certifications for highly skilled ICT professionals; these often require 
a combination of education, experience and basic and intermediate certifications as 
prerequisites e.g. Microsoft Certified Master Certifications. Many require periodic 
re-certification and/or annual fees to maintain the credential (Tittle and Kyle, 2010).  

The certification process is reliant on several supporting mechanisms including defined skill 
standards, methods for accrediting learning material and curricula, validation of 
assessment tools, objectivity in administration, reliable protocols for data security, and 
mechanisms for tracking compliance and recertification. (CEPIS, 2005).  

As outlined in the following sections, the ICT certification market has grown considerably 
during the past decade with numerous certification providers and certification products. 
¢ǊŀƴǎǇŀǊŜƴŎȅ ƻŦ ǘƘŜǎŜ ŎŜǊǘƛŦƛŎŀǘƛƻƴ ǇǊƻŘǳŎǘΩǎ ǉǳŀƭƛǘȅ ŀǎǎǳǊŀƴŎŜ ƳŜŎƘŀƴƛǎƳǎ ƛǎ ŘƛŦŦƛŎǳƭǘ ǘƻ 
ensure because numerous providers deliver them on a national basis. Quality criteria for 
different parts of the certification system, e.g. testing, learning materials, applying quality 
standards etc in some cases may differ within and between countries. Similarly, differences 
are evident in accreditation measures and legal regulations in each country (Wei̡ , 2009). 
{ǳŎƘ ŎƻƳǇƭŜȄƛǘƛŜǎ ƘŀǾŜ ǊŜǎǳƭǘŜŘ ƛƴ Ǉŀǎǘ ǊŜǇƻǊǘǎ ƻŦ ŀ άŎŜǊǘƛŦƛŎŀǘƛƻƴ ƧǳƴƎƭŜέ ǘƘŀǘ ƳŀƪŜǎ ƛǘ 
ŘƛŦŦƛŎǳƭǘ ǘƻ ǎŜƭŜŎǘ ǘƘŜ ŎŜǊǘƛŦƛŎŀǘƛƻƴ ōŜǎǘ ǎǳƛǘŜŘ ǘƻ ŀƴ ƛƴŘƛǾƛŘǳŀƭΩǎ ŎŀǊŜŜǊ ŘŜǾŜƭƻǇƳŜƴǘ ƎƻŀƭǎΦ 
According to Van der Voort (2005), there are simply too many certifications on the market 
for stakeholders to be able to understand their inherent value. However, numerous 
initiatives, identified in the following sections, have attempted to address these problems 
and promote greater transparency of the ICT certification landscape.  

4.3.2 Certification Initiatives in Europe  

4.3.2.1 E-Skills Industry Certification Report (2004)  

This report on the situation and role of e-skills industry certifications was prepared by 
CompTIA for the 2004 European e-Skills Conference, on behalf of the e-Skills Certification 
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Consortium (eSCC24). The report discusses the role of Industry Based Certifications (IBCs) in 
lifelong learning in terms of addressing the needs of performance components required for 
ICT roles. Of the eight performance components identified by Campbell (1990) ς (i.e. role 
specific task proficiency, non-role specific task proficiency, written and oral 
communication, demonstrating effort, maintaining personal discipline, facilitating peer and 
team performance, supervision, management and administration), neither the formal nor 
the informal education and training systems could deliver all eight. ICT certifications scope 
and reach are oriented towards role specific task proficiency. However, role specific task 
proficiency together with demonstrating effort and maintaining personal discipline are 
three performance components required of every role. This implies that IBCs will 
continually be relevant to firms. 

However, because IBCs only measure one of the performance domains relevant to ICT 
roles, the report argues for a need to identify and establish ways to fill these gaps. This 
involves identifying the academic knowledge and skills, employability knowledge and skills, 
and specific occupational and technical knowledge and skills that pertain to key ICT roles. In 
order to bridge the gaps, the report presents the need for a partnership approach between 
ƎƻǾŜǊƴƳŜƴǘΣ ƛƴŘǳǎǘǊȅΣ ŀƴŘ ŜŘǳŎŀǘƛƻƴŀƭ ƛƴǎǘƛǘǳǘƛƻƴǎ ǿƛǘƘ ŀ ǾƛŜǿ ǘƻ ǇǊƻǾƛŘƛƴƎ ŀ άlearner-
centred credentialing systemέΦ CƻǊ ǎǳŎƘ ŀ ǎȅstem to be viable there is a need for άŀƴ 
ƻǾŜǊŀǊŎƘƛƴƎ ŎƻƳƳƻƴ ŀǊŎƘƛǘŜŎǘǳǊŜ ŀƴŘ ŎƻƳƳƻƴ ƭŀƴƎǳŀƎŜέ to exchange information 
between formal and non-formal systems, and άŀ ƴŜŜŘ ŦƻǊ ŀ ǎƭŜǿ ƻŦ ƳƛŘŘƭŜǿŀǊŜ ǘƘŀǘ 
leverages the effective and efficient use of performance standards and certificationsΦέ 
Addressing these needs would promote the leveraging of IBCs; identification of ICT 
certification landscape gaps, use of a user centred quality assurance process, and improved 
knowledge flow between industry, education and training.  

4.3.2.2 ICTɀSkills Certification in Europe (2005)  

This study carried out by CEPIS was launched in 2004 by the European Centre for the 
Development of Vocational Training (CEDEFOP) to promote discussion, at a European level, 
on ways towards a more harmonised ICT certification landscape. The CEPIS survey reported 
in 2005 on several dimensions of ICT certification in Europe; in total 106 different 
certification systems were identified by the survey respondents. Dimensions examined 
included: 

 Market recognition,  

 Level of recognition,  

 Level of skills (qualification),  

 Geographic coverage,  

 Certification body,  

 Degree of standardization,  

                                                           

24
e-skills Certification Consortium ς A multi-stakeholder consortium that joined together industry, 

governments and training institution representatives to promote industry-based  and vendor 
independent certifications within EU national education frameworks. It sought to develop public 
private partnership agreements within Member States to incorporate certifications within national 
education systems, to influence EU level policy development, and give policy guidance on 
developing professional ICT skills and competencies. e-Skills Certification Consortium has evolved 
into the current European e-Skills Association with broader aims. 
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 Outcome of certification,  

 Target group,  

 Success factors. 

Survey respondents largely indicated that Europe needs fewer and more relevant e-skills 
certification schemes. Respondents largely supported the general perception that greater 
transparency, comparability and portability of e-skills certifications were needed. This 
would require enhanced cooperation and joint activities between relevant stakeholders 
through public-private partnerships. Further, a pan-European meta or reference skills and 
qualification framework that incorporates learning outcomes was suggested as an 
important tool in any European approach to e-certification.  

4.3.2.3 The Harmonise Project (2007)  

This EU Leonardo funded project carried out by CEPIS reviewed certification schemes for 
ICT professional qualifications with a view towards achieving greater harmonisation across 
Europe. The project sought to identify the need for a more harmonised certification 
ƳŀǊƪŜǘΣ ŀƴŘ ǘƻ ƛŘŜƴǘƛŦȅ ŦǳǘǳǊŜ ǎǘŜǇǎ ŀƴŘ ƳŜŀǎǳǊŜǎ ƛƴ ŀŎƘƛŜǾƛƴƎ ǘƘƛǎΦ ! ǎǘŀǘŜŘ Ǿƛǎƛƻƴ ǿŀǎ άto 
develop a new harmonised certification scheme, cross-domain and cross-brand, responding 
to market demand for increased professionalism in ICT, harnessing support from the major 
L/¢ ǾŜƴŘƻǊǎ ŀƴŘ ƻŦŦŜǊƛƴƎ ŀ άǿƛƴ-ǿƛƴέ-situation to industry, practitioners, ICT vendors as well 
as ICT professional institutionsέΦ ¢ƘŜ ǎǘǳŘȅ ŜȄŀƳƛƴŜŘΥ  

 ICT professional labour market 

 ICT skills certification system 

 ICT certification market 

 Quality standards for ICT professional certification. 

I!wahbL{9 ǎǳƎƎŜǎǘŜŘ ǘƘŀǘ ǘƘŜ ƳŀǊƪŜǘ ǿŀǎ ŀ άŎŜǊǘƛŦƛŎŀǘƛƻƴ ƧǳƴƎƭŜέ ǿƛǘƘ сн ǇǊƻǾƛŘŜǊǎΣ смт 
types of qualifications, and 5 million certifications issued over the previous six years.  

4 Pillars to Harmonisation 

The report suggested that any proposed harmonisation solution would have to cope with 
national market characteristics e.g. culture, attitudes, maturity, regulations, structure etc. 
and would need to develop partnerships to work towards a non-competitive market space. 
In fact CEPIS suggested that a harmonized European approach to certification needed to be 
built on four pillars: 

 Explaining the roles/needs of ICT professionalism and standards, with a view 
towards driving an international ICT profession and establishing an agreed ICT body 
of knowledge that encapsulates principles for certification. 

 A multi-stakeholder partnership approach between professional and industry 
associations, ICT vendors, government bodies and social partners. Further, an ability 
ǘƻ ǊŜǎǇƻƴŘ ǘƻ ƭƻŎŀƭ ŀƴŘ Ǝƭƻōŀƭ ƳŀǊƪŜǘ ŎƘŀǊŀŎǘŜǊƛǎǘƛŎǎΣ ŀƴŘ ŀƴ άǳƳōǊŜƭƭŀέ ŀǇǇǊƻŀŎƘ 
that allows different certification schemes to co-exist and be cross referenced was 
required. This was with a view towards creating a non-competitive environment 
όάōƭǳŜ ƻŎŜŀƴέ ŀƴŘκƻǊ άƳǳǘǳŀƭ ȊƻƴŜǎ ƻŦ ǘǊǳǎǘέύΦ  

 Agreed quality standards, principles and measures that are transparent and flexible, 
and explained through a quality framework. The survey found that such standards 
were highly demanded components of any European framework for ICT 
certification.  
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 Network of relationships between ICT certifications, supported by collaboration 
between providers, acceptance and integration of other certifications, methods to 
combine content of different providers etc. Flexibility in terms of combining 
modules and training content would lead to enhanced learning opportunities and 
ability to react to skill gaps.  

 

Roadmap towards Harmonisation 

CEPIS (2007) also proposed a roadmap towards Harmonisation which includes a number of 
objectives, steps and measures as outlined in Figure 14. Critical objectives in working 
towards harmonisation include for example achieving a common understanding and 
agreement on the requirements of harmonisation, and achieving greater transparency and 
more widespread recognition of e-certifications. Critical measures include for example 
establishing a round table as a forum for information exchange and a facilitator of a 
ǇŀǊǘƴŜǊǎƘƛǇ ŀǇǇǊƻŀŎƘΦ ¢ƘŜ ǊŜǇƻǊǘ ƻǳǘƭƛƴŜǎ ǘƘŀǘ ǘƘŜ άstarting point of the harmonisation 
process is the red ocean, which is characterised through market competition, clear business 
interests and the attitude of looking for clear benefits that justify the investment in any 
harmonisation endeavourέΦ /9tL{ ŀǊƎǳŜǎ ŦƻǊ ŀ ƳŀǊket-driven approach that receives the 
support of ICT professional associations and vendors, in establishing clear measures and 
actions.  

 

Figure 14: Roadmap towards Harmonisation 

Challenges of Harmonisation 

Working towards a harmonised certification market is faced with several challenges: 

 The main goal of the major ICT vendors, leading the ICT certification market, is 
higher revenues. For a harmonisation solution to be effective, it needs to overcome 
market boundaries by establishing common goals. Hence, a considerable difficulty is 
achieving the willingness to buy into harmonisation and the concept of a non-
competitive environment, while simultaneously ensuring the ability to create 
sufficient revenues for the ICT vendors.  

 Ability to collaborate, and integrate the content of different certification systems, 
evaluate this content and promote its acceptance, e.g. the European Credit Transfer 
{ȅǎǘŜƳΩǎ ό9/¢{ύ ŀǿŀǊŘƛƴƎ ƻŦ ŎǊŜŘƛǘǎ ǘƻ ŀǊŜŀǎ ƻŦ ǉǳŀƭƛŦƛŎŀǘƛƻƴ ƻǊ ƭŜŀǊƴƛƴƎ 
achievements. 
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Key Success Factors to Harmonisation 

Factors critical to success of the project included: 

 A harmonised approach to certification needs to be separated from market 
influences and business interests. Any solution needs to be considered in terms of a 
non-competitive environment where all stakeholders participate and contribute.  

 Establishing a framework that integrates and recognises content from different 
providers. Such a framework should be aligned with the European Qualifications 
Framework (EQF) and ECTS. Agreed standards are critical for positioning products 
on such a framework and in ensuring the content of certifications do not coincide.  

 A learner-centred focus. 

 A multi stakeholder and partnership/round table approach involving all key 
stakeholders, e.g. professional associations, industry ICT associations, ICT vendors 
and so on. 

4.3.2.4 ICT Certification in Europe (2009)  

The CEN e-Certification in Europe project operated between March 2008 and July 2009. It 
updated and extended the data of the CEPIS HARMONISE project. The CEN project 
describes: 

 Updated statistics of the e-certification market in Europe  

 ¢ƘŜ ŎǊŜŀǘƛƻƴ ƻŦ άƭŀƴŘǎŎŀǇŜ ƳŀǇǎέ ǎƘƻǿƛƴƎ ǘƘŜ Ƴŀƛƴ ƻǊƎŀƴƛǎŀǘƛƻƴǎ ƛƴǾƻƭǾŜŘ ƛƴ 
certification in some member states, and for the EU  

 A methodology for positioning e-certifications against the e-Competence 
Framework (e-CF)  

 A proposed European model for e-certification schemes 

In the two years between the Harmonise and the current report, some changes in the 
ƳŀǊƪŜǘ ǿŜǊŜ ŜǾƛŘŜƴǘΦ CƻǊ ŜȄŀƳǇƭŜΣ ǎǳŎƘ ǾƛŜǿǎ ŀǎ ǘƘŜ άŎŜǊǘƛŦƛŎŀǘƛƻƴ ƧǳƴƎƭŜέΣ άǾƛǘŀƭ ŜŎƻ-
ǎȅǎǘŜƳέ ŀƴŘ άǇŀǊŀƭƭŜƭ ǳƴƛǾŜǊǎŜǎέ ōŜǘǿŜŜƴ ƳŀǊƪŜǘ ŎŜǊǘƛŦƛŎŀǘƛƻƴǎ ŀƴŘ ǘƘŜ ǳƴƛǾŜǊǎƛǘȅ 
education system were now regarded as out-dated. The emerging view was towards a 
άŎƻŀƭŜǎŎŜƴŎŜ ƻŦ ǳƴƛǾŜǊǎŜǎέΣ ǿƘŜǊŜ ŜŘǳŎŀǘƛƻƴΣ ǘǊŀƛƴƛƴƎΣ ŀƴŘ ŎŜǊǘƛŦƛŎŀǘƛƻn all support a cycle 
of lifelong learning. Examples of collaboration between industry ICT certifications and 
public education is evident in many countries e.g. the SAP university alliance in Germany, 
the Microsoft IT academy program in Germany, and use of the EUCIP syllabus in 
companies, universities, and institutions in Italy. However, both political and academic 
resistance towards this coalescence remains in some Member SǘŀǘŜǎΦ άThis CEN project is 
aiming to assist that convergence by presenting and describing a market structure with 
supporting tools in which the respective contributions of education, certification and 
professionalism are recognised and respected for their value to lifelong learningέΦ ±ŜƴŘƻǊ 
specific, vendor neutral and vendor independent certifications (as defined in section 4.3.1), 
are the focus of this report. 

Project Action Item 1: Market Dynamics 

The project updated the market statistics collected in the HARMONISE project, and sought 
to establish a process for so doing annually. In excess of 100 providers, offering more than 
1300 certification products, were identified. Leading providers by market share included: 

 Microsoft  
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 CompTIA  

 IBM 

 Cisco  

 Sun  

 Oracle  

 EXIN  

 ISEB  

 SAP  

 HP  

 ISACA  

 CISSP 

The market was growing by approximately 25% annually (total of 10 to 11 million), having 
demonstrated almost 4-fold growth between 2000 and 2007. The report highlights that the 
actual volume of learning may be 10 times the volume of certifications issued, suggesting 
there may be over 100 million learners globally. However, difficulty exists in breaking down 
these figures to a national or European level. Suppliers often regard this data as 
commercially sensitive and in many cases such data is not readily available.  

Project Action Item 2: e-Certification Landscape 

Action 2 of the project created a set of landscape maps of the organisations involved in e-
certification in Europe. An overview is provided in the following table: 

Map of European Organisations 

Standards Bodies (National or 
European) 

ETSI; ECMA; CEN 

Public or Government Bodies, 
Ministries, Departments or 
Parliament Groups 

DG Education & Culture; DG Employment and Social 
Affairs; DG Information Society & Media; DG 
Enterprise & Industry (European Commission 
Departments) 

National or European Agency Cedefop; ETF 

Research Agency Empirica; EITO 

Education Informatics Europe; European Schoolnet 

User Body EuroCIO 

Trade Association European e-Skills Association (EeSA); Digital Europe; 
PIN-SME; CompTIA 

Trade Union EMF/UNI Europa; ETUC 

Professional Body CEPIS; FEANI 

Certification System, scheme ECDL Foundation; EUCIP 

Table 2: Summary of Certification Organisations in Europe 

In addition, maps for 5 member states (UK, Germany, Italy, Ireland and Belgium) were 
prepared, identifying education bodies, training institutions, accreditation bodies, 
certification bodies, corporate bodies, public/government bodies, standards bodies, 
research agencies, national or European agencies, professional bodies, certification 
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schemes, educational vendors, trade unions, trade associations and so on. Investigation 
also revealed that there was a poor culture of certification in France and hence no 
landscape map was created. The maps provide understanding of the state of play with 
respect to certification in each country. Differences exist across Member States due to 
political, legal, regulatory, education and cultural issues. For summary findings on the 5 
member states, the reader is referred to CEN (2009: p13-14).  

Some non-national features of the e-certification scene were identified: 

 Fragmentation of education and training responsibilities to sub-country level e.g. 
Italy 

 /ǳƭǘǳǊŀƭ ŘƛǾŜǊƎŜƴŎŜ ōŜǘǿŜŜƴ ǘƘŜ ά!ƴƎƭƻ-{ŀȄƻƴέ ŀǇǇǊƻŀŎƘ ŘƻƳƛƴŀǘŜŘ ōȅ 
professional bodies and qualifications based on education, experience and 
ǊŜǎǇƻƴǎƛōƛƭƛǘȅ ƭŜǾŜƭǎΤ ŀƴŘ ǘƘŜ άŎƻƴǘƛƴŜƴǘŀƭέ ŀǇǇǊƻŀŎƘ ŘƻƳƛƴŀǘŜŘ ōȅ ŀŎŀŘŜƳƛŎ ŀƴŘ 
state bodies that control formal, theoretical education  

 The viewpoints between employers, employees, and learners who regard e-
certifications as value credentials, and the ICT vendors who regard e-certifications 
as the revenue source that supports and protects their business. 

¢ƘŜ ƭŀƴŘǎŎŀǇŜ ƳŀǇǎ ƘŜƭǇ ƘƛƎƘƭƛƎƘǘ ǿƘȅ άlocalizationέ ƛǎ ƛƳǇƻǊǘŀƴǘ ƴƻǘ ƻƴƭȅ ōŜŎŀǳǎŜ ƻŦ 
language and cultural issues, but also because institutions have a role to play in the 
accreditation process.  

Project Action Item 3: Deploying the e-Competence Framework (e-
CF)/Positioning Certifications against the e-CF 

Action 3 was focused on relating certifications against other certification products and 
qualifications. The report proposed a self-assessment methodology, based on peer review 
to position certifications against the e-CF and thereby also relate them to the EQF. The 
process involves selecting the relevant e-competence area for the certification; selecting 
the reference e-competence(s) that best matches the certification content; selecting the 
most appropriate proficiency level; consulting with and responding to external peers; and 
recording who was responsible for the process.  This approach is similar, albeit more 
formal, to the steps taken by CompTIA in creating their certification roadmap (Figure 15). 
The CompTIA certification roadmap, similar to a European metro map, links approximately 
50 certifications of the leading ICT certification providers and has support of several 
vendors.  
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Figure 15: CompTIA's Certification Roadmap 

Project Action Item 4: European Model for e-Certification Schemes 

Action 4 of the project was concerned with proposing a European model for e-certification 
schemes. The view was to improve the market structure and its inter-operability by 
adopting best practice principles, including: 

 Schemes will position certifications against the e-CF 

 Schemes will provide information on certification content to their users 
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 Schemes will adhere to an established quality assurance mechanism e.g. EN ISO/IEC 
17024 

 Schemes will avoid lock-in mechanisms to a specific certification brand 

 Schemes will comply with the gathering of annual metrics. 

Recommendations of the Report 

The project resulted in several recommendations to advance ICT certification initiatives in 
Europe. These included the annual collection of certification market statistics; the 
maintenance and extension of the country landscape maps; the positioning of certifications 
against the e-CF by certification vendors; the re-ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ /ƻƳǇ¢L!Ωǎ ŎŜǊǘƛŦƛŎŀǘƛƻƴ 
roadmap to the e-/CΩǎ ǇǊƻŦƛŎƛŜƴŎȅ ƭŜǾŜƭǎ ŀƴŘ ŎƻƳǇŜǘŜƴŎŜ ŀǊŜŀǎΤ ǘƘŜ ǾŀƭƛŘŀǘƛƻƴ ƻŦ ǘƘŜ 
proposed European model by a number of leading certification providers; and the creation 
of round tables for discussion at a country level. These recommendations were the basis 
for the current άICT /ŜǊǘƛŦƛŎŀǘƛƻƴ ƛƴ !Ŏǘƛƻƴέ ǇǊƻƧŜŎǘ (see 4.3.2.5 below).  

4.3.2.5 ICT Certification in Action (2011)  

This is the follow-on project froƳ ǘƘŜ άL/¢ /ŜǊǘƛŦƛŎŀǘƛƻƴ ƛƴ 9ǳǊƻǇŜέ /9b ²ƻǊƪǎƘƻǇ 
Agreement, running from May 2010 to July 2011. The project aims to: 

 Maintain and extend the country landscape maps of key certification stakeholders  

 Update metrics on the main certifications in the major markets annually 

 Trial the CEN (2009) methodology for positioning ICT certifications against the 
content, levels and structure of the e-CF and EQF. This aims to examine how the e-
CF may serve as a foundation for comparing certifications and navigating the 
market.  

 wŜŘŜǾŜƭƻǇ /ƻƳǇ¢L!Ωǎ ƴŀǾƛƎŀǘƛƻƴ ǊƻŀŘƳŀǇ ŦƻǊ ǇƻǎƛǘƛƻƴƛƴƎ ǘƘŜ ƳŀƧƻǊ ŎŜǊǘƛŦƛŎŀǘƛƻƴǎ 
and relate it to the e-CF.  

 Pilot test the CEN (2009) European model for ICT certification schemes  

 Co-operate with relevant ISO and CEN initiatives  

The project presentŜŘ ƛǘǎ ƛƴǘŜǊƛƳ ŦƛƴŘƛƴƎǎ ƛƴ WŀƴǳŀǊȅ ƻŦ ǘƘƛǎ ȅŜŀǊ όhΩ{ǳƭƭƛǾŀƴΣ нлммύ ŀƴŘ 
published its interim report in February (hΩ{ǳƭƭƛǾŀƴΣ ²Ŝƛǎǎ ŀƴŘ {ƘŀǊƪƻǾΣ нлммύΦ tǊƻƎǊŜǎǎ ƛǎ 
outlined under the following headings. 

Landscape Maps 

The interim report suggested that the certification landscape maps have served as an 
important tool supporting collaboration between industry, education and government and 
in identifying differences between local markets. It sees them as being of particular 
relevance to vendors and national computer societies.  These landscape maps are 
maintained by country expert groups. Four landscape maps have been updated, and new 
maps created for Romania, Bulgaria and the Netherlands (Draft format).  

Market Dynamics 

The certification and training markets have been impacted by the global economic crisis. 
Despite an increase in the certification market in 2009, the market flattened in 2010 and as 
of January 2011 was in decline. As a result the major vendors have ceased publishing 
statistics on their certification volumes and hence difficulties were experienced in updating 
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market data. The European IT Observatory (EITO) has been approached to gather 
certification market statistics on an annual basis. 

Growth among the number of certification providers in recent years has given rise to a 
ǇǊƛŎŜ ǿŀǊΣ ǊŜǎǳƭǘƛƴƎ ƛƴ ǘƘŜ ŎƭƻǎǳǊŜ ƻŦ ǎƻƳŜ ƻŦŦƛŎŜǎ ŜΦƎΦ /ƻƳǇ¢L!Ωǎ .ǊǳǎǎŜƭǎ ƻŦŦƛŎŜΦ {ƛƳƛƭŀǊ 
closures are experienced across ICT training companies. The economic crises have resulted 
in a disconnect between training and certification markets; particularly in poor countries, 
while individuals may undertake training, certifications costs may be unaffordable. One 
noticeable trend however is the expected doubling of the number of information security 
professionals from 2.3 million in 2010 to 4.3 million in 2015. This will result in significant 
growth in the number of related certifications, as certifications are ranked as important by 
90% hiring in this field.  

Re-ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ /ƻƳǇ¢L!Ωǎ /ŜǊǘƛŦƛŎŀǘƛƻƴ wƻŀŘƳŀǇ 

Some progress has been made ƻƴ ǊŜŘŜǾŜƭƻǇƛƴƎ /ƻƳǇ¢L!Ωǎ ŎŜǊǘƛŦƛŎŀǘƛƻƴ ǊƻŀŘƳŀǇ ǘƻ 
incorporate e-CF competence areas and proficiency levels. Discussions with CompTIA have 
taken place in London and Bonn. To date, an English version mapped to SFIA and a German 
version mapped to e-CF levels have been drafted. Neither is linked to specific competence 
areas. Further discussions on this activity are on-going. 

Positioning Certifications against the e-CF 

Both individual and collective discussions with certification vendors on positioning 
certifications against the e-/C ƘŀǾŜ ǘŀƪŜƴ ǇƭŀŎŜΦ άThe Bonn meetings have shown that 
better transparency and recognition is of high interest to cert vendorsέΦ  ²Ŝƛǎǎ ŀƴŘ 
{ǳƭƭƛǾŀƴΩǎ όнлмлύ ǇŀǇŜǊ ǇǊŜǎŜƴǘŜŘ ŀǘ ǘƘŜ Ŝ-Challenges conference25, building on Weiss 
(2009), put forward a competence meta-model for qualifications and skills as a foundation 
for this positioning exercise between certifications and the e-CF. Successes include: 

 9·LbΩǎ όŎŜǊǘƛŦƛŎŀǘƛƻƴ ƻǊƎŀƴƛǎŀǘƛƻƴ ƛƴ ǘƘŜ bŜǘƘŜǊƭŀƴŘǎύ ƳŀǇǇƛƴƎ ƻŦ о ƻǳǘ ƻŦ р ǎǘǊŜŀƳǎ 
of its domestic product TRACKS accreditation to the e-CF version 1. These include its 
business information manager, tester, and IT project manager roles. Each track 
consists of a number of core tasks related to the specific role, and for each of these 
tasks, the relevant e-CF competence and e-CF level have been selected.  

 aƛŎǊƻǎƻŦǘΩǎ ƳŀǇǇƛƴƎ ƻŦ р ƭŜŀŘƛƴƎ ŎŜǊǘƛŦƛŎŀǘƛƻƴǎ ǘƻ ǘƘŜ 9vC ŀƴŘ ŀŎƘƛŜǾŜƳŜƴǘ ƻŦ 
accreditation in Ireland by its Higher Education and Training Awards Council 
(HETAC). ECTS credits for each certification are also established.  Accreditation is 
now being sought in 5 other member states. It has begun mapping of certifications 
against the e-CF, covering both competence areas and levels, as a further way to 
achieving formal EU certification recognition.  

 The SEI is interested in mapping certifications related to the CMMI to the e-CF, and 
plans have been established to undertake this mapping process within the next 6 
months. The aim is to map to e-CF levels, and ultimately to specific competencies 
that relate to specific roles in the business. 

                                                           

25 http://www.echallenges.org/e2010/default.asp 
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 5ƛǎŎǳǎǎƛƻƴǎ ǿƛǘƘ /ƻƳǇ¢L! ƘŀǾŜ ǊŜǎǳƭǘŜŘ ƛƴ ŀ ŘǊŀŦǘ DŜǊƳŀƴ ǾŜǊǎƛƻƴ ƻŦ /ƻƳǇ¢L!Ωǎ 
certification metro roadmap linked to the e-CF and a draft English version linked to 
SFIA. Neither are linked to specific competence areas and are subject to validation.  

 Workshops held by Cert-IT (accreditation agency in Germany) involving Microsoft, 
Cisco, and CompTIA, is working on the positioning of the 74 certifications from 
/ƻƳǇ¢L!Ωǎ ǊƻŀŘƳŀǇ ǘƻ ǘƘŜ Ŝ-CF and EQF. These workshops have partially positioned 
т ŎŜǊǘƛŦƛŎŀǘƛƻƴǎ ŦǊƻƳ ŦƻǳǊ ŘƛŦŦŜǊŜƴǘ ǾŜƴŘƻǊǎ ŀƎŀƛƴǎǘ /ƻƳǇ¢L!Ωǎ ǊƻŀŘƳŀǇΣ ǘƘŜ Ŝ-CF, 
EQF and SFIA levels. Plans exist to also map to specific e-competence areas in future 
months. The possibility of developing a certification portal, with certifications linked 
to e-CF levels is also being considered.  

4.3.3 Certification Initiatives in the US  

4.3.3.1 #ÏÍÐ4)!ȭÓ 4ÅÃÈ#ÁÒÅÅÒ #ÏÍÐÁÓÓ 

/ƻƳǇ¢L!Ωǎ ¢ŜŎƘ/ŀǊŜŜǊ /ƻƳǇŀǎǎ ƛǎ ŀƴ ƻƴƭƛƴŜ ǎŜŀǊŎƘŀōƭŜ ŘŀǘŀōŀǎŜ ŀǎǎƛǎǘƛƴƎ ƛƴŘƛǾƛŘǳŀƭǎ ǘƻ 
choose the right certification to meet their career development goals. The initiative was 
started by the US Dept of Labor in an effort to develop a skilled US workforce; CompTIA 
was chosen to develop and maintain the site. It offers a repository of over 250 certification 
programs, searchable by vendor, government compliance, skill category and job title. For 
each certification it presents the associated job skills and titles. Hence, for individuals it 
represents a tool assisting in skills enhancement and career progression. 

4.3.3.2 US Department of Education - States Career Cluster Initiative (SCCI) 

The US States Career Cluster Initiative (SCCI) was established under the US National Career 
Technical Education Foundation (NCTEF) in 2001. Its goal was to develop career clusters as 
a means to facilitate the change from education to career. It involves partnerships between 
state, educators, schools, employers, and industry to develop pathways from secondary 
school to college to the workplace. This involves developing curriculum guidelines, 
standards, assessments and professional development material for core, pathway and 
specialisation skills for 16 career clusters that have been identified. One such career cluster 
ƛǎ LƴŦƻǊƳŀǘƛƻƴ ¢ŜŎƘƴƻƭƻƎȅΦ ¢ƘŜ ǎŎƻǇŜ ƻŦ ǘƘƛǎ ŎŀǊŜŜǊ ŎƭǳǎǘŜǊ ƛǎ άbuilding linkages in IT 
occupations framework: For entry level, Technical, and Professional Careers related to the 
design, development, support, and management of hardware, software, multimedia, and 
systems integration servicesέΦ ¢ƘŜ ƛƴƛǘƛŀǘƛǾŜ ǇǊŜǎŜƴǘǎ ŎŀǊŜŜǊ ŎƭǳǎǘŜǊ ƪƴƻǿƭŜŘƎŜ ŀƴŘ ǎƪƛƭƭ 
statements that apply to all careers in the IT cluster. IT careers are divided into 4 pathways: 
network systems, information support and services, programming and software 
development, and web and digital communications. Jobs and credentials associated with 
each pathway are identified.  

4.3.3.3 United States Agency for International Development (USAID) - Centre of 
Excellence in ICT Training and Certification (2009)  

This report was prepared for USAID to outline the key steps in developing a centre of 
excellence in ICT training and certification in South East Europe and the Caucasus. The goal 
is the creation of a sustainable system of ICT quality competence centres, the backbone of 
which will be supported by several training and certification centres of excellence. 
Cooperation between these centres is expected to improve access to knowledge, training 
and certifications adapted to the requirements of the region, greater cooperation between 
the ICT industry and universities for research, and greater ICT competitiveness, among 
other benefits.   
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4.3.4 Certification Initiatives in India  

4.3.4.1 #ÏÍÐÕÔÅÒ 3ÏÃÉÅÔÙ ÏÆ )ÎÄÉÁȭÓ %ÄÕÃÁÔÉÏÎ $ÉÒÅÃÔÏÒÁÔÅ 

The Computer Society of India (CSI) was established in 1965. One of its key priorities is the 
promotion of ICT as a profession. In so doing, it organises regular information exchange 
and dissemination events and facilitates career development through training provision 
and updating of skills. The CSI Education Directorate undertakes several activities 
pertaining to training and certification. Services provided include for example: 

 Provision of professional certifications and training programmes to CSI members 
and the public, including the underprivileged and individuals with disabilities 

 Carrying out certification examinations with a view to increasing their uptake by 
industry 

 Leveraging the benefits of affiliations with international professional societies, for 
example by providing British Computer Society certification examinations 

 Evaluating and accrediting professional programmes  

 Collaborating with certification providers/agencies to expand the reach of global 
certifications and skill developments to members of CSI.  

The CSI Education Directorate is also developing training and certification programmes in 
more emerging technological areas, for example, wireless technologies; bio-informatics; 
green IT; nano-technology; virtualization; grid computing; cloud computing, among others.  

4.3.4.2 #ÏÍÐÕÔÅÒ 3ÏÃÉÅÔÙ ÏÆ )ÎÄÉÁȭÓ -ÅÍÏÒÁÎÄÕÍÓ ÏÆ 5ÎÄÅÒÓÔÁÎÄÉÎÇ ɉ-/5ÓɊȢ 

The Computer Society of India has established a number of Memorandums of 
Understanding (MOUs) with national and international bodies. Examples include MOUs 
with Microsoft, the IEEE, the Project Management Institute (PMI), the British Computer 
Society (BCS) and the Centre for Development of Advanced Computing (C-DAC) in India.  
These MOUs generally specify actions in establishing a closer working relationship between 
the CSI and the various bodies. Some of these MOUs emphasise relationships between 
ƛƴŘǳǎǘǊȅ ŀƴŘ ŜŘǳŎŀǘƛƻƴŀƭ ƛƴǎǘƛǘǳǘƛƻƴǎΦ CƻǊ ŜȄŀƳǇƭŜΣ aL9[Ωǎ ǇƻǎǘƎǊaduate programme in 
Information Security Management called PRISM is offered through various educational 
partners, with successful participants in the programme receiving joint certification from 
CSI, MIEL e-Securities Ltd and the educational institution.  Similarly, the MOU with 
Microsoft involves provision of Microsoft faculty development programs for various CSI 
Chapters and Colleges, as well as Microsoft webcasts on emerging technological trends for 
CSI professionals and academics.  

The MOU with the British Computer Society aims to share publications, services and 
qualifications for their respective members, and is evidenced by the provision of BCS 
ŎŜǊǘƛŦƛŎŀǘƛƻƴǎ ōȅ ǘƘŜ /{LΩǎ 9ŘǳŎŀǘƛƻƴ 5ƛǊŜŎǘƻǊŀǘŜΦ ¢ƘŜ ah¦ ǿƛǘƘ ǘƘŜ tǊƻƧŜŎǘ aŀƴŀƎŜƳŜƴǘ 
Institute is focused on realising the benefits of project management certification 
throughout India through implementing best practices and standards of project 
management, while the MOU with C-DAC aims to strengthen the reach and capabilities of 
both groups through joint programmes on training, skill development and certification.  

4.3.4.3 IEEE Initiatives 

¢ƘŜ {ƛŜƳŜƴǎ DǊƻǳǇ ƛƴ LƴŘƛŀ Ƙŀǎ ŜƴŘƻǊǎŜŘ ǘƘŜ L999 /ƻƳǇǳǘŜǊ {ƻŎƛŜǘȅΩǎ /ŜǊǘƛŦƛŜŘ {ƻŦǘǿŀǊŜ 
Development Associate (CSDA) and Certified Software Development Professional (CSDP) 
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certifications. The two credentials are regarded as the benchmark for software certification 
and are used to raise software development standards within the company. As part of the 
L999Ωǎ LƴŘƛŀ LƴƛǘƛŀǘƛǾŜΣ ǘƘŜ L999 /ƻƳǇǳǘŜǊ {ƻŎƛŜǘȅ ƛǎ ŜƴƎŀƎƛƴƎ ǿƛǘƘ LƴŘƛŀƴ ǘŜŎƘƴƛŎŀƭ 
institutions, particularly computer science, software engineering, IT and software 
applications faculty/students. VIT University, Vellore became the first Indian university to 
sign an agreement to offer the CSDA certification to its students and entry-level software 
engineers. 

4.3.5 Certification Initiatives in Japan  

4.3.5.1 The Information Technology Promotion Agency  

The Information Technology Promotion Agency (IPA) of Japan focuses on assuring security 
and reliability of IT in the social infrastructure, promoting international competitiveness, 
and developing skilled IT human resources. Its principal fields of work are IT security, 
software engineering, open software and IT HR development. IPA initiatives for developing 
skilled human resources include: 

 Preparing the IT Engineers examinations,  

 Developing Skills standards - Skill Standards for IT Professionals (ITSS); Embedded 
Technology Skills Standards (ETSS); and User Information Systems Skill Standards 
(UISS).  

{ƛƳƛƭŀǊ ǘƻ ǘƘŜ ǾƛŜǿ ǊŜǇƻǊǘŜŘ ƛƴ άL/¢ /ŜǊǘƛŦƛŎŀǘƛƻƴ ƛƴ 9ǳǊƻǇŜέ ǊŜ ǘƘŜ άŎƻŀƭŜǎŎŜƴŎŜ ƻŦ 
ǳƴƛǾŜǊǎŜǎέ ǘƘŜ Lt! ŀƭǎƻ ǇǊƻƳƻǘŜǎ ƛƴŘǳǎǘǊȅ-academic government collaboration. IPA holds 
the role of executive office for the Industry-Academic partnership for Human Resource 
Development. This partnership was established by the Ministry of Economy, Trade and 
Industry (METI) and the Ministry of Education, Culture, Sports, Science and Technology 
(MEXT). IPA also formed collaborative agreements with the National Institute of 
Informatics (NII) of the Research Organisation of Information and Systems (ROIS), which is 
an inter-university research institute. It established an Industry-Academia IT HR 
development implementation working group. IPA also has plans pertaining to the design of 
curricula that reflect company needs and developing frameworks for using instructors from 
companies. Further, its iPedia website provides information on upgrading and expanding 
practical IT education.  

4.3.5.2 Japan Information Technology Services Industry Association  

WŀǇŀƴΩǎ LƴŦƻǊƳŀǘƛƻƴ ¢ŜŎƘƴƻƭƻƎȅ {ŜǊǾƛŎŜǎ LƴŘǳǎǘǊȅ Association (JISA) was founded in 1984. It 
is focused on enhancing the Japanese economy and more specifically on maintaining 
growth in its Information Services industry. In terms of initiatives pertaining to certification, 
JISA aims to promote partnerships between industry and academia, and offers training 
ŎƻǳǊǎŜǎ ōŀǎŜŘ ƻƴ ǘƘŜ L¢{{ ǘƻ ŦǳǊǘƘŜǊ ŘŜǾŜƭƻǇ L/¢ ǇǊƻŦŜǎǎƛƻƴŀƭǎΩ ǎƪƛƭƭǎΦ  

4.3.5.3 Information Processing Society of Japan 

The Information Processing Society of Japan (IPSJ) was established in 1960. It is involved in 
numerous areas of activity in information processing and computer science, including for 
example establishment of special interest groups, standards development, research, and 
educational activities. Similar to the Computer Society of India, it has established a number 
of partnerships with other organisations in the form of Memorandums of Understanding. 
Examples include agreements with the IEEE, the Association for Computing Machinery 
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ό!/aύΣ ǘƘŜ !ǎǎƻŎƛŀǘƛƻƴ CǊŀƴœŀƛǎŜ ŘŜǎ {ŎƛŜƴŎŜǎ Ŝǘ ¢ŜŎƘƴƻƭƻƎƛŜǎ ŘŜ ƭΩLƴformation (ASTI), the 
Computer Society of India and the Korean Information Science Society. These MOUs 
promote greater understanding and cooperation between the societies in several matters, 
some of which pertain to training and certification. For example, the agreement between 
the IPSJ and the ASTI discusses the possibility of engaging in joint projects on educational 
materials and standards. The IPSJ-IEEE MOU has a similar remit but is extended to include 
mutual participation in standards development and information exchange on standards 
initiatives between the respective groups.   

4.3.6 Certification Bodies Examples  

Certification bodies are typically overarching organisations or alliances of organisations 
that work to promote the take up of certification across various areas of ICT. Activities 
carried out by these bodies vary, but may include for example development of knowledge, 
provision of a wide range of certification programmes, promotion of certification quality 
assurance, development of new or adherence to existing standards, and in some countries 
provision of accreditation for vendor certification programmes etc. This section provides an 
overview of a selected sample of certification bodies. Note it is not intended as an 
exhaustive list.  

4.3.6.1 IT Certification  Council (ITCC) 

The IT Certification Council (ITCC) is comprised of industry leaders who are focused on 
growing professional ICT certifications and promoting the benefits of acquiring 
certification, so as to ensure professionals have the requisite skills to effectively operate in 
ǘƘŜ L/¢ ƛƴŘǳǎǘǊȅΦ ¢ƘŜ L¢//Ωǎ ǿƻǊƪ ƛƴǾƻƭǾŜǎ ŦƻǊ ŜȄŀƳǇƭŜ ŜǎǘŀōƭƛǎƘƛƴƎ ōŜǎǘ ǇǊŀŎǘƛŎŜǎΣ ŜƴǎǳǊƛƴƎ 
examination testing security, and promoting certification value to industry, employers and 
professionals. Members of the Council include Microsoft, IBM, Novell, HP, Cisco, EXIN, 
Certiport, among others. 

4.3.6.2 The International Certification Council (IC -Council) 

The IC-Council is a non-profit alliance of organisations focused on ensuring competency 
and high degrees of professionalism by setting global standards for licensing, accrediting, 
certification and credentialing programmes. While educational accreditation is carried out 
by government organisations in most countries, in the United States quality assurance for 
professional certification and academic degrees is performed by private associations, not 
the government. The IC-Council promotes quality assurance and improvement through 
accreditation via peer evaluation. In addition to providing recommendations to educational 
institutions, the IC-Council provide accreditation for vendor specific certification 
programmes, programmes administered in training centres and so on.  

4.3.6.3 Institute for Certification of Computing Professionals (ICCP)  

The Institute for Certification of Computing Professionals (ICCP) is based in Illinois USA. It 
promotes professional credentials for the following professions: Systems Analysts, 
Computer Scientists, Computer Programmers, Database Administrators, Business Analysts, 
Network Administrators, Computer Software Engineers, Information Technology Managers, 
Chief Information/Technology Officers, Computer Security Analysts, Telecommunications 
Analysts, Business Intelligence Professionals, Data Management Professionals, and IS/IT 
Consultants. Certifications include the Associate Computing Professional (ACP), Certified 
Business Intelligence Professional (CBIP), Certified Computing Professional (CCP), Certified 
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Data Management Professional (CDMP), Information Systems Analyst (ISA) and Information 
Systems Professional (ISP). Through thesŜ ŎŜǊǘƛŦƛŎŀǘƛƻƴǎΣ ǘƘŜ L//t ŀƛƳǎ ǘƻ άassess stringent 
industry fundamentalsέ ǘƘǊƻǳƎƘ ƛǘǎ ǇǊƻŦŜǎǎƛƻƴŀƭ ŜȄŀƳƛƴŀǘƛƻƴǎΦ Its CCP certification is 
recognized worldwide as an indicator of a high degree of professional competence.  

4.3.6.4 International Information Systems  Security Certification Consortium 
(ISC)2 

The International Information Systems Security Certification Consortium positions itself as 
the world leader in certifying information security professionals. Based in the US, it has 
offices in London, Hong Kong and Tokyo, and provides vendor neutral certifications in more 
than 135 countries. It was the first information security certifying body to conform to the 
ISO/IEC 17024 certification standard. Certification programmes include Systems Security 
Certified Practitioner (SSCP); Certified Authorization Professional (CAP); Certified Secure 
Software Lifecycle Professional (CSSLP); Certified Information Systems Security Professional 
(CISSP); Information Systems Security Architecture Professional (ISSAP); Information 
Systems Security Engineering Professional (ISSEP); and Information Systems Security 
Management Professional (ISSMP). The CISSP certification is its gold standard flagship 
product offered globally. The (ISC)2 also develops and maintains an information security 
critical body of knowledge. 

4.3.6.5 Information Systems Audit and Control Association (ISACA) 

The Information Systems Audit and Control Association (ISACA) is an independent, global 
organisation established since 1969, and is involved in developing, adopting and using 
leading information systems knowledge and practices.  Certification programmes include 
the Certified Information Systems Auditor (CISA); Certified Information Security Manager 
(CISM); Certified in the Governance of Enterprise IT (CGEIT); and Certified in Risk and 
Information Systems Control (CRISC). ISACA certifications are recognised and accepted 
worldwide, and according to the organisations website, they have been consistently rated 
ƛƴ ƛƴŘŜǇŜƴŘŜƴǘ ǎǘǳŘƛŜǎ ŀǎ ŀƳƻƴƎ ǘƘŜ Ƴƻǎǘ άƛƳǇŀŎǘŦǳƭ ŎŜǊǘƛŦƛŎŀǘƛƻƴǎ an IT professional can 
ŜŀǊƴέΦ  

4.3.6.6 Institute of Electrical and Electronic Engineers (IEEE)  

¢ƘŜ L999 ŎƻƳǇǳǘŜǊ ǎƻŎƛŜǘȅ ƛǎ ǘƘŜ ǿƻǊƭŘΩǎ ƭŜŀŘƛƴƎ ŎƻƳǇǳǘƛƴƎ ǇǊƻŦŜǎǎƛƻƴŀƭǎΩ ƻǊƎŀƴƛǎŀǘƛƻƴΦ 
The computer society is focused on advancing theory and application of computer and 
information-processing technology, and is known globally for its computing standards 
activities. IEEE offers the following certifications: Certified Biometrics Professional (CBP), 
Certified Software Development Associate (CSDA), Certified Software Development 
Professional (CSDP), and Wireless Communication Engineering Technologies (WCET). The 
CSDA credential is aimed towards entry-level software professionals or software 
engineering graduates as a bridge between formal academic knowledge and the 
requirements of industry. The CSDP credential is aimed towards mid-career 
professionals looking to further develop or confirm their proficiency levels and advance 
their careers. 

4.3.6.7 Software Engineering Institute (SEI)  

The Software Engineering Institute (SEI), based at Carnegie Mellon University, offers 
certifications in computer security, process improvement, measurement and analysis, 
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software architecture, service-oriented architecture, among others. Its certification 
programs comply with all Carnegie Mellon University and SEI policies. 

4.3.7 Certification Vignette  

Information Security Professional Certification ς Challenges of Cloud Computing 
 
The 2005 ICT Skills Certification in Europe report discussed a lack of common agreement on 
what constitutes a security professionaƭΩǎ ǊƻƭŜΦ !ǎ ŎƛǘŜŘ ƛƴ ǘƘƛǎ ǊŜǇƻǊǘ άdepending on the 
responsibilities and functions of a security position and the infrastructure of the 
organisation, someone in this role at one company can have a drastically different skill set 
than someone in a similar role at another companyέΦ Lƴ ǘƘƛǎ ǊŜǇƻǊǘΣ ǘƘŜ L/¢ ǎŜŎǳǊƛǘȅ 
ǇǊƻŦŜǎǎƛƻƴŀƭ ǿŀǎ ŘŜǎŎǊƛōŜŘ ŀǎ άone of the hottest occupations in the ICT industryέ ŘǳŜ ǘƻ 
the lack of suitably qualified individuals.  
 
Six years on, there remains a skills gap to effectively protect organisations resultant from 
the increasing pace of technological trends and new developments. Nonetheless, the 
popularity of Information Security roles and certifications has intensified. The 2011 (ISC)2 
Global Information Security Workforce Study conducted by Frost and Sullivan gathered 
insight from 10,413 information security professionals around the globe. It found that the 
number of professionals in this area was expected to double to 4.2 million by 2015. Thus, in 
contrast to other professions, despite the economic recession, approximately 60% of (ISC)2 
members reported an increase in salary during 2010. The growing interest in this area is 
driven by the increasing number of security threats facing organisations. Top security 
threats are outlined in the below figure.  

 
 
Of particular concerns are emerging challenges related to cloud computing, mobile 
applications, social media, and associated new skill requirements. Honing in on the 
challenges of cloud computing, the greatest concerns exist around the potential exposure 
of sensitive information and its loss or leakage. The below figure highlights security 
challenges related to cloud computing. Further cloud risks are identified by ENISA (2009) 
including loss of governance, lock in, isolation failure, compliance risk, management 
interface compromise, data protection, insecure or incomplete data deletion and the 
malicious insider. 74% of respondents indicated a need for new skills to effectively address 
the challenges of securing cloud based technologies in the coming years.  
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Certifications are an important requirement for recruitment in the field of information 
security and the market in this area continues to grow strongly. The below figures indicates 
reasons as to why managers prefer hiring certified information security professionals. 

 
 
Approximately 60% of the professionals surveyed planned to acquire new certification 
during 2010-2011. The impetus to acquire new certification perhaps can be tied to the 
diminishing relevance of some ICT certifications over time. This is particularly so in relation 
to information security where new technological trends give rise to new security risks and 
challenges. In order to overcome this diminished relevance, a membership requirement of 
many certification bodies stipulates the need to re-certify periodically in order to remain 
current in the field. Examples of certifications serving the information security professional 
ƛƴŎƭǳŘŜ /ƻƳǇ¢L!Ωǎ {ŜŎǳǊƛǘȅҌ ŎŜǊǘƛŦƛŎŀǘƛƻƴΣ aƛŎǊƻǎƻŦǘ /ŜǊǘƛŦƛŜŘ {ȅǎǘŜƳǎ 9ƴƎƛƴŜŜǊ ό{ŜŎǳǊƛǘȅ 
Specialisation), Cisco Certified Security Professional, Cisco Certified Network Associate,  
Check Points Certified Security Expert, (ISC)2 Certified Information Systems Security 
tǊƻŦŜǎǎƛƻƴŀƭ ŀƴŘ L{!/!Ωǎ /ŜǊǘƛŦƛŜŘ LƴŦƻǊƳŀǘƛƻƴ {ŜŎǳǊƛǘȅ aŀƴŀƎŜǊΦ 
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4.3.8 Standards 

4.3.8.1 Intro duction  

As outlined earlier, the certification process is dependent on several supporting 
mechanisms, one of which is defined quality standards. A standard is defined by the 
International Electro-ǘŜŎƘƴƛŎŀƭ /ƻƳƳƛǎǎƛƻƴ ŀǎ ŀ άdocument, established by consensus and 
approved by a recognized body, that provides, for common and repeated use, rules, 
guidelines or characteristics for activities or their results, aimed at the achievement of the 
optimum degree of order in a given contextέΦ ¢ƘŜ ŦƻƭƭƻǿƛƴƎ ǎŜŎǘƛƻƴǎ ŘƛǎŎǳss the roles of 
standardisation bodies, and issues with and examples of standards pertaining to ICT 
certification.  

4.3.8.2 Standardisation Bodies  

International Standardisation Bodies 

International standards bodies include for example the International Organisation for 
Standardisation (ISO), the International Electro-technical Commission (IEC), and the 
International Telecommunications Union (ITU).  

The ISO is the leading global developer of international standards, and is comprised of 
national standards institutes from 159 countries. It works to build consensus on 
solutions/standards that meet both business and societal requirements. ISO technical 
committees in response to international needs develop standards; they are reviewed 3 
years after first publication and every 5 years thereafter. In addition to ISO standards, the 
ISO produces: 

 ISO/PAS Publicly Available Specifications 

 ISO/TS Technical Specifications 

 ISO/TR Technical Reports 

 IWA International Workshop Agreements 

 ISO Guides. 

¢ƘŜ L9/Ωǎ ¢ŜŎƘƴƛŎŀƭ /ƻƳƳƛǘǘŜŜǎ ŀǊŜ responsible for developing international standards 
related to electro-technology i.e. electrical, electronic and related technologies, as well as 
normative and informative publications. Deliverables are based on international consensus 
built from the IEC national committee members.  

The ITU is focused on sustaining growth and development of telecommunications and 
information networks and providing universal access. It has put forward over 3000 
recommendations or standards related to key components of ICT.  

European Standardisation Bodies 

There are three recognised standardisation bodies in the EU. They include the European 
Committee for Standardisation (CEN), the European Committee for Electro-technical 
Standardisation (CENELEC), and the European Telecommunications Standards Institute 
(ETSI). 
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CEN focuses on developing new standards, harmonising national standards, promoting 
implementation of international standards, and supporting the work of the ISO, among 
other activities. It produces:  

 European Standards (ENs) 

 Technical Specifications which are prospective standards for provisional application 
in certain technical fields  

 Technical Reports for communication and the transfer of information 

 ΨCEN Workshop AgreementsΩ which are consensus-based documents created in a 
Workshop environment.  

CENELEC is focused on setting standards in the electro-technical sector and promoting 
those standards internationally. CENELEC produces: 

 European Standards 

 Harmonization Documents  

 Technical Specifications 

 Technical Reports  

 Guides  

 CWA ς CENELEC Workshop Agreements.  

ETSI produces standards for the telecommunications sector in association with CEN and 
CENELEC. It develops: 

 European Standards (telecommunications series) 

 EN Harmonized Standards  

 ETSI Technical Specifications  

 ETSI Standards  

 ETSI Guides  

 ETSI Technical Reports.   

The above three bodies are the only recognised European organisations for planning and 
adopting European standards according to Directive 98/34/EC. CEN and CENELEC work on 
building consensus and standards implementation based on national representation. ETSIs 
work relies on direct participation of individuals; its deliverables may or may not be 
implemented in the catalogues of national standards (EC, 2007).  

US Standardisation Bodies 

In the United States, industry leads the development of performance standards. In many 
ŎŀǎŜǎΣ άfirms voluntarily agree on the desirability of a given credential but have for the most 
part stopped short of mandatory requirementsέ ό/ƻƳǇ¢L!Σ нллпύΦ {ŜǾŜǊŀƭ ƻǊƎŀƴƛǎŀǘƛƻƴǎ 
have voluntarily developed and maintained rigorous certification programmes. For over 90 
years, the American National Standards Institute26 (ANSI) has coordinated the work of the 
private sector voluntary standardization system in the US. The US has hundreds of 
standards developing organisations (SDOs) that develop voluntary national consensus 

                                                           

26 American National  Standards Institute (ANSI) - http://www.ansi.org 



 

82 | P a g e 

standards, with 90% of standards being produced by the 20 largest SDOs. Further, 
hundreds of non-traditional SDOs, such as consortia exist. ANSI accredits procedures of 
SDOs, thereby facilitating development of American National Standards (ANS). ANSI 
ŀŎŎǊŜŘƛǘŀǘƛƻƴǎ ǊŜǉǳƛǊŜǎ ŀŘƘŜǊŜƴŎŜ ǘƻ ǘƘŜ ά!b{L 9ǎǎŜƴǘƛŀƭ wŜǉǳƛǊŜƳŜƴǘǎΥ 5ǳŜ tǊƻŎŜǎǎ 
ǊŜǉǳƛǊŜƳŜƴǘǎ ŦƻǊ !ƳŜǊƛŎŀƴ bŀǘƛƻƴŀƭ {ǘŀƴŘŀǊŘǎέΦ ¢ƘŜǎŜ ŀǇǇƭȅ Ǝƭƻōŀƭƭȅ ŀŎŎŜǇǘŜŘ 
standardization principles implemented by international standards bodies such as the ISO, 
IEC and ITU. ANSI also promotes adoption of US standards internationally (many are taken 
forward to the ISO and IEC), and promotes usage of international standards where they 
meet user requirements.  

LƴŘƛŀΩǎ {ǘŀƴŘŀǊŘƛǎŀǘƛƻƴ .ƻŘƛŜǎ 

The Bureau of Indian Standards (BIS) is the national standards body of India. It works 
towards development of harmonised standards and ensuring quality certification across 14 
sectors, including electronics and information technology and electro-technical. Separate 
division councils oversee the work in these sectors. BIS also cooperates in international 
standardisation activities of the ISO and IEC, participating in over 51 technical committees, 
and has established MOUs pertaining to standardisation and certification with a number of 
countries.  

WŀǇŀƴΩǎ {ǘŀƴŘŀǊŘƛǎŀǘƛƻƴ .ƻŘƛŜǎ 

In Japan, numerous industry associations are involved in developing ICT standards. 
Examples include Japans Electrical Manufacturers Association (JEMA), Japans Electronics 
and Information Technology Industries Association (JEITA) and the Communications and 
Information Network Association of Japan (CIAJ). Japanese Industrial Standards are 
generally aligned with international standards, such as the ISO and IEC. The Japanese 
Standards Association, linked to the Ministry of Economy, Trade and Investment (METI) 
ŀƛƳǎ ǘƻ άeducate the public regarding the standardization and unification of industrial 
standards, and thereby to contribute to the improvement of technology and the 
enhancement of production efficiencyέΦ Lǘ ǇǊƻŘǳŎŜǎ ŘǊŀŦǘ ǎǘŀƴŘŀǊŘǎ ƛƴ ƴǳƳŜǊƻǳǎ ŦƛŜƭŘǎ 
including ICT, publishes Japanese Industrial Standards, and actively participates in some ISO 
and IEC deliberations to support production of international standards.  

4.3.8.3 ICT Certification Standards  

Findings from the HARMONISE study found that quality standards and accreditation were 
among the most important issues to be considered in any European approach to 
certification. Accreditation, which is the remit of inspection bodies, assists the international 
acceptance of certifications by determining if a certification scheme conforms to specific 
standards. Quality management procedures pertaining to 1) examination and testing; 2) 
training provision; and 3) definition of requirements are addressed, and conformity of 
modules, certification and testing is determined.  

The value placed on certifications is dependent on the transparency of their quality 
assurance mechanisms. Applied quality standards help promote acceptance and 
recognition of certification bodies and schemes internationally. However the HARMONISE 
ǇǊƻƧŜŎǘ ŀƭǎƻ ƛŘŜƴǘƛŦƛŜŘ ǘƘŀǘ ǘƘŜǊŜ ƛǎ άƴƻ ŎƻƘŜǊŜƴǘΣ ǳƴƛǾŜǊǎŀƭ ŘŜŦƛƴƛǘƛƻƴ ƻŦ ǘƘŜ ǘŜǊƳǎ άǉǳŀƭƛǘȅέ 
ŀƴŘ άǉǳŀƭƛǘȅ ǎǘŀƴŘŀǊŘǎέέΦ 9ȄƛǎǘƛƴƎ ǉǳŀƭƛǘȅ ǎǘŀƴŘŀǊŘǎ ŀǊŜ numerous and differ in terms of 
their areas of activity or coverage, followed paradigm, subject areas covered such as 
process, method, content and so on. Initiatives to date have shown that the focus placed 
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on various aspects of certifications quality assurance differs. Quality assurance needs to be 
considered at the organisational, awarding body and training level (CEPIS, 2007). 

For organisations offering certification of persons, a sample of globally-recognised quality 
standards is outlined in Table 3. Note the below list is not exhaustive: numerous other 
national and international standards exist, including for example those by ASTM 
International, the Institute of Credentialing Excellence, and national standard bodies.  

Certification Quality Standards 

ISO/IEC 17024: 
2003 

L{h ά/ƻƴŦƻǊƳƛǘȅ ŀǎǎŜǎǎƳŜƴǘ ς General requirements for bodies operating 
ŎŜǊǘƛŦƛŎŀǘƛƻƴ ƻŦ ǇŜǊǎƻƴǎέΦ 

This international standard aims to be the globally accepted benchmark 
for bodies operating certification of individuals. It specifies requirements 
for certification bodies, personnel and certification schemes (including 
their development and maintenance). The standard addresses the 
following issues ςdefining competencies; knowledge, skills and personal 
attributes; examination independence and valid test of competence; and 
independence of certifying organisation from examination organisation.  

ISO/IEC TR 
19759:2005 

Software Engineering Guide to the Software Engineering Body of 
Knowledge (SWEBOK) 

This standard describes the body of knowledge generally accepted 
within the software engineering profession. Among other things, it 
describes its content and a history of standards work in this field.  

ISO/IEC 
24773:2008 

Certification of Software Engineering Professionals ς Comparison 
Framework.  

This standard supplements and refines ISO/IEC 17024. It aims to 
establish a framework for comparing software engineering certification 
schemes and facilitate certifications portability. The standard is based on 
SWEBOK; organisations must map to the ISO/IEC 19759 above to 
facilitate comparison. The standard identifies 10 certification scheme 
requirements ς title, tasks, level of accountability etc, competencies, 
minimum qualifications or experience; evaluation of competencies; 
delegations; code of ethics; maintenance of certification; as well as 13 
items that may be included in the professional code. It is adopted by for 
example the British Standards Institute. 

ISO/IEC 17799: 
2005 

Information Technology Security techniques -- Code of practice for 
information security management 

This provides guidelines for information security management. It 
outlines best practices and controls across 11 areas of information 
security management; and serves as a common basis for developing 
security standards and practices.  
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Certification Quality Standards 

European 
Cooperation 
for 
Accreditation 

This body offers guidelines in relation to certification of products, 
management systems and personnel. For example:  

Certification Bodies (Management Systems) - EA Guidelines for the 
Accreditation of bodies operating certification/registration of 
Information Security Management Systems 

Certification (Personnel) - EA Guidelines on the Application of EN 45013 
ς General Criteria for certification bodies operating certification of 
personnel. (Note EN 45013 was superseded by ISO/IEC 17024 above). 

IP3P Standard IP3 ς International Professional Practice Partnership 

IP3 is a project of the International Federation for Information 
Processing (IFIP). It accredits schemes for certifying professional status 
of member societies; societies accredited by IP3 accept certifications 
from other accredited societies. As of September 2010, both the ACS 
and CIPS had been accredited. Thus, IP3 accreditation promotes 
international ICT certification acceptance and portability of professional 
membership. The first IP3 certification is the International IT 
Professional (IITP) designation and will be offered to more than 30 
million people.  

The IP3P standard is the accreditation standard used to assess an 
ƻǊƎŀƴƛǎŀǘƛƻƴΩǎ ǇǊƻŦŜǎǎƛƻƴŀƭ ǎǘŀƴŘŀǊŘΦ Lǘ ƻǳǘƭƛƴŜs ICT certification 
programme requirements and defines the minimum standards for 
certifying professionals. The Skills Framework for the Information Age 
(SFIA) is used in determining minimum standards of professional 
competence. The standard is dependent on maintaining competence via 
continuing professional development and is supported by a disciplinary 
code.  

Table 3: Certification Quality Standards 

4.3.9 Qualification Framework Initiatives  

The ability to map academic or industry based qualifications to a specific qualifications 
framework would promote qualification mobility, coherence and transparency from an 
organisational and ICT practitioner perspective, and would define a way to relate different 
education and training sub-systems. Initiatives regarding such frameworks are described in 
the following sections.  

4.3.9.1 A Framework for Qualifications of the European Higher Education Area  

The Berlin conference of the higher education ministers (2003) proposed the development 
ƻŦ ŀƴ άoverarching framework of qualifications for the European Higher Education Area 
ό9I9!ύέΦ In response to this, this report was commissioned by the ΨBologna Follow Up 
GroupΩ (BFUG) on Qualification Frameworks in 2005 with a view to: 

 Identifying reference points for National Qualification Frameworks (NQFs) to help 
Member States develop their frameworks. Reference points included workload, 
learning outcomes, levels, competences and profiles; 

 Developing an overarching framework/meta framework of qualifications for the 
EHEA; 
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 Developing, at both national and EU level, principles for the frameworks of 
qualifications and criteria for ensuring compatibility with the framework for the 
EHEA. 

The proposed framework for the EHEA consists of three principal divisions/stages: 

 First cycle (higher education) qualifications 

 Second cycle (higher education) qualifications 

 Third cycle (higher education) qualifications. 

Provision for a short cycle linked to the first cycle is also included. The framework uses the 
Dublin descriptors as reference points to describe its cycles and help in the alignment of 
qualifications. The Dublin Descriptors provide generic statements of expectations in terms 
of abilities and achievements linked to qualifications associated with the various cycles (in 
terms of knowledge and understanding; applying knowledge and understanding; making 
judgements; communication skills; learning skills). The framework proposes the following 
guidelines for ECTS associated with each cycle completion.  

 Short cycle - approximately 120 ECTS credits; 

 First cycle qualifications - 180-240 ECTS credits; 

 Second cycle qualifications - 90-120 ECTS credits; 

 Third cycle qualifications may not have associated credits. 

The challenge in creating the Framework for Qualifications of the EHEA was to ensure a 
structure that enabled a linkage between NQFs and which could cope with NQF variations. 
This was necessary to more precisely define the relationships between different European 
higher education qualifications.  Such a framework would promote transparency across 
higher education systems, support mobility through recognition of various Member State 
qualifications, provide a basis for quality assurance, and would serve as a boundary and 
outline for developing NQFs. 2010 was the recommended date for completion of self-
certification by signatories.  

4.3.9.2 The European Qualifications Framework for Lifelong Learning (EQF)  

The European Qualifications Framework (EQF) is a European reference framework, in force 
ǎƛƴŎŜ нллуΣ ƭƛƴƪƛƴƎ ŎƻǳƴǘǊƛŜǎΩ ƴŀǘƛƻƴŀƭ ǉǳŀƭƛŦƛŎŀǘƛƻƴǎ ǎȅǎǘŜƳǎ together and acting as a 
translation mechanism to make qualifications more understandable across national 
ōƻǳƴŘŀǊƛŜǎ ƛƴ 9ǳǊƻǇŜΦ Lǘ ǇǊƻƳƻǘŜǎ ƭƛŦŜƭƻƴƎ ƭŜŀǊƴƛƴƎ ŀƴŘ ƛƴŘƛǾƛŘǳŀƭǎΩ Ƴƻōƛƭƛǘȅ ōŜǘǿŜŜƴ 
countries. The framework is voluntary; however, 2010 was the recommended date for 
countries to relate their national qualifications systems to the EQF, and 2012 for countries 
to ensure that all new qualification certificates, diplomas and Europass documents are 
referenced to the relevant EQF level. The EQF will therefore complement Europass, 
Erasmus, and ECTS mobility instruments. 

The EQF has 8 reference levels described in terms of learning outcomes, and covers 3 
categories ς knowledge, skill and competence. The EQF covers all qualifications from basic 
(school level) to advanced (doctoral level) attained in general, vocational, academic and 
continuing education and training. Through a focus on learning outcomes, the EQF will 
support validation of formal and non-formal learning. The EQF should also facilitate 
international organisations in relating their qualifications systems to a common European 
reference point and thereby highlight the relationships between such systems. 
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The EQF is compatible with the framework for Qualifications of the EHEA developed under 
the Bologna process. Both the EQF and Bologna process overlap in terms of timing and 
objectives despite being based on separate political initiatives. Descriptors for its short, 
first, second and third cycles correspond to the learning outcomes of EQF levels 5, 6, 7, and 
8 respectively. Similarly criteria for referencing NQFs to the EQF and for self-certification 
with the EF-EHEA are also compatible.   

4.3.9.3 The Development of National Qualifications Frameworks in Europe  

This report by Cedefop reflects the situation regarding development of NQFs as at August 
2010 in 27 countries of the European Union, in 2 EU candidate countries (Croatia and 
Turkey) and in Norway and Iceland. It highlights for each country: 

 Rationale and main policy objectives 

 Involvement of stakeholders 

 Levels and level descriptors 

 Use of learning outcomes 

 Referencing to the EQF 

 Lessons learned and the way forward 

 Main sources of information. 

NQFs are regarded as important instruments to influence national polices and bring about 
reforms in education, training, qualification systems and employment. All 31 states are 
working to develop NQFs that can be related to the EQF, albeit many are in earlier stages of 
development. Many countries are now moving from stages of framework conceptualisation 
and design to the stakeholder consultation and testing phases for their frameworks. Formal 
adoption of frameworks has been achieved in Belgium Flanders, Lithuania, Malta, Estonia 
and Portugal. Countries with established frameworks, such as Ireland, UK and France are 
carrying out/have carried out framework reviews. 

NQF framework developments are political processes subject to conflicting viewpoints but 
they can also facilitate discussion on how barriers to education, training and learning can 
be overcome and how practices can be improved. NQF success depends very much on the 
ability to involve and stimulate interest of key stakeholders and openly address issues of 
conflict on for example the relationship between vocational education and training and 
higher education. Such stakeholder involvement is critical in ensuring that the NQFs 
ŘŜǾŜƭƻǇŜŘ ǘƛŜ ŎƭƻǎŜƭȅ ǿƛǘƘ ŜȄƛǎǘƛƴƎ ǎȅǎǘŜƳǎ ŀƴŘ ǇǊŀŎǘƛŎŜǎΣ ƻǘƘŜǊǿƛǎŜ ǘƘŜƛǊ ƭŜǾŜƭ ƻŦ άōǳȅ ƛƴέ 
will be limited.  

Note that countries are not required by the EQF recommendations to develop NQFs. They 
can relate their qualifications to the EQF without a formal national framework, as long as 
they are learning outcome based. However, countries concerned by the EQF have already 
committed to developing NQFs compatible with the QF-EHEA and therefore will have NQFs 
at least for the Higher Education part of their systems.  

4.3.9.4 ICT Lane 

The ICT Lane initiative was a Leonardo da Vinci co-funded project, and was responsible for 
developing and testing sector specific implementations of the EQF, using pilot software, the 
L/¢ [ŀƴŜ ¢ƻƻƭΦ YƻȊƳŀ Ŝǘ ŀƭ όнллуύ ŘŜǎŎǊƛōŜ ǘƘŜ ǇǊƻƧŜŎǘ ƻōƧŜŎǘƛǾŜǎ ŀǎ ŦƻƭƭƻǿǎΥ άto decide the 
specialties of the ICT area, to develop a transparent model of the ICT trainings that is 
comparable on an international level, to implement descriptors in the experimental 
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ǎƻŦǘǿŀǊŜΣ ŀƴŘ Ŧƛƴŀƭƭȅ ǘƻ ǘŜǎǘ ŀƴŘ ǾŀƭƛŘŀǘŜ ǘƘŜ ŘŜǎŎǊƛǇǘƻǊǎ ǿƛǘƘ ƛǘέΦ The project is linked to 
other initiatives such as the EQF and e-CF.  

Commonly defined standard descriptors would enable ICT qualifications to be more 
transparent and understandable EU wide. The standard descriptors identified for the 
European ICT Qualifications Framework include for example title, name of qualification 
supplier, kind of qualification supplier, name and kind of accreditation body, reached 
title/certificate, country, city, duration intensity and schedule, entry requirements, learning 
outcomes, ICT area, reached competencies, reached level, teaching language, price details, 
learning approach, accreditation prior to learning, number of students per group etc. Such 
descriptors aim to increase transparency in ICT offerings and proposed to add value from a 
variety of perspectives: for employees it would facilitate vocational self-evaluation and 
identification of training required for specific jobs; for companies it would enable 
recruitment of trained employees for specific roles; and for vocational institutes it would 
offer training aligned with European training trends.  

4.4 Ethics/Codes of Conduct  

4.4.1 Introduction  

5ƻŎǳƳŜƴǘǎ ǎǇŜŎƛŦȅƛƴƎ ǇǊƛƴŎƛǇƭŜǎ ƻŦ ƛƴŘƛǾƛŘǳŀƭǎΩ ōŜƘŀǾƛƻǳǊ ƎŜƴerally fall into two categories: 
Codes of Ethics and Codes of Conduct/Professional Practice. Berleur et al (2004) 
differentiate between these terms as follows: 

 Codes of Ethics provide high level statements or guidelines on issues such as 
honesty and integrƛǘȅ ǿƘƛŎƘ ƎƻǾŜǊƴ ŀƴ ƛƴŘƛǾƛŘǳŀƭΩǎ ŜǘƘƛŎŀƭ ŎƻƴŘǳŎǘΦ ¢ƘŜǎŜ 
documents tend to be relatively static in nature.  

 /ƻŘŜǎ ƻŦ tǊŀŎǘƛŎŜ ǇǊƻǾƛŘŜ ǎǇŜŎƛŦƛŎ ŀƴŘ ŘŜǘŀƛƭŜŘ ǎǘŀǘŜƳŜƴǘǎ ǇŜǊǘŀƛƴƛƴƎ ǘƻ άgood 
practiceέ ƻǊ Ƙƻǿ ŀƴ ƛƴŘƛǾƛŘǳŀƭ ŜȄŜŎǳǘŜǎ ƘƛǎκƘŜǊ ǘŜŎƘƴƛŎŀƭ ǿƻǊƪ ƛƴ ǘƘŜ operational 
environment. Such codes relate to specific domains such as security, software 
engineering etc. and due to rapidly evolving technological environments are subject 
to more frequent change than Codes of Ethics/Conduct.  

²ƘƛƭŜ ǘƘŜ ǘŜǊƳǎ ά/ƻŘŜ ƻŦ 9ǘƘƛŎǎέ ŀƴŘ ά/ƻŘŜ ƻŦ /ƻƴŘǳŎǘέ ŀǊŜ ƻŦǘŜƴ ǳǎŜŘ ƛƴǘŜǊŎƘŀƴƎŜŀōƭȅ ƛƴ 
existing computer society codes, IFIP and CEPIS differentiate between them in the 
following ways. Codes of Ethics are general statements which outline the computer 
ǎƻŎƛŜǘȅΩǎ Ǿƛǎƛƻƴ ŀƴŘ ƻōƧŜŎǘƛǾŜs in terms of its public mission, and guidelines that are 
informative for the profession as a whole. Conversely, Codes of Conduct are focused on the 
profession or professional practice and may contain enforcement rules and sanctioning 
processes. These Codes of Conduct usually originate at the national level and effectively 
control professional practice within a national context, limiting their transferability and 
adaptability. 

The Institute of Engineering and Technology (IET) states that a defining aspect of any 
profession involves recognising and adhering to a shared Code of Ethics/Conduct. Such 
codes serve a variety of purposes including for example: 

 Self-regulation  

 Definition of professional value and standard setting 

 Increased public awareness of professional behaviour  
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 Indication of responsibility and accountability for work performed  

 Support for the legal process  

 Evaluation mechanism for the public and a basis of comparison with other 
professions 

 Enhanced reputation of the ICT profession (Berleur et al, 2004; Udas et al, 1996).   

However, approaches to ethics vary across countries. National tradition and degree of 
professionalisation determine the ethical environments that exist globally. Cultural 
differences are an important dimension. As stated by GǊƻŘȊƛƴǎƪȅ όнлллύΣ άasking a group of 
multi-cultural professionals to abide by a set of standards that might contradict their 
cultural ethics creates a dichotomy in the personal and professional selfέΦ CƻǊ ŜȄŀƳǇƭŜΣ 
Whitcomb et al (1998) identified differences between American and Chinese values and 
their rationales behind ethical decisions. In Japan, Codes of Conduct are not well known 
among ICT professionals; many Japanese individuals maintain that ICT does not impact on 
ethical issues, and is just a technological concern (Nagao and Murata, 2007). Ethical 
behaviour in Japan is considered in terms of the relationship between the person and 
his/her community and the extent to which he/she acts in ways acceptable to this 
community (Nishigaki, 2006). More recentƭȅ ƘƻǿŜǾŜǊΣ 5ŀǾƛǎƻƴ Ŝǘ ŀƭΩǎ όнллфύ ǎǘǳŘȅ ǊŜǇƻǊǘŜŘ 
a willingness among Japanese and Chinese ICT professionals to follow established rules and 
laws, suggesting that approaches in East Asia may be changing. In general, the content of 
the codes, their enforcement and sanctions, and their legal application vary. Hence, any 
analysis for this report needs to be general enough to encompass the various ethics codes, 
guidelines and laws in force.  

The development of Codes of Ethics/Conduct and their maturity define the scope of their 
applicability and enforcement. They also establish the boundaries of interaction between 
the professional and other stakeholders. Ethics determine the relationship between the 
professional and customers, colleagues and society at large. Legislation had to be devised 
and implemented from a public policy point of view, with clear examples being the 
protection of personal data and information as well as security. Industry and large 
companies have established self-regulatory ethical frameworks, or already apply Codes of 
Ethics/Conduct. National Informatics or Information Processing Societies have a Code of 
Ethics/Conduct, effectively regulating the ICT Profession in its activities, in its relationship 
to external and internal stakeholders, with established, or less so, reviewing processes.   

Despite the development of Codes of Ethics/Conduct by the major professional societies, 
there has been some criticism for failing to establish sanctions, enforce them, or test their 
applicability in the real world (Martin and Martin, ?). In professions such as medicine and 
law, breaches to Codes of Ethics/Conduct result in inability to practice ones profession. This 
does not apply in ICT, where there is no legal qualification of professionals. While 
professional ICT society members can be held accountable through the bodies disciplinary 
procedures, they can still practice their profession outside of the member society. Further, 
many individuals working in the ICT domain do not belong to a specific organisation, and 
questions also exist regarding how individuals who belong to more than one organisation 
should behave in certain situations (Oz, 1993). Previous surveys by Prior et al (2002) 
indicated a high level of ethical awareness among ICT professionals, however research 
carried out by IFIP (2004) and academic studies by Grodzinsky (2000) found that in some 
ŎŀǎŜǎ /ƻŘŜǎ ƻŦ 9ǘƘƛŎǎκ/ƻƴŘǳŎǘ ƻƴƭȅ ǇŀƛŘ άlip serviceέ ǘƻ ǎŜƭŦ-regulation. As stated by Lee 
ŀƴŘ .ŜǊƭŜǳǊ όмффпύ άcodes, like laws, tend to keep the honest persons honest and have little 
impact on those who chose to ignore their precepts or who have never been exposed to 
ǘƘŜƛǊ ǘŜƴŜǘǎΦέ  
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The ambiguities as outlined in the above paragraph call for clearer ethical guidelines from 
ŀƴ L/¢ ǇǊŀŎǘƛǘƛƻƴŜǊΩǎ ǇŜǊǎǇŜŎǘƛǾŜΦ .ecause adhering to appropriate ethical standards is a 
defining aspect of any profession, our research needs to consider accountability and ethical 
conduct within the ICT profession. This is apparent when one examines for example the 
άƘŀŎƪŜǊ ŜǘƘƛŎǎέ ǇǊƛƴŎƛǇles as applied by the Chaos Computer Club (CCC). The CCC is a 
community of individuals, who advocate freedom of information and communication and 
strictly oppose censorship. It is the largest hacker group in Europe, involved in technical 
research, developing publications, and providing policy advice on anonymising services etc. 
The group is largely based in Germany, but also extends its reach to Austria, Switzerland 
ŀƴŘ ǘƘŜ bŜǘƘŜǊƭŀƴŘǎΦ ¢ƘŜ ƎǊƻǳǇǎ άIŀŎƪŜǊ 9ǘƘƛŎǎέ ǇǊƻƳƻǘŜǎ ŀƳƻƴƎ ƻǘƘŜǊǎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ 
principles: unlimited access to computers; freedom of all information; decentralization and 
a mistrust of authority; making public information available while protecting private data of 
ǘƘŜ ƛƴŘƛǾƛŘǳŀƭΤ ŀƴŘ ǳǎƛƴƎ ŀ ŎƻƳǇǳǘŜǊ ǘƻ ŎǊŜŀǘŜ άŀǊǘ ŀƴŘ ōŜŀǳǘȅέΣ ǘƘŜǊŜōȅ ŎƘŀƴƎƛƴƎ ƻƴŜΩǎ ƭƛŦŜ 
for the better. The potential for individuals involved in hacking activities to exploit sensitive 
data is just one example of why accountability to an ethical code is a fundamental 
requirement of an ICT profession.  

This section provides an overview of previous research initiatives pertaining to Codes of 
Ethics/Conduct.  It details the importance of an ethics component within the framework for 
ICT professionalism and provides an overview of its content.  

4.4.2 Ethics Initiatives in Europe  

4.4.2.1 CEPIS Taskforce on Professionalism  

Since 2007, the Council of European Professional Informatics Societies (CEPIS) has been 
working towards building the foundations for a coherent approach to the topic of ICT 
ǇǊƻŦŜǎǎƛƻƴŀƭƛǎƳΦ /9tL{Ωǎ ¢ŀǎƪŦƻǊŎŜ ƻƴ tǊƻŦŜǎǎƛƻƴŀƭƛǎƳ Ƙŀs proposed a common definition 
ƻŦ ǇǊƻŦŜǎǎƛƻƴŀƭƛǎƳ ŀǎ ƛǘ ǊŜƭŀǘŜǎ ǘƻ L/¢Φ !ŎŎƻǊŘƛƴƎ ǘƻ /9tL{Σ ŀƴ L/¢ ǇǊƻŦŜǎǎƛƻƴŀƭΩǎ ǿƻǊƪ 
embodies several characteristics of professionalism including Knowledge, Quality, Ethics, 
Accountability, Experience, and Earns Living (CEPIS, 2009). As outlined previously, this 
project will look to build upon the existing work of CEPIS in this domain and produce a 
revision of this, drawing upon the expertise and wide validation of the existing definition.  

According to the Taskforce on Professionalism, Ethics outline the boundaries of 
relationships with customers, colleagues and society. Hence, ethical guidelines and 
principles are applicable at different levels. There is an internal dimension focused on 
ethical conduct within the organisation and amongst colleagues or other professionals 
involved in ICT. There is also an external dimension concerned with the impact of the 
ƻǊƎŀƴƛǎŀǘƛƻƴΩǎ ǿƻǊƪ ƻƴ ǎƻŎƛŜǘȅ ŀǘ ƭŀǊƎŜ ŀƴŘ ǿƛǘƘƛƴ ǘƘŜ ƻǊƎŀƴƛǎŀǘƛƻƴΩǎ ǎŜŎǘƻǊ ƻǊ ƛƴŘǳǎǘǊȅΦ  

¢ƘŜ L/¢ ǇǊƻŦŜǎǎƛƻƴŀƭǎΩ ŎƻƳƳƛtment to Ethics can be demonstrated by assessing their 
professional practice against an agreed Code of Ethics/Conduct. Related to the notion of 
integrity, an ICT professional would strive to provide high-quality results through optimal 
use of available resources. Although Quality can be described in many ways, the pursuit of 
high quality in product delivery is commonly accepted as a characteristic of 
professionalism. Producing quality products depends on the knowledge and competencies 
of the professional and on his or her continuous professional development (CPD). 
Declaration to attain high quality in product deliverables and professional relationships is 
common to the majority of Codes of Ethics. The Professionalism Taskforce defines 
!ŎŎƻǳƴǘŀōƛƭƛǘȅ ŀǎ άthe professional taking personal responsibility for the quality and 
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effectiveness of his or her work, taking care to produce quality output, and taking action to 
redress deficit and defectΦέ Lǘ ƛǎ ǿƻǊǘƘ ŀǊƎǳƛƴƎ ŦƻǊ ǘƘŜ ƛƴŎƻǊǇƻǊŀǘƛƻƴ ƻŦ ŀŎŎƻǳƴǘŀōƛƭƛǘȅ ǿƛǘƘƛƴ 
the Ethics characteristic, since many components of accountability are found in Codes of 
Ethics.  

Finally, CEPIS activities noted that Ethics are measured in their contravention, i.e. failure to 
comply leading to some form of censure. It is important to note at this stage that 
infringement, complaint, and redress procedures exist but differ largely between national 
contexts. 

4.4.3 Ethics Initiatives Worldwide  

4.4.3.1 The Toronto Resolution 

The Toronto Resolution (1991) developed a methodology for evaluating ethical codes in 
science and scholarship. It presented a common preamble and a list of 12 key elements 
that should be contained in all such codes. A consortium of 23 international scientists 
ǎƛƎƴŜŘ ǘƘŜ ǊŜǎƻƭǳǘƛƻƴΦ ¢ƘŜ ƛƴƛǘƛŀǘƛǾŜ ǿŀǎ ǊŜƎŀǊŘŜŘ ŀǎ ŀ ǎǘŜǇ ǘƻǿŀǊŘǎ ŀƎǊŜŜƛƴƎ άa common 
moral frameworkέ ŦƻǊ ǿƻǊƪ ŀŎǘƛǾƛǘƛŜǎΦ ²ƘƛƭŜ ǾŀǊƛƻǳǎ ŘƛǎŎƛǇƭƛƴŜǎ ŘŜǾŜƭƻǇ ǘƘŜƛǊ ƻǿƴ ŜǘƘƛŎŀƭ 
codes, the effectiveness of these and existing codes should be considered in light of the 
¢ƻǊƻƴǘƻ wŜǎƻƭǳǘƛƻƴΩǎ ƎǳƛŘŜƭƛƴŜǎκŜƭŜƳŜƴǘǎΦ !ƭǘƘƻǳƎƘ ǘƘƛǎ ƛƴƛǘƛŀǘƛǾŜ ǿas not specifically 
targeted to the ICT profession, it is a useful basis for comparing and evaluating ICT 
professional society codes.  

4.4.3.2 Ten Commandments of Computer Ethics 

The Computer Ethics Institute (CEI) founded in 1985 is focused on identifying, assessing, 
responding to and raising awareness of ethical issues related to the development and use 
of ICT. CEI is a research, education and public policy organisation located in Washington DC, 
and is made up of professionals from multi-disciplined, multi-cultural, cross-generational 
and international backgrounds. Among other publications, this organisation developed Ten 
Commandments of computer ethics to encourage appropriate computer use. These 
commandments, representing general moral principles by which individuals should abide, 
have been translated into 17 languages. 

4.4.3.3 International  Federation for Information Processing (IFIP)  

An IFIP General Assembly task group was established in 1992 to assess the feasibility of 
developing an IFIP worldwide ethical code. InterŜǎǘ ƛƴ ŘŜǾŜƭƻǇƛƴƎ ŀ ǳƴƛǾŜǊǎŀƭ άHippocratic 
Oath for the computer professionalέ ƛǎ ŀƭǎƻ ŜǾƛŘŜƴǘ ƛƴ ŀŎŀŘŜƳƛŎ ǎǘǳŘƛŜǎ ƻŦ ǘƘŜ ŜŀǊƭȅ мффлΩǎ 
(see for example Oz (1992) and Oz (1993)). Conclusions from the IFIP work suggested that a 
universal Code of Ethics for ICT practitioners/professionals was not possible to mandate 
given the diversity of IFIPs members with respect to: 

 Cultural, traditional, legal, social, and political differences across countries,  

 Differences in ethics status across member societies, and  

 Misunderstandings of the meaning of ethics and professional conduct.  

A further deterrent was the difficulty in establishing procedures for enforcement. For 
example, comments from panellists at the IFIP World Computer Congress in 1992 on the 
proposal of a worldwide code included "we are doubtful about any pronouncement on 
ŜǘƘƛŎǎ ǿƘƛŎƘ ƭŀŎƪǎ ŀƴȅ ƻōǾƛƻǳǎ ǇƻƭƛŎȅ ƳŜŎƘŀƴƛǎƳ ƻǘƘŜǊ ǘƘŀƴ ƛƴǘŜǊƴŀǘƛƻƴŀƭ ƻǇƛƴƛƻƴέ  
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In 1994, the IFIP task group was transformed into a Special Interest Group (SIG9.2.2), which 
was focused oƴ άEthics of ComputingέΦ ¢Ƙƛǎ ƎǊƻǳǇ ǇǊƻŘǳŎŜŘ ŀ ƴǳƳōŜǊ ƻŦ ǇǳōƭƛŎŀǘƛƻƴǎ ǿƛǘƘ 
a view towards stimulating discussion and reflection on approaches to ethics.  

4.4.3.4 )&)0ȭÓ !ÎÁÌÙÓÉÓ ÏÆ -ÅÍÂÅÒ 3ÏÃÉÅÔÉÅÓȭ #ÏÄÅÓ ÏÆ %ÔÈÉÃÓ  

LCLtΩǎ άEthics of Computingέ ōƻƻƪΣ ǇǳōƭƛǎƘŜŘ ƛƴ 1996, produced an analysis of 
approximately 30 Codes of Ethics/Conduct of IFIP member societies across 12 countries. In 
ǘƘƛǎ ŀƴŘ ŀ ǊŜƭŀǘŜŘ ŘƻŎǳƳŜƴǘ ŘǊŀŦǘŜŘ ƛƴ мффрΣ LCLtΩǎ 9ǘƘƛŎǎ ¢ŀǎƪ DǊƻǳǇ Ǉǳǘ ǎǇŜŎƛŦƛŎ 
recommendations on the content of such Codes forward. Three of the recommendations 
are to include the content of existing Codes of Ethics/Conduct of member societies, 
computer specific ethical issues that were lacking in the majority of codes, and suggestions 
made by the Council of Europe. These are summarised in Table 4: 

Areas for Inclusion Scope 

Content of IFIP 
societies existing 
codes 

5 main topics addressed in almost all 30 codes examined include: 

 wŜǎǇŜŎǘ ŦƻǊ ǇŜƻǇƭŜκǘƘƛƴƎǎ ŜΦƎΦ ŦƻǊ ƛƴŘƛǾƛŘǳŀƭǎΩ ŀƴŘ ǇǳōƭƛŎ 
interests/rights, the profession, public welfare and quality of life, 
the computer society, the environment, and public differences  

 Personal/institutional qualities e.g. conscientiousness, honesty, 
positive attitude, competence & professional development, 
efficiency, integrity, acceptance of responsibility, respect for 
contracts  

 Promotion of information privacy and data integrity e.g. 
confidentiality, respect for property rights 

 Production and flow of information e.g. flow to involved parties, 
to the public, comprehensive information, production of tests, 
evaluations, specifications 

 Attitude towards regulations e.g. respect for the code, respect 
for the law, respect for professional standards, sanctions against 
breach (addressed in less than half of the codes) 

Computer specific 
ethical issues 

 Repositories and processors of information e.g. their 
unauthorised use raises questions of fairness and 
appropriateness 

 Producers of new forms and types of assets e.g. computer 
programmes may not follow the same concepts of ownership as 
other assets 

 Instruments of acts e.g. the degree to which computer services 
and users are responsible for computer output integrity and 
appropriateness 

 Symbols of intimidations and deception e.g. in terms of 
regarding computers as thinking machines, absolute truth 
producers and substitutes for humans 

 Other issues e.g. computer crime and security, computer theft, 
intellectual property rights, hacking, viruses, IS reliability, data 
storage and privacy  

Suggestions made 
by the Council of 
Europe 

 Social responsibility with respect to the employer and society 
itself  
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Areas for Inclusion Scope 

 Personal competence and behaviour, training, and legislative 
information for practitioners 

 Specific problems related to copyright, programme ownership, 
etc.  

 Confidentiality and secrecy, protection of privacy etc.  

 Security regarding protection against fraud, abuse, and data 
security 

Table 4: Recommendations on the content of Codes of Ethics/Conduct 

4.4.3.5 )&)0ȭÓ Ethics and the Governance of the Internet (1999)  

LCLtǎ άEthics and the Governance of the Internetέ Ƴonograph sought to promote discussion 
on ethical issues surrounding Internet Governance. Berleur et al (1999) outlined areas for 
discussion including: 

 Protection of the individual e.g. questions regarding risk, security, reliability, 
vulnerability, liability, privacy, identification, authentication, confidentiality, 
encryption, intellectual property rights, copyrights, computer crime / misuse, etc. 

 Collective organisation of society e.g. infrastructure ownership, technological 
awareness and education, impact on work and organisations, role of governments, 
political aspects, public policies, telecommunication policies, self-regulation etc. 

 More ethically oriented issues e.g. Ŝǉǳƛǘȅ ƛƴ ǘƘŜ ǊƛƎƘǘ ƻŦ ŀŎŎŜǎǎΣ ǊŜǎǇŜŎǘ ŦƻǊ ƛƴŘƛǾƛŘǳŀƭΩǎ 
dignity, rights and interests, justice and social exclusion, quality of life, right to 
information, personal qualities, respect for cultural differences, etc. 

4.4.3.6 )&)0ȭÓ Criteria  and procedures for developing Code of Ethics/Conduct 
(2004)  

Lƴ нллпΣ LCLtΩǎ {ǇŜŎƛŀƭ LƴǘŜǊŜǎǘ DǊƻǳǇ ό{LDфΦнΦнύ put forward criteria and procedures for 
ŘŜǾŜƭƻǇƛƴƎ /ƻŘŜǎ ƻŦ 9ǘƘƛŎǎκ/ƻƴŘǳŎǘΦ ¢ƘŜǎŜ ǊŜŦƭŜŎǘ ŦǊƻƳ LCLtΩǎ ǾƛŜǿǇƻƛƴǘ ǘƘŜ ƳƛƴƛƳǳƳ 
requirements in terms of content, process and evaluation for developing Codes. The work 
provides a framework of principles for organisations who wish to develop Codes of 
Ethics/Conduct and acts as a checklist for existing codes. Such an approach offers the 
flexibility to take into consideration organisational and cultural issues. Areas for 
consideration in developing ethical codes include: 

 Existing Codes content (Table 4)  

 Issues of a more ethical nature (Section 4.4.3.5) 

 Issues related to the Internet as identified by Internet Service Providers (ISPs) 

 Issues identified for the World IT Forum 2003.  

Although this list of ethical issues ƛǎ ǎǳƎƎŜǎǘŜŘ ŀǎ ŀ άǎƴŀǇǎƘƻǘέ ŀǘ ŀ ǇŀǊǘƛŎǳƭŀǊ Ǉƻƛƴǘ ƛƴ ǘƛƳŜΣ 
it nonetheless provides guidance for organisations in terms of consensus topics gathered 
from analysing existing codes and other forums of discussion. Development of Codes of 
Ethics/Conduct should be done within the member societies through a democratic process 
ƛƴǾƻƭǾƛƴƎ ŎƻƴǎǳƭǘŀǘƛƻƴΣ ŦŜŜŘōŀŎƪ ŀƴŘ άspaces for discussionέΦ ¢Ƙƛǎ ƛǎ ƴŜŎŜǎǎŀǊȅ ǘƻ ŜƴŎƻǳǊŀƎŜ 
acceptance and adherence by members. In other words, it is necessary for individuals to 
commit to the values of any Code developed (Grodzinsky, 2000; Nagao and Murata, 2007). 
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4.4.3.7 )&)0ȭÓ Ethics of Computing Committees: Suggestions for Functions, Form 
and Structure (2008) 

¢Ƙƛǎ ǎǘǳŘȅ ǇǊŜǇŀǊŜŘ ōȅ LCLtΩǎ {ǇŜŎƛŀƭ LƴǘŜǊŜǎǘ DǊƻǳǇ ό{LDфΦнΦнύ ŘƛǎŎǳǎǎŜŘ ǘƘŜ ǎŜǘǘƛƴƎ up and 
running of national and/or professional ethics computing committees, in other words 
ethics committees sponsored by national or government associations or professional 
organisations within a country. The study provided experiences from committees including 
ǘƘŜ !ǎǎƻŎƛŀǘƛƻƴ ƻŦ /ƻƳǇǳǘƛƴƎ aŀŎƘƛƴŜǊȅΩǎ ό!/aύ /ƻƳƳƛǘǘŜŜ ƻƴ tǊƻŦŜǎǎƛƻƴŀƭ 9ǘƘƛŎǎ ό/ht9ύΣ 
ǘƘŜ !ǳǎǘǊŀƭƛŀƴ /ƻƳǇǳǘŜǊ {ƻŎƛŜǘȅΩǎ ό!/{ύ ƴŀǘƛƻƴŀƭ /ƻƳƳƛǘǘŜŜ ƻƴ /ƻƳǇǳǘŜǊ 9ǘƘƛŎǎ ό//9ύΣ ǘƘŜ 
ethics committee of the British Computer Society (BCS), and the Finnish Information 
Processing Association (FIPA) ethics work group.  However, the research identified that 
such ethics committees had not been established in the majority of IFIP professional 
societies or their equivalent. The report argues that such committees within the various 
computing associations would facilitate the development, update and evaluation of Codes, 
and would provide forums for raising and discussing issues, and raising ethical awareness.   

4.4.4 Sample Professional Bodies Codes of Ethics Examined  

4.4.4.1 Association of Computing Machinery  

!/aΩǎ /ƻŘŜ ƻŦ 9ǘƘƛŎǎ ŀƴŘ tǊƻŦŜǎǎƛƻƴŀƭ /ƻƴŘǳŎǘΣ ŀŘƻǇǘŜŘ ƛƴ мффнΣ ŘƛǎŎǳǎǎŜǎ ǊŜǎǇƻƴǎƛōƛƭƛǘƛŜǎ 
in 4 areas: 

 General moral imperatives including for example contribution to society/human 
wellbeing through protecting human rights and respecting cultural diversity; 
avoiding harm caused by intentional destruction of computer files; avoiding 
discrimination; being honest and trustworthy; honouring property rights; respecting 
privacy in terms of data privacy and accuracy, unauthorized access, accidental 
disclosure; and honouring confidentiality.  

 More specific professional responsibilities in terms of achieving the highest quality 
professional work; acquiring and maintaining competence; respecting laws; 
accepting and providing reviews/evaluations of own work/work of others; 
honouring contracts and accepting accountability.  

 Organisational leadership responsibilities including articulating social responsibilities 
of members; managing personnel and resources; supporting authorized use of the 
ƻǊƎŀƴƛǎŀǘƛƻƴΩǎ ŎƻƳǇǳǘƛƴƎ ǊŜǎƻǳǊŎŜǎΤ ŜƴǎǳǊƛƴƎ ǳǎŜǊ ƴŜŜŘǎ ŀǊŜ ŀǊǘƛŎǳƭŀǘŜŘ ŀƴŘ ƳŜǘΤ 
supporting policies that protect individual dignity; and creating learning 
opportunities for organisational members. 

 Compliance with the code in terms of upholding its principles and treating violations 
as inconsistent with ACM membership.  

The above four high level responsibilities are intended to remain constant; their associated 
lower level clauses are subject to update as technologies/practices advance. A Committee 
on Professional Ethics (COPE) was formed to review and revise this code as required, 
promote ethical conduct, and educate members on making ethical decisions. Termination 
of ACM membership may occur in instances of gross misconduct/violations of the code.  

4.4.4.2  IEEE 

¢ƘŜ L999Ωǎ /ƻŘŜ ƻŦ 9ǘƘƛŎǎ ǇǊƻǾƛŘŜǎ ƘƛƎƘ-level principles in terms of: 
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 Accepting responsibility for making decisions that are consistent with public safety, 
health, and welfare 

 Avoiding conflict of interests and disclosing any to affected parties 

 Being honest  

 Improving technical competence and understanding of technology, its application, 
and consequences 

 Accepting and offering honest criticism of technical work 

 Treating all persons fairly 

 !ǾƻƛŘƛƴƎ ƘŀǊƳ ǘƻ ƛƴŘƛǾƛŘǳŀƭΩǎ ǇǊƻǇŜǊǘȅΣ ǊŜǇǳǘŀǘƛƻƴΣ ŜƳǇƭƻȅƳŜƴǘ  

 Assisting others in their professional development. 

4.4.4.3 ACM/IEEE-CS Joint task force on Software Engineering Ethics and 
Professional Practices 

This Code was approved by both the ACM and IEEE-CS in 1999 as the standard for teaching 
and practicing software engineering. It is adopted by professional societies in Argentina, 
Australia, Canada, China, Croatia, England, Italy, Israel, Japan, Mexico, Spain, and the US. It 
is based on eight principles: 

 Acting consistent with public interest 

 Acting in the best interest of the client and employer, consistent with public interest 

 Producing products that meet the highest professional standards 

 Maintaining integrity and independence in professional judgment  

 Adopting an ethical approach to the management of software development and 
maintenance 

 Enhancing integrity and reputation of the profession consistent with public interest 

 Being fair and supportive to colleagues 

 Participating in lifelong learning and promoting an ethical approach to practice of 
the profession. 

This code is regarded as serving as an ethical foundation for individuals, which remains 
adaptable and relevant as situations change. In areas where standards are in tension with 
one another, the software engineer is expected to use his/her ethical judgment to behave 
consistent with the άspiritέ of the Code of Ethics. 

4.4.4.4 Institute of Engineering and Technology  

The IET offers rules of conduct that pertain to: 

 Updating knowledge through planned professional development  

 Working only in areas of competence 

 Accepting responsibility for work performed 

 Respecting the institution and profession 

 Avoiding harm to individuals or their reputation 

 Acting professionally in all relationships 

 Expressing professional opinions objectively and only when qualified to do so  

 Disclosing conflicts of interest 

 Respecting confidential information 

 Promoting public awareness of engineering/technology achievements, among 
others.  
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±ƛƻƭŀǘƛƻƴǎ ƻŦ ǘƘŜǎŜ ǊǳƭŜǎ ƻŦ ŎƻƴŘǳŎǘ ŀǊŜ ŜȄŀƳƛƴŜŘ ǳƴŘŜǊ L9¢Ωǎ ƛƴǾŜǎǘƛƎŀǘƛƻƴ ŀƴŘ ŘƛǎŎƛǇƭƛƴŀǊȅ 
procedures. 

4.4.4.5 Project Management Institute (PMI)  

taLΩǎ /ƻŘŜ ƻŦ 9ǘƘƛŎǎ ŀƴŘ tǊƻŦŜǎǎƛƻƴŀƭ /ƻƴŘǳŎǘ ƛǎ ŀǇǇƭƛŎŀōƭŜ ǘƻ taL ƳŜƳōŜǊǎ ŀƴŘ 
individuals holding/applying for a PMI credential. In terms of 4 keys areas the Code 
specifies both aspirational and mandatory standards.  

 In terms of an individuaƭΩǎ ǊŜǎǇƻƴǎƛōƛƭƛǘȅΣ ǘƘŜ ŎƻŘŜ ǎǇŜŎƛŦƛŜǎ ǘƘŜ ƴŜŜŘ ǘƻ ǿƻǊƪ ƛƴ ǘƘŜ 
best interest of society, public safety, and the environment; accept assignments 
consistent with experience and qualifications; take accountability for 
errors/omissions; protect confidential information; adhere to policies, regulations 
and laws; and report unethical conduct/violations of the Code to the appropriate 
body.  

 In terms of acting in a respectful manner, individuals are required to avoid 
behaviours disrespectful to the customs of others; listen to others points of view; 
behave professionally; do not influence decisions to benefit personally; avoid 
abusive behaviour and respect property of others.  

 Individuals are expected to act impartially and objectively in the interest of fairness, 
demonstrating decision making transparency, disclosing real or potential conflicts of 
interest and refraining from decision making until such disclosure is made; avoiding 
decisions based on personal considerations such as favouritism or prejudice; and 
avoiding discrimination against others.  

 Finally, individuals are required to demonstrate honesty through avoiding deception 
or dishonest behaviour for personal gain; and acting truthfully in communications.  

Practitioners who do not conduct themselves in accordance with these standards are 
ǎǳōƧŜŎǘ ǘƻ ŘƛǎŎƛǇƭƛƴŀǊȅ ǇǊƻŎŜŘǳǊŜǎ ōŜŦƻǊŜ taLΩǎ 9ǘƘƛŎǎ wŜǾƛŜǿ /ƻƳƳƛǘǘŜŜΦ  

4.4.4.6 Institute for Certification of Computing Professionals (ICCP)  

The ICCP Code of Ethics specifies responsibilities in terms of promoting understanding of 
information processing methods and procedures; upholding the levels of knowledge as 
evidenced by the certificate held; serving the interests of employers and clients; avoiding 
conduct that would discredit the reputation/integrity of the profession; and avoiding 
implications that the certificates held are the sole claim to professional competence. The 
ICCP also specifies a Code of Conduct for Certified Computing Professionals outlining 
requirements in terms of disclosure of confidential information; social responsibility; 
providing conclusions and opinions; acting with integrity; conflicts of interests; 
accountability; and protection of privacy and confidentiality of all entrusted information. A 
certification council, on behalf of ICCP can revoke a certificate for violation of the Code of 
Ethics or engagement in conduct discrediting the computing profession. 

4.4.4.7 International Information Systems Security Certification Consortium 
(ISC)2  

The ISC2 Code of Ethics specifies four mandatory canons in terms of: 

 Protecting society, the commonwealth and infrastructure  

 Acting honourably, honestly, justly, responsibly and legally  

 Providing diligent and competent service to principals 
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 Advancing and protecting the profession.  

Adherence to this Code is a condition of an indiǾƛŘǳŀƭΩǎ ŎŜǊǘƛŦƛŎŀǘƛƻƴΦ ±ƛƻƭŀǘƛƻƴǎ ŀǊŜ 
examined by a peer review panel and may result in certificate revocation. 

4.4.4.8 National Professional Societies Codes of Ethics/Conduct  

Professional ICT societies typically define codes of ethics, standards of conduct and codes 
of professional practice for their members, often in a single document. Details on these 
codes are outlined in the Country Profile Template for each of the EU member states.  

4.5 CIO/ICT Manager Training  

In order to begin defining a CIO training framework it is important to consider its place in 
the context of the overall development of an ICT profession.  For other professional career 
paths (e.g medicine, accountancy, engineering, quantity surveying, architecture etc.,) the 
start point is defined by an academic education programme.  This programme will be 
ratified and approved (accreditied) by the respective professional body.  Therefore, 
through professional body cooperation and affiliation at a regional level, it is easy to 
understand and relate to the basic educational level for practitioners in their respective 
profession. 

The first issue with the ICT profession and particularily with the role of ICT manager, or CIO 
is that, to date, there is no commonly accepted basic academic training requirement.  This 
has been both an aid and hinderence in the development and formalisation of the ICT 
profession as a whole.  An aid in that it has allowed for the inclusion and mobility of a rich 
mix of professional types in becoming ICT practitioners.  This can be seen in the number of 
Arts, Philosophy, Geology, Engineering, Medical, Accountancy etc., professionals who have 
successfully transitioned into the area of ICT practice and management.  This has also been 
a hinderence in that the lack of any formal course ratification process has meant little or no 
structure in helping to ensure basic professional standards are set and maintained. 

That said it should also be recognised that most, if not all professional bodies recognise 
that once the basic level of education has been obtained, the individuals career path may 
take any number of different turns.  Some professional bodies (Institute of Engineering and 
¢ŜŎƘƴƻƭƻƎȅΩǎ {!¢hw ǇǊƻƎǊŀƳƳŜύ ƘŀǾŜ ƛƴŎǊŜŀǎŜŘ ǘƘŜ ōŀǎƛŎ ŀŎŀŘŜƳƛŎ ǘǊŀƛƴƛƴƎ ǉǳŀƭƛŦƛŎŀǘƛƻƴ 
for some of their levels of professional recognition.  However, many other bodies recognise 
the breath of roles a practitioner can now have within a profession which in turn can make 
it difficult to define on-going academic training in terms of postgraduate qualifications.  To 
that end, whilst still acknowledging the attainment of further acdemic qualifications, 
professional bodies ensure their members continue to develop and learn through the 
attainment of Continual Professional Development (CPD) programmes.  Figure 16 shows 
the typical interaction between a professional body and an individuals career progression. 
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Figure 16: ¢ȅǇƛŎŀƭ ƛƴǘŜǊŀŎǘƛƻƴ ōŜǘǿŜŜƴ ŀ ǇǊƻŦŜǎǎƛƻƴŀƭ ōƻŘȅ ŀƴŘ ŀƴ ƛƴŘƛǾƛŘǳŀƭΩǎ ŎŀǊŜŜǊ ǇǊƻƎǊŜǎǎƛƻƴ 

In Figure 16 the professional body acts to ratify and accredit the basic educational 
qualification that acts as the entry point for the individual into the respective profession.  
The professional body also acts to approve on CPD training courses and assess work 
experience for professional recognition. 

With CPD the focus is on time spent in achiveing personal development, that is particular to 
ǘƘŜ ƛƴŘƛǾƛŘǳŀƭΩǎ ŎŀǊŜŜǊ ŘŜǾŜƭƻǇƳŜƴǘ ǇƭŀƴΦ  ¢ƘŜ ŜƳǇƘŀǎƛǎ ōŜƛƴƎ ǇƭŀŎŜŘ ƻƴ ǘƘŜ ƴǳƳōŜǊ ƻŦ 
hours engaged in CPD over a defined period of time, as opposed to specific training courses 
being identified for completion.  This has lead to a demand-generated portfolio of training 
programmes.  Professional bodies ensure that these training programmes are relevant by 
approving the programmes for CPD.  In many cases the training is provided by academic 
institutions and independent commercial training organisations.  However, this has made 
for a fragmented landscape in terms of who, how, and what training is available for CIO / 
ICT managers across the EU. 

There is also a disconnect in that the role of CIO / ICT manager is not identified by any ICT 
related professional bodies in terms of education and training requirements. 

4.5.1 Understanding the ICT Training Landscape  

Both professional and academic training is available in multiple formats that in turn offer 
many levels of engagement.  In terms of certification alone, according to the HARMONISE 
Report (CEPIS 2007) there are currently over 600 overlapping qualifications being provided 
by over 60 providerǎΣ ƛƴ ŜŦŦŜŎǘ ŎǊŜŀǘƛƴƎ ŀ ΨŎŜǊǘƛŦƛŎŀǘƛƻƴ ƧǳƴƎƭŜΩΦ  ¢Ƙƛǎ ŘƻŜǎƴΩǘ ŜǾŜƴ ŎƻƴǎƛŘŜǊ 
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the myriad of academic courses being offered by third level (Higher and Further Education) 
Business Schools and Computing Science Departments.  

This situation developed for many reasons however, the increasing complexity of certain 
applications has created a need for professional development courses to support ICT 
product market penetration.  Also, there is a reticence amongst many higher education 
establishments (HE) to provide non-academic, professional training as part of their core 
education programmes.  That said many further education establishments (FE) are now 
offering vendor-specific professional skills courses, but mainly around improving 
practitioner understanding (Oracle professional, Microsoft professional, Cisco network 
professional, Macromedia flash etc.), and not core ICT management skills. 

The rate of change of technology coupled with the need to compete within a global market 
place has seen a significant increase in the number of professional courses being offered by 
both hardware and software vendors.  Further complication is added as many ICT providers 
ŀǊŜ ƳƻǾƛƴƎ ŦǊƻƳ ǘƘŜ ΨǇǊƻǾƛǎƛƻƴ ƻŦ ƎƻƻŘǎΩ ǘƻ ŀ ΨǇǊƻǾƛǎƛƻƴ ƻŦ ǎŜǊǾƛŎŜǎΩ ōǳǎƛƴŜǎǎ ƳƻŘŜƭ όtŀǘƻƴ 
& McLaughlin, 2008)27 that in turn is being influenced by the growing realisation that to 
remain competitive their offerings need to be less supply-driven and more demand-driven.  
Therefore, the training and certification on ICT systems is no longer simply the domain of 
ICT professionals; certification is now being offered to traditionally what would be 
perceived as non-ICT professionals such as banking professionals, engineers, lawyers, 
health care professionals, graphic and multi-media artists etc., 

So, how do we now start to tackle the question of ICT Management training when those 
professionals now working within ICT are multi-disciplined, and in many cases employed in 
business functions other that the traditional ICT function?  Certainly, there is a requirement 
to ensure those responsible for the ICT capabilities within any organisation or enterprise,  
are trained and competent for the task at hand.  In the US the Federal Government has 
now regulated the role of CIO.  Therefore, in order to operate as a CIO an individual must 
demonstrate certain competencies as outlined in the Clinger & Cohen Act 1996. 

¢ƘŜ ōŜƴŜŦƛǘǎ ƻŦ ǘƘƛǎ ΨǘƻǇ-ŘƻǿƴΩ ŀǇǇǊƻŀŎƘ ǘƻ ŘǊƛǾƛƴƎ ŀ ƭŜǾŜƭ ƻŦ ŎƻƴŦƻǊƳƛǘȅ ŀŎǊƻǎǎ ǘƘŜ L/¢ 
management strata are obvious.  However, the European Union is a different entity 
altogether.  There is more devolved responsibility around education and professional 
standards to name but two areas of difference.  Therefore, a top-down approach in 
regulating CIO competencies would be a costly and potentially futile exercise due to the 
current landscape as outlined in the HARMONISE Report (CEPIS 2007).  However, working 
with industry, academia, local government, professional institutes and ICT practitioners 
ŦǊƻƳ ŀ ΨōƻǘǘƻƳ-ǳǇΩ ǇŜǊǎǇŜŎǘƛǾŜ Ŏŀƴ ƘŜƭǇ ōǳƛƭŘ ŀ ƳƻǊŜ ŎƻƴǎƻƭƛŘŀǘŜŘ ǳƴŘŜǊǎǘŀƴŘƛƴƎ ŀƴŘ ǾƛŜǿ 
of the profession.  This in turn can then be used to encourage the adoption of EU-
supported competencies, training programmes, and professional standards.  That said, 
there are learning points that can be taken from the US, and other emerging economic 
regions such as the competencies as identified by Clinger & Cohen (1996).  These 
competencies relate to managing ICT in a complex environment, and as such make a sound 
basis on which to start developing a relevant training programme.  

                                                           

27
 tŀǘƻƴ wΦ!Φ ŀƴŘ aŎ[ŀǳƎƘƭƛƴΣ {Φ! όнллуύ ά{ŜǊǾƛŎŜ ƛƴƴƻǾŀǘƛƻƴ ŀnd the Supply Chain: managing the 
ŎƻƳǇƭŜȄƛǘȅέΣ European Management Journal, Vol 26, No 2, pp77-83 
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It must also be realised that significant work has already been undertaken by industry, 
academia and many ICT related professional bodies in the development and provision of 
ICT management training.  However, as stated this work has largely been conducted at a 
local, or national level with little consideration given to linking these initiatives at a EU 
level.  

4.5.2 Certification, Qualification and Education.  

A new understanding of the market structure sees education, training, certification, and 
experience as mutually supporting components of lifelong learning and professionalism.  

Vendor specific and professional non-academic qualifications will continue to exist and will 
enhance and reinforce the professional standing of practitioners. The value and 
attractiveness of professional and academic courses will have different value paradigms for 
employees, employers and customers. The motivations and possible funding models 
associated with the acquisition of certifications and qualifications needs to be understood. 

At the CIO level, the provision of the various capabilities or competencies needed is 
planned according to the resources available and competitive pressures. In smaller 
business entities staff members may be expected to operate across many of these 
capabilities while in larger organisations staff may operate in more specialised roles.  This 
highlights the contingent nature of the CIO / ICT managers working environment.  Defining 
the role and nature of every variation of a CIO / ICT managersΩ job would be an endless 
task, especially considering the dynamic and changing nature of the role.  Therefore, in 
ƻǊŘŜǊ ǘƻ ǳƴŘŜǊǎǘŀƴŘ ǘƘŜ ǎŎƻǇŜ ƻŦ /Lh κ L/¢ ƳŀƴŀƎŜǊΩǎ ǊƻƭŜ ǘƘŜ Ŝ-Competence Framework 
2.0 has been used to define the profile (Figure 17). 

 
Figure 17: e-CF CIO Profile 

4.5.3 Shaping the Current Approach  to Professional Training  

In order to identify potential options for the development and delivery of suitable training 
programme(s) for CIO/ ICT managers, this research project has reviewed and considered 
the following core sources of information: 

 European Qualification Framework (EQF) ς This is fundamental to ensuring any 
proposed training can be related to existing training qualifications across the EU. 
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 Clinger and Cohen Act 1996 ς ¢Ƙƛǎ ǇǊƻǾƛŘŜǎ ŀ ƭƛǎǘ ƻŦ ŎƻƳǇŜǘŜƴŎƛŜǎ ŦƻǊ /LhΩǎ ƻǇŜǊŀǘƛƴƎ 
in the US.  These competencies will provide an indication of the core areas of expertise 
required by senior ICT managers. 

 e-Competence Framework ς This provides a list of competencies of individuals working 
in ICT related roles.  This will also provide an indication of the core areas of expertise 
required by senior ICT managers. 

 IT-Capability Maturity Framework (IT-CMF) - This is a framework currently being used 
to assess levels of maturity of ICT operation across organisations / enterprises.  The 
basis of this framework is ŎǳǊǊŜƴǘƭȅ ōŜƛƴƎ ǳǎŜŘ ǘƻ ŘŜǾŜƭƻǇ ŀ aŀǎǘŜǊΩǎ ƭŜǾŜƭ ŘŜƎǊŜŜ ƛƴ L/¢ 
Management. 

 European Certification of Informatics Professionals (EUCIP) - is a pan-European 
qualification scheme for people entering the IT Profession and also for people currently 
involved in the ICT Profession and wishing to further their professional development. 

 Service Science, Management and Engineering (SSME) ς This is a collaborative 
initiative being lead by IBM between industry, academia and Governments.  This 
initiative has identified skills that the SSME collaborative group believe senior 
managers (in particular those coming from a technology background) now need if they 
are to operate within a service-orientated industry. 

 Harmonise Report (CEPIS 2007) - The Harmonise project examined vocational ICT 
qualifications in Europe, with a view to establishing a common basis for assessing and 
comparing the ICT professional qualifications offered in each country. 

 ICT Certification in Europe Report (CEN 2009) ς A follow-on report to the HARMONISE 
project as conducted by CEPIS.  This report has created landscape maps of the current 
certification bodies and offerings available across the EU.  The report also includes a 
European model for certification schemes, consistent with ISO standards in this area. 

 European e-Competence Curricula Development Guidelines ς This report highlights 
the challenges facing academia, public, private and the third sector in designing, 
improving and implementing the curricula required to develop e-competencies across 
the EU.  The report defines e-competencies as the integrated set of technical and 
managerial capabilities organizations need to achieve their objectives. 

As well as reviewing the existing EU position on training, initiatives currently being 
developed and deployed within the US, Canada, Japan and India have also been assessed. 
These include: 

 Clinger and Cohen Act 1996 ς ¢Ƙƛǎ ǇǊƻǾƛŘŜǎ ŀ ƭƛǎǘ ƻŦ ŎƻƳǇŜǘŜƴŎƛŜǎ ŦƻǊ /LhΩǎ ƻǇŜǊŀǘƛƴƎ 
in the US.  These competencies will provide an indication of the core areas of expertise 
required by senior ICT managers. 

 Service Science, Management and Engineering (SSME) ς This is a collaborative 
initiative being lead by IBM between industry, academia and Governments.  This 
initiative has identified skills that the SSME collaborative group believe senior 
managers (in particular those coming from a technology background) now need if they 
are to operate within a service-orientated industry. 

 E-Japan Strategy (JICA 2003) - Japan aims to construct a network infrastructure, 
promote e-commerce, and establish digital content distribution mechanisms for 
further cooperation under the global partnership. Examples of such initiatives in the 
!ǎƛŀƴ ǊŜƎƛƻƴ ŀǊŜ ά!ǎƛŀ .ǊƻŀŘōŀƴŘ tǊƻƎǊŀƳέ ŦƻǊ ŜƴƘŀƴŎƛƴƎ ƴŜǘǿƻǊƪ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ŀƴŘ 
ά!ǎƛŀ L¢ LƴƛǘƛŀǘƛǾŜέ ŦƻǊ L/¢ Ŏapacity building. 

 Promoting ICT for Development (JICA 2005) - The international community is working 
together on the implementation and utilisation of ICT in developing countries with the 
ǾƛŜǿ ǘƘŀǘ ǇǊŜǾŀƭŜƴǘ ǳǎŜ ƻŦ L/¢ ǿƛƭƭ ǇƻǘŜƴǘƛŀƭƭȅ ǇǊƻǾƛŘŜ άŘƛƎƛǘŀƭ ƻǇǇƻǊǘǳƴƛǘȅέ 
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 Current Trends and Prospect on ICT Training in Japanese Context (UNESCO-PROAP, 
2001) ς This looks at the need and provision of ICT training at second level education. 

 LƴŘƛŀΩǎ 9wb9¢ tǊƻƧŜŎǘ (On-going) ς This examines the upgrading of the education and 
research networks connecting universities and engineering colleges across the Indian 
sub-continent. 

 LƴŘƛŀΩǎ bŀǘƛƻƴŀƭ ¢ŀǎƪ CƻǊŎŜ ƻƴ Iw 5ŜǾŜƭƻǇƳŜƴǘ ƛƴ L¢ (On-going) ς This covers 
recommendations concerning the role of IT companies in IT education, academic 
policies for advancing IT adoption and capability, developing IT entrepreneurship, 
ƴŀǘƛƻƴŀƭ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜǎ ŦƻǊ L¢Σ ŀƴŘ ŦƛƴŀƴŎƛŀƭ ǎŎƘŜƳŜǎ ŦƻǊ {a9Ωǎ ǘƻ ƛƳǇǊƻǾŜ ǘŜŎƘƴƻƭƻƎȅ 
usage / adoption rates. 

Although, each of these sources do not specifically address the issue of developing a 
framework for the training of ICT managers, they do provide an excellent, and informative 
resource on which to build a proposal for delivering training for ICT managers. It should 
also be noted that many of the issues identified for further research concerning ICT 
professionalism have a significant impact on the shape and format of ICT training.   

4.5.4  Application of the e -Competence Framework 28 

It must also be stated that the provision of training is not simply to ensure the individual is 
aware of the latest technology and its capability, but to ensure the individual can operate 
and contribute to developing sustainable competitive advantage for their respective 
organization or enterprise.  In order to do so, the individual must fully understand how ICT 
can contribute to business success, not just business operations.  This will therefore, also 
require the training to consider innovation and managing change as key components to the 
curriculum. 

Education and training providers can use the standards frameworks like the e-Competence 
Framework to align courses and certification assessment levels. The European 
Qualifications Framework can also be used to align and compare qualifications across and 
within national boundaries.  See Figure 18. 

                                                           

28
 User Guidelines for the application of the e-Competency Framework 2.0 
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Figure 18: e-Competence Framework 

However, in order to identify the key aspects of the proposed training programme the 
research will focus on identifying the linkages between existing collaborative initiatives 
between industry, academia, professional institutes, and local Governments. In essence a 
framework will look to address the following: 

 Compliance with the existing frameworks ς How well the proposed framework links in 
with existing frameworks such as the EQF, SFIA, IT-CMF, e-Skills framework, and e-
Competence Framework?   

 Identification of best practice ς What is the scope of ICT Management training 
currently being offered by both academic and professional bodies in terms of course 
content, and what is perceived as best practice from an industry, practitioner 
perspective? 

 Identifying core curriculum components ς What core components, such as innovation 
and change management, should be included in the curriculum for developing ICT 
Managers?   

 Target audience for training ς Whom is the training targeted at?  Will it be for 
individuals already in ICT management, or also those practitioners working towards a 
role in ICT management? 

 Nature of training - Will the training be delivered as a one-off course, professional or 
academic, or as part of an on-going staged development programme (Lifelong 
learning), or as a combination of both? 

 Expected capability on completion of training ς What type of role will the trainee be 
expected to be able to carry out on completion of the training, or on completion of 
various stages of the training? 

 Routes of access to training ς How can an individual access the training, and what 
entry requirements will they need before being accepted for training? 

 Methods of training delivery ς Can the training be delivered via a mix of professional 
and academic courses?  
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 Process of training adoption ς What options are available to ensure EU-wide adoption 
of any proposed framework? How can we position the proposed training programme in 
a way that demonstrates business value to all stakeholders? 

 Cost options for developing the training framework ς What are the expected costs 
involved in developing a training framework?  Are there different cost options to 
provide training?  

This research also considers existing initiatives being developed and deployed within the 
US, Canada, Japan and India.  What is also important is that consideration is given to 
existing training programmes for CIO level executives / managers concerning the use and 
management of technology.  In particular, how current, and future technologies (web 2.0 
and beyond) harness an organisations ability to innovate in a highly competitive 
environment.   

4.5.5 Comparison of Postgraduate ICT Education  

Before recommendations for a training framework can be defined it is important to first 
understand how training is currently being delivered to CIO / ICT managers.  For the 
purposes of this report, it is accepted ǘƘŀǘ ŀύ ǘƘŜ /Lh κ L/¢ ƳŀƴŀƎŜǊ ǊƻƭŜ ƛǎ ƴƻǘ ŀƴ ΨŜƴǘǊȅ-
ƭŜǾŜƭΩ Ƨƻō ŦƻǊ ŀƴ L/¢ tǊŀŎǘƛǘƛƻƴŜǊΣ ōύ ǘƘŜǊŜ ƛǎ ŀ ƴŜŜŘ ŦƻǊ ǎǘrategic and business, as well as 
technology components to the job, and c) the expectations on the role will be contigent on 
the industry sector, size and capability of the organization, strategic direction of the 
organization, and competitive environment.  Therefore, it is  important that anyone 
assuming the role of CIO / ICT manager be adequately trained for the role. 

In order to understand the breath of training being offered in terms of postgraduate 
courses 19 universities were reviewed.  These universities are recognised as being within 
the top 100 univeristies world-wide.  The nature of most academic courses is that they 
strive to be original in terms of the unique selling point, and as there is currently no 
ratifying body for CIO training (within the EU) to ensure levels of consistancy across the 
various courses, the content and focus can vary significantly.  The 19 universities where 
selected against the following criteria: 

1. They must be seen as world class. 
2. They must provide postgraduate training around technology management. 
3. Where possible the selected universities should be representative of  countries 

across the EU and the rest of the world. 

Against this criteria the following univeristies where selected: 

 Cambridge (ENG)  

 ETH Zurich (CH)  

 Uppsala University (SWEDEN)  

 Edinburgh University (SCO) 

 Ecole Normale Superiure (FRA)  

 University of Copenhagen (DEN)  

 Ruprecht-Karls-Universitat (GER)  

 Trinity (IRL)  

 Univerity of Amsterdam (NL)  

 Universitat of Bologna (ITA)  

 Universitat Autonoma de Barcelona (SPN)  
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 Nyenrode Business Universiteit (NL) 

 Carnegie Mellon Heinz College (US/AUS)  

 Australian National University (AUS)  

 University of Hong Kong (HK)  

 Indian Institute of Technology (IITD) (INDIA)  

 University of Toronto (CANADA)  

 National University of Singapore (SINGAPORE)  

 Tsinghua University (CHINA) 

From the selected universities 28 postgraduate programmes where identified.  Figure 19 
shows how the course content was broken down over the programmes reviewed. 
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Figure 19: Course breakdown for Post-graduate Business and technology focused education.   
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It is interesting to see how the more traditional business and management course modules 
still dominate across the wide range of available MSc and MBA programmes.  What was 
also interesting to see was how few programmes were based around the development of 
specific themes and concepts.  Of the 28 programmes identified only 3 had identified 
specific themes and concepts around which they had constructed their respective 
programmes.  Of the 3 programmes, all 3 look at the role of the CIO.  Figure 20 shows how 
themes and concepts around which programmes have been developed. 

 
Figure 20: Key Themes and Concepts being addressed by sample post-graduate programmes. 

Of the 19 universities three are worth singling out.  Carnegie Mellon (US) is now offering a 
US Government recognised postgraduate qualification (Federal CIO Certification 
programme) specifically to support the Clinger Cohen Act.  This is a one year part-time 
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 Acquisition 

 E-Government 

 Information Security/Information Assurance (IA) 

 Enterprise Architecture 

 Technology Management and Assessment 

CMU also provide a number of postgraduate (MSc) courses that cover the Clinger Cohen 
Act requirements in more detail. Nyenrode Business Universiteit (NL) is also providing an 
MBA in IT specifically targeted at CIOs and senior IT managers.  NUI Maynooth is also 
launching a MSc in IT Strategy and Management aimed at helping CIOs / ICT Managers 
realise business value through improved IT performance.  What is interesting is that these 
three univeristies are the only ones of the 19 reviewed that explicitly target CIO level 
managers. 

For these programmes the common denominator courses, in no particular order of 
importance, are as follows: 

 Strategy 

 Innovation Management 

 Business Planning 

 Business Process  

 Leadership/Organisational Management 

 IT/technology management 

 Quality Management 

 Project Management 

 Financial Management 

 HRM 

 Change Management 

 International Business 

 Entrepreneurship 

 IT Policy 

 Ethics / Sustainability 

 Managing the IT Supplier Environment 

 Dissertation 

Two points are worth noting at this stage. The first is the significant and dominant focus on 
Business and Management topics across both the Federal CIO Certification Programme and 
the Masters programmes being offered by CMU, Nyenrode, and NUI Maynooth. The 
second is how these courses appear and map to the 28 programmes as highlighted in 
Figure 19. 

This certainly highlights the fact that CIO level training is important, there is a recognised 
need for it, and educational institutes are now developing courses to meet this need.  
However, the need is not clearly defined, and educational institutes are developing their 
respective offerings without formal direction or guidence from any EU source. 

It should be noted that in the case of CMU, the structure of their courses is being shaped 
by the need to help CIO / ICT managers comply with the Clinger Cohen Act (1996).  That 
said, the course content identified within their Federal CIO Certification programme is 
ŎƻƳƳƻƴ ŀƳƻƴƎǎǘ ǘƘŜƛǊ ŜǎǘŀōƭƛǎƘŜŘ ƳŀǎǘŜǊΩǎ ƭŜǾŜƭ ǇǊƻƎǊŀƳƳŜǎΦ  Lƴ ǘƘŜ ŎŀǎŜ ƻŦ bȅŜƴǊƻŘŜ 
Business Universiteit and NUI Maynooth, where there is no obligation to comply with 
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government legislation in terms of offering CIO education, the development of the 
respective courses has been shaped by increasing demand from ICT management 
practitioners. 

What is interesting is that all of the courses offered are ratified and accedited by various 
professional bodies (AMBA, EQUIS, BCS, IEI, IOD etc.,) with many courses being accreditied 
by more than one professional body.  However, the courses are reviewed and assessed in 
terms of professional development, and not in terms of specific roles, or job levels. 

4.5.6 Delivering CIO / ICT Manager Education  

Changing age and job profile demographics coupled with the realisation that lifelong 
learning is now a requirement for personal and professional development have significantly 
changed the way in which education is now delivered.  Technology has also played a 
significant part in improving course delivery and the quality of the learning experience for 
the individual.  Of all the programmes reviewed they all provided both part-time and full-
time options for learning.  This is very important especially if the target audience is the CIO 
level, or just below CIO level management.  The nature of their jobs will be demanding, and 
for any programme to be valued and completed it must fit around the demanding schedule 
of the potential student. 

Many programmes are now accessible via the Internet, which in turn has allowed the 
programmes to be delivered virtually to students who are not physically located near the 
programme provider. 

In effect the problem is not access to suitable courses for CIO / ICT Training, but identifying 
why potential students should or need to engage in the training.  There is not a 
requirement at a professional or job level to complete the training, and therefore, no 
incentive other than personal achievement and development; which it should be noted is 
no guarantee of career advancement. 

4.5.7 Financing CIO / ICT Manager Education  

Embarking on a postgraduate programme can be a costly and time consuming endeavour.  
Across the EU the cost of education is increasing.  Tuition fees in the UK alone for many 
ŎƻǳǊǎŜǎ ŀǊŜ ǎŜǘ ǘƻ ƛƴŎǊŜŀǎŜ ŦǊƻƳ ϵпY ǘƻ ϵммY ƻǾŜǊ ǘƘŜ ƴŜȄǘ ŎƻǳǇƭŜ ƻŦ ȅŜŀǊǎ όнлммκмоύΣ ǿƛǘƘ 
many universities being pressured to increasingly self-fund their research activities through 
the delivery of their educational offerings.  For non-research, or vocational postgraduate 
ǇǊƻƎǊŀƳƳŜǎ ǎǳŎƘ ŀǎ a.!Ωǎ ŀƴŘ Ƴŀƴȅ a{ŎΩǎΣ ǿƛǘƘ ŀ ǎǘǊƻƴƎ ōǳǎƛƴŜǎǎ ŀƴŘ ƳŀƴŀƎŜƳŜƴǘ 
element, the cost of undertakinƎ ǎǳŎƘ ǇǊƻƎǊŀƳƳŜǎ Ŏŀƴ ǊŀƴƎŜ ŦǊƻƳ ϵсY ǘƻ ϵслYҌΦ a.! 
ŘŜƎǊŜŜǎ ǇǊƻǾƛƴƎ ǘƻ ōŜ ǘƘŜ ƳƻǊŜ ŜȄǇŜƴǎƛǾŜ ƻǇǘƛƻƴ ǿƛǘƘ ǘƘŜƛǊ ŦŜŜǎ ǊŀƴƎƛƴƎ ŦǊƻƳ ϵнсY ǘƻ 
ϵслYҌΦ  ²ƛǘƘƛƴ ǘƘŜ ¦ƴƛǘŜŘ {ǘŀǘŜǎ ǘƘƛǎ ƛǎ ŜǾŜƴ ƘƛƎƘŜǊΦ  ¢ƘŜ ǊŀƴƎŜ ƛƴ Ŏƻǎǘǎ ŦƻǊ ǘƘŜǎŜ 
programmes is quite dramatic.  However, education providers are constantly trying to 
ensure their programmes are percieived as being unique, and therefore, allowing them to 
set fees based on local competitive factors. 

Considering 97% of EU business is SME based (OECD), the increasing cost of post-graduate 
training will be prohibitive for many organisations and businesses.  Certainly the structure 
for financing and delivering CIO / ICT manager education is in place, and already delivering 
CIO specific content and training.  However, without a more clearly defined incentive to 
take part in the education programmes, the uptake on these programmes will be largely 
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limited to students being sponsored by large MNEs, or students directly enrolling from 
their undergraduate degree programmes.  Therefore, there is a significant risk that the  
main body of practitioners who would greatly benefit from the education (SME based CIOs 
/ ICT managers) will not be adequately represented on any of the programmes. 
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5  

This section of the report draws out a series of findings and conclusions from the desktop 
research. The analysis is broken down into five sections (Bodies of Knowledge, Competence 
frameworks, Certification, Ethics, and CIO/ICT Manager Training), in alignment with the 
research segments. 

5.1 Analysis of Bodies of Knowledge (BOKs) 

An overview of some eleven bodies of knowledge is described in section 4.1 Bodies of 
Knowledge. The current status of these bodies of knowledge is shown in Appendix B. 

There are a large number of bodies of knowledge in ICT related fields. These collectively 
cover much of the scope of ICT. There are gaps and overlaps between sometimes 
competing bodies of knowledge. In summary, we did not identify a body of knowledge that 
was all encompassing and addressed all aspects of ICT. Some are targeted at the 
practitioner level, others at the organisation and more address the management of ICT. 

The IT-CMF is a new initiative from the Innovation Value Institute that appears to have the 
widest coverage of the ICT domain. This value focused assessment framework does provide 
a possible mechanism which could be used to index the bodies of knowledge. 

In general, bodies of knowledge are focused on their chosen area of specialism. 

This has advantages in that the scope is controlled and the expertise needed is focused. 
Typically, there is a shared interest of the BOK development, maintenance and promotion 
organisations. 

The development of Bodies of Knowledge is located mostly in the USA and the British Isles.  

The existing bodies of knowledge were generated for the most part by practitioners who 
felt a need to document the body of knowledge. The funding in many cases came from the 
practitioners but also from large companies or government agencies (CMMI/Prince2) that 
shared the views of the practitioners. 

¢ƻŘŀȅΩǎ ōƻŘƛŜǎ ƻŦ ƪƴƻǿƭŜŘƎŜ ŀǇǇŜŀǊ ǘƻ ōŜ ǿŜƭƭ ŦǳƴŘŜŘΣ ǇŜǊŎŜƛǾŜŘ ŀǎ ŘŜƭƛǾŜǊƛƴƎ ǾŀƭǳŜ ōȅ ŀ 
sufficient number of practitioners to ensure their continued viability into the future. The 
fragmented landscape from an ICT Professional perspective means that practitioners, 
employers or educators must address several of these to provide a general training base 
for ICT practitioners. 

Indeed there is limited evidence of bodies of knowledge being used as the basis for 
developing academic courses. These would appear to be drafted, and peer reviewed across 
colleges to ensure scope, depth, and standards are adequate. 

5.1.1 Issue 1- large number of bodies of knowledge  

The overlapping nature of bodies of knowledge offers competition and choices. This comes 
at a price in terms of effort and compatibility. Regions and sector groups have preferences 
as is illustrated by the adoption of Prince2 by the UK government. However, the supplier 
may be using PMBOK internally and with other multi-national customers. Suppliers in some 
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instances need to maintain knowledge and levels of certification on both bodies of 
knowledge and associated certifications. 

Practitioners with limited funding also have a dilemma determining where to expend time 
and funding. 

5.1.1.1 Large number barriers  

Body of ËÎÏ×ÌÅÄÇÅ ÄÅÖÅÌÏÐÅÒÓȭ ÐÅÒÓÐÅÃÔÉÖÅ 

Financial drivers for the organisations involved mean that convergence is not likely on the 
successful body of knowledge areas. The existing differing bodies of knowledge are working 
and delivering value. There is no impetus to change something that works. 

"ÏÄÙ ÏÆ ËÎÏ×ÌÅÄÇÅ ÃÏÎÓÕÍÅÒÓȭ ÐÅÒÓÐÅÃÔÉÖÅ 

Language is still a fundamental barrier. Cost is also a major factor. To maintain a library of 
the complete set of bodies of knowledge associated with ICT alone would cost thousands 
of Euros on an annual basis. 

5.1.1.2 Lessons learnt 

Convergence can be achieved. It involves negotiations and a willingness on both sides to 
achieve this. The Institute of Electrical and Electronic Engineers dropped its project 
management standard and adapted thŜ tǊƻƧŜŎǘ aŀƴŀƎŜƳŜƴǘ LƴǎǘƛǘǳǘŜΩǎ ta.hYϯΦ .ƻǘƘ 
organisations achieved this through cooperation. 

5.1.2 Issue 2 - bodies of knowledge are not mapped to roles or jobs  

The bodies of knowledge do not map to roles or jobs. The bodies of knowledge are mapped 
to ICT sub domains like development, acquisition or project management. Professionals 
need to review these to determine what is appropriate to their roles and the task at hand. 
This can be a time consuming process that would exceed the capacity of individual 
practitioners. 

Having said that, organisations do use the Bodies of Knowledge in gap analysis for their 
employee development.  

5.1.2.1 Body of knowledge role mapping barriers  

Roles and jobs are not universally defined. These differ from individual to individual. Some 
developers double as designers and others act as team leads and project managers. Yet 
more also act as data base designers or data modelling workers or business analysts or 
process managers. 

The competences attributed to an individual cannot be easily mapped. The bodies of 
knowledge have not been mapped to any competence frameworks. Indeed the bodies of 
knowledge in most cases do not identify the associated competences. 

5.1.2.2 Lessons learnt 

Where companies or organisations have adopted a body of knowledge and put in place 
support training and certification criteria, most benefits are derived. Mapping at the 
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individual level becomes less of an issue now that it has been determined for the employee 
and the rewards are clear and defined by the employer. 

5.1.3 Issue 3 - bodies of knowledge provide an incomplete view  

All body of knowledge organisations acknowledge that they cannot be used in isolation and 
that other skills not described in the body of knowledge are needed. The bodies of 
knowledge on project management do not address space craft design. Thus, a project 
manager assigned to a space project needs knowledge beyond what is specified in the 
project management related bodies of knowledge. 

Because the bodies of knowledge provide an incomplete view, it can be difficult for 
individuals and organisations to manage their learning and continuing professional 
development. Many references need to be consulted and one is never sure that the 
coverage is appropriate, adequate or timely. 

ta.hYϯ ŘƻŎǳƳŜƴǘǎ ǇǊƻƧŜŎǘ ƳŀƴŀƎŜƳŜƴǘ ǎǇŜŎƛŦƛŎ άƎŜƴŜǊŀƭƭȅ ŀŎŎŜǇǘŜŘ ƎƻƻŘ ǇǊŀŎǘƛŎŜǎέ, 
that are pertinent to project management. However, the document is scant in other people 
and managerial skills. The PMBOK does make reference to some of these but they are not 
documented in the PMBOK. While the PMBOK does ǇǊƻǾƛŘŜ ŘŜǘŀƛƭǎ ƻƴ Ƴŀƴȅ άƎŜƴŜǊŀƭƭȅ 
ŀŎŎŜǇǘŜŘ ƎƻƻŘ ǇǊŀŎǘƛŎŜǎέΣ ƛǘ ƛǎ ŘŜǎŎǊƛōŜŘ ōȅ ǘƘŜ tǊƻƧŜŎǘ aŀƴŀƎŜƳŜƴǘ LƴǎǘƛǘǳǘŜ ƳƻǊŜ 
accurately as an index to the body of knowledge. 

5.1.3.1 Bodies of knowledge are incomplete barriers  

The focus of the organisations that develop bodies of knowledge is on the domain that they 
are addressing. It is appropriate that these organisations continue to give of their time, 
knowledge and expertise in the maintenance of these. There is no overall encompassing 
ICT body of knowledge. Even if one were available to address all ICT, it would not address 
all overlapping areas. Specifically, personnel management, financial control, treasury 
management, building maintenance and optimisation, logistics, marketing, research and 
development etc. could not be addressed and yet ICT staff has occasionally a need for 
some or all of the knowledge in these areas.  

5.1.3.2 Bodies of knowledge are incomplete lessons learnt 

ICT practitioners need skills sets wider than the skill spectrums addressed in the bodies of 
knowledge. They need the depth of the bodies of knowledge but the breadth of knowledge 
necessary to be successful in the environment. Communications and people savvy are 
essential to leveraging from the knowledge of others and as appropriate imparting 
knowledge to others. 

Body of knowledge support organisations that have active research programmes can assist 
members in understanding the current changes in the domain of interest. The Open Group 
for example sees its role encompassing emerging ideas and facilitating convergence onto 
standards. Thus, once the material is standardised, it goes to the body of knowledge but is 
actively managed prior to that state. The Open Group by working and cooperating with 
standards bodies helps shape the domain for its constituent members of enterprises, 
vendors and practitioners. 
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5.1.4 Issue 4 - Language delays 

All of the bodies of knowledge analysed for this report originate and are maintained in 
English. 

Translations take time and thus, the availability of bodies of knowledge in other languages 
is delayed. These delays vary from months to years. In some cases, the other language 
versions are a full revision behind the English version. 

5.1.4.1 Body of knowledge language translation barriers  

The bodies of knowledge development teams have taken different approaches to 
documenting the knowledge.  

The British Computer Society IT Diploma syllabus does not provide the detailed knowledge; 
rather it acts as an index to the body of knowledge. Some of the syllabi based bodies of 
knowledge come with bibliographies while others do not. Bibliographies associated with 
the bodies of knowledge were typically English language based. 

As these BOKs are being pushed/pulled out/to the rest of the World, many organisations 
have found it necessary to modify the BOKs. The PMI has modified the manner in which its 
exam questions are set, validated, and approved. Multiple-choice questions are now 
typically set in one country by experienced practitioners. These, in turn, are reviewed by 
practitioners on another continent that will review the wording, choices offered and the 
designated correct answer. The team members in both the question development and 
review cycles are usually from multiple countries. There is a final approval cycle by yet 
another team. 

As the professional bodies promoting the BOKs have been successful, they have taken on 
board feedback from their new markets and adapted to the needs of these new markets. 
This has been illustrated by the increasing numbers of languages in which BOKs are 
available. 

5.1.4.2 Language delays lessons learnt 

The linguistic translation effort is significantly impacted by the type and nature of the BOK. 
The simplest translation effort is encountered using simple syllabi that do not have 
associated bibliographies. The next by way of increasing effort is the translation of the 
comprehensive bodies of knowledge. Finally, the more time consuming are those based on 
bibliographic linked syllabi types. These necessitate identifying text books in the designated 
language. 

Cultural biases do need to be actively managed out of the bodies of knowledge. This 
necessitates the active involvement of practitioners from culturally different backgrounds 
working together. 

5.1.5 Issue 5 - body of knowledge maintenance  

Some fields are slow moving while others are rapidly changing. Organisations that maintain 
bodies of knowledge need to be responsive and adapt quickly. However, they cannot 
respond to every new fad or idea that might or might not have merit. Many new ideas fail 
to gain acceptance and thus do not meet the criǘŜǊƛŀ άƎŜƴŜǊŀƭƭȅ ŀŎŎŜǇǘŜŘ ƎƻƻŘ ǇǊŀŎǘƛŎŜέΦ !ǘ 
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the same time, the body of knowledge must keep pace and be relevant to the practitioner 
and the employing organisations. Organisations have on a few occasions not been 
responsive enough. 

5.1.5.1 Body of knowledge maintenance barriers  

Competitive advantage based on newly developed knowledge is often lost when this is 
shared. Thus, the guarding of intellectual property can delay the dissemination of 
knowledge and create a time lag before the appropriate body of knowledge can reflect the 
leading edge practices. 

5.1.5.2 Body of knowledge maintenance barriers lessons learnt  

The active open management by communities of practice or special interest groups can 
pro-actively influence standards, adaption policies and even legislators. This wider 
approach has proven to be more successful in the generation of new business of a 
sustainable nature. 

The Open Group and the PMI both support the concept of Special Interest Groups (SIGs) as 
do other body of knowledge maintenance organisations. These groups help to transform 
emergent ideas into accepted good practice or body of knowledge materials. 

5.1.6 Major trends and developments  

There is a common trend towards internationalisation. This is more pronounced in the 
more successful bodies of knowledge. This in reality is simply reflecting the need to reach 
more customers via the customers' language. 

There are also trends towards more specialised derivative products. This is particularly true 
in the certifications associated with the various bodies of knowledge. An example is the 
increasing variety of certifications now available from the PMI, ISACA, COBIT, ITIL and IT-
CMF. 

The reality is that ICT covers a massive area of knowledge and encompasses concepts like 
project management, security, risk and quality management, resource utilization and 
management. These in their own right have associated Bodies of Knowledge along with 
standards and certifications. The focus of interest by the body of knowledge owners 
responds to the needs of practitioners and ultimately to the consumers of the 
ǇǊŀŎǘƛǘƛƻƴŜǊΩǎ ǎŜǊǾƛŎŜǎ ŀƴŘκƻǊ Ƙƛǎ ƻǊ ƘŜǊ ŜƳǇƭƻȅŜǊǎΦ  

5.1.7 Body of knowledge creation  

The development of bodies of knowledge tends to be a slow process. It requires identifying 
άƎŜƴŜǊŀƭƭȅ ŀŎŎŜǇǘŜŘ ƎƻƻŘ ǇǊŀŎǘƛŎŜέΦ ¢Ƙƛǎ ƛƴ ǘǳǊƴ Ƙŀǎ ǘƻ ōŜ verified and established by 
consulting with a large number of practitioners. Consensus and agreement all take time 
and effort. 

Thus, the cost of developing a body of knowledge as a financial investment is very risky. 
Two crucial risks are related to time. One is that the pressing need or the issues to be 
resolved by developing the body of knowledge may not be as important or even be 
relevant when the body of knowledge is ready and approved. Two is related to possible 
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income streams being very far out in terms of time. Many of the bodies of knowledge 
looked at in this report took 10-years or more to gain wide-spread acceptance and use. 

Another issue around this type of research is that it tends to be open. It is not about 
developing intellectual property or defining knowledge assets that are unique. Thus, bodies 
of knowledge once developed can be easily and quickly imitated. Training and derivative 
products and services can be offered by competitors. 

While there is little protection, we found no cases of replication. We did find a competitive 
environment where many education suppliers leveraged off the same bodies of knowledge 
and competed in that space. 

The development of bodies of knowledge tends not to be financially motivated. However, 
successful BOKs do have viable supporting business models. 

5.1.8 Legal financial and framework conditions  

Few countries have legislated around the use or otherwise of any particular ICT body of 
knowledge. Many state agencies and employers do stipulate that knowledge of one or 
more bodies of knowledge is required. By way of example advertisements for project 
management roles will stipulate that certification in Prince2/PMI/APM or equivalent is 
required. 

In the US, the Homeland Security initiatives have moved security certifications onto the 
mandatory level. In the UK, Prince2 is mandated for some UK Government appointments 
and contracts. 

5.1.9 Further investigation  

5.1.9.1 BOK sources 

Industry established BOKs tend to be in one of these formats: 

 Syllabi 

 Body of knowledge in text and diagram 

 Syllabi with bibliography 

 Encapsulated in capability maturity models 

Our desktop research has led us to the conclusion that another format also exists and is 
widely used in colleges and universities. Basically, it resides in the detailed syllabi and 
associated bibliographies for undergraduate course. A handful more are expressed as a 
series of learning outcomes. Many universities at undergraduate level teach what can be 
ǊŜŦŜǊǊŜŘ ǘƻ ŀǎ ΨŦǳƴŘŀƳŜƴǘŀƭ ǘǊǳǘƘǎΩΦ 

Research should be undertaken to see if the colleges and universities would share and pool 
their syllabi (BOKs) so that a central European BOK could be established in the first 
instance. This could also avoid the need for translation as each country could merge locally 
with bibliographies. 

This should also be posǎƛōƭŜ ƛƴ ǘŀǳƎƘǘ ƳŀǎǘŜǊǎΩ ǇǊƻƎǊŀƳƳŜǎ ƛŦ ǘƘŜǊŜ ƛǎ ŀ ǿƛƭƭƛƴƎƴŜǎǎ ǘƻ ǎƘŀǊŜ 
and thus avoid all replicating this effort. 
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5.1.9.2 ICT Subdivisions 

Computing ς Core 
Disciplines 

Computing-Computer 
intensive Disciplines 

Computing ς Infrastructure 
Disciplines 

Artificial intelligence Aerospace engineering Computer technician 

Cloud computing Bioinformatics Database administrator 

Computer Science Cognitive science Help desk technician 

Computer engineering Computational science Network technician 

Computational science Digital library science Professional IT trainer 

Database engineering E-commerce Security specialist 

Computer graphics Genetic engineering System administration 

Cyber security Information science Web identity designer 

Human computer 
interaction 

Information systems Web programmer 

Network engineering Public policy and privacy Web services designer 

Operating systems Instructional design  

Performance engineering Knowledge engineering  

Robotics Management information 
systems 

 

Scientific  computing Network science  

Software architecture Multimedia design  

Software engineering Telecommunications  

Table 5: Professional subdivision of the computing field (Peter J Denning, 2011) 

Peter Denning and Dennis Frailey (2011) identified over 40 professional groups which were 
allocated to three categories shown in Table 5. Each of these disciplines has its own set of 
bodies of knowledge and research communities. These may offer a basis on which to build 
a wider index to the body of knowledge using academic syllabi. However, the above list is 
very technical and would need to be augmented with business, management, 
communications and other appropriate disciplines. 

5.2 Analysis of Competence Initiatives 

This section provides a brief analysis of some of the recent initiatives undertaken with 
respect to developing competency models at a national and international level. In doing so, 
it provides a brief description of the main issues related to the topic, as well as related 
barriers and key lessons. 
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5.2.1 Issue 1 - Balanced Skillset  

Early initiatives on the development of competence models (e.g. Career Space) focused 
predominantly on technical skills, reflecting the composition of the project sponsors and 
the original project objectives. While more recent initiatives have looked to address this 
issue by expanding the scope to cover e-business skills, concerns were voiced during the 
interview stage that further work is still required in this area.  

Many organisations now have shrinking central ICT departments, at a time when the usage 
and importance of ICT in organisations is growing, and when the number of people in ICT 
roles located within the business (rather than in, say, the traditional IT Operations 
environment) is growing. It could be argued therefore, that the relevance of a competence 
such as network management is diminishing within these organisations, at the same time 
that a competence such as Innovation Management (i.e. the competence of identifying, 
harnessing and managing ICT-enabled innovation in the enterprise), is growing. It is 
therefore essential that the competence framework accurately reflects the changing 
demands of the workforce and provides an adequate balance of technical and e-business 
skills. 

5.2.1.1 Balanced Skillset barriers  

Lievens et al (2004) identified that the individuals constructing competency models can 
often lack relevant task information. This suggests that competency models are often 
constructed by people with an inadequate understanding of the roles being defined. 
Obtaining the input from relevant skilled individuals on the scale required to construct a 
meaningful competency model requires a large investment of time from relevant 
stakeholders as well as a more extensive coordination effort, to enable the highest quality 
deliverable. 

Vakola et al (2007) stated that there is a tendency to άŦƻŎǳǎ ƻƴ ǿƘŀǘ ƳŀƴŀƎŜǊǎ ŎǳǊǊŜƴǘƭȅ Řƻ 
ǊŀǘƘŜǊ ǘƘŀƴ ǿƘŀǘ ƛǎ ƴŜŜŘŜŘ ǘƻ ǇŜǊŦƻǊƳ ŜŦŦŜŎǘƛǾŜƭȅ ƛƴ ǘƘŜ ŦǳǘǳǊŜέ. This is an important 
concern and one which is difficult to address again as it implies a requirement to involve 
experienced individuals who can identify emerging trends within their work environment. 

5.2.1.2 Balanced Skillset lessons learned. 

Firstly, it is essential to identify a set of competencies that truly reflects the wide range of 
organisational types in different countries, in different sectors, and of different sizes. 
Further, in developing the details of the competences, experienced experts with deep 
knowledge of the area should be used, rather than relying on secondary HR experts, 
particularly when taking into consideration the importance of understanding how the 
competences are developing over time so that the models remain relevant to practitioners.  

5.2.2 Issue 2 - Value Proposition / Demand -driven  

Lǘ ƛǎ ƴƻǘ ŦŜŀǎƛōƭŜ ǘƻ ŀŘƻǇǘ ǘƘŜ ŀǇǇǊƻŀŎƘ ƻŦ ά.ǳƛƭŘ ƛǘ ŀƴŘ ǘƘŜȅ ǎƘŀƭƭ ŎƻƳŜέ ς the value 
proposition of a competence framework for each stakeholder must be apparent. For 
example, Career Space achieved initial success and was recognised as making significant 
contributions in this area, but sadly, was unable to achieve the necessary critical mass and 
momentum to realise longer-term goals. 
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The table below outlines a high-level value proposition for different stakeholders adopting 
an ICT competence framework, based on a review of the benefits proposed by the 
developers of each framework. Validation of these findings would strengthen the case for 
any future solution. 

Stakeholder Value Proposition 

Employer 

 Establish common language and structure for identifying, 
assessing and developing competences 

 Better understand organisational ICT capability based on 
aggregate view of individual competences / Identify target 
competency levels and optimum workforce deployment options 

 Develop action plan for organisational capability development 
based on gap analysis activity / Identify training needs for 
individuals  

 Facilitate recruitment of suitable job candidates based on 
standardised view of competences 

 Support decision-making process for  outsourcing/offshoring 

 Provide insight to support decision-making process pre/post 
M&A 

Practitioners 
 Roadmap to develop competences, enhance mobility between 

countries, support recognition of existing experience. 

Government 
 Provide structure, supports linking of education system to the IT 

profession, identifies skills gaps, as well as other benefits as per 
Employer. 

Training provider / 
educational 
institutions 

 Identification of teaching aims, provision, certification awards, 
etc 

 Increased recognition of certification/qualification outside of 
national boundaries 

 Clarification of messaging to consumer  

 Greater comparability between market offering (although this 
may be interpreted as hampering competition) 

Social partners 

 clarity of job definition, comparability, gender inequality, 
workforce development perspective within agreed European 
framework, sectorial approach to ICT sector - negotiation of 
labour agreements, specific telecommunications labour 
agreement,... 

EU Commission 

 Statistics from a European perspective (skills gaps, skills 
shortages, in which areas, in which regions,...etc) 

 Increase the numbers of new graduates in IT 

 Improved granularity to manage e-skills supply onto the market 

Table 6: Competence framework stakeholder value proposition  
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To date, there appears to be scant content published on the value delivered by 
competence frameworks ς indeed, the potential benefits cited in reports are generally 
hypothetical, or anecdotal at best. 

There is a need to capture and publish case studies where specific ICT competence 
frameworks have been adopted and assess the level of benefits delivered to the relevant 
stakeholders. 

5.2.3 Issue 3 - Multiple stakeholder  approach  

Developing, promoting, operating and managing a competence framework is a significant 
undertaking, requiring the participation of multiple stakeholder communities. Without this 
broad coverage of engagement, any solution is unlikely to be adopted by the target 
community as it will be perceived as being inflexible and not suited to the target country, 
organisation or practitioner. 

5.2.3.1 Multiple stakeholder barriers  

Managing the inputs and demands of multiple stakeholder communities is complex and 
time-consuming. Moreover, as additional parties become involved, there is the increased 
ǇƻǘŜƴǘƛŀƭ ŦƻǊ ǘƘŜ ǎƻƭǳǘƛƻƴ ǘƻ ōŜŎƻƳŜ άŘƛƭǳǘŜŘέ ŀƴŘ άǎǘŀǘƛƻƴŀǊȅέ ōȅ ǘƘŜ ǎƻƳŜǘƛƳŜ 
competing and contradictory demands of different stakeholders. 

5.2.3.2 Multiple stakeholder  lessons learned. 

Obtaining buy-in from the most senior partners at the beginning of the project and 
agreeing to the level of commitment are considered important criteria determining the  
level of success.  

Further, the process for managing conflicts should be agreed at an early stage so as to 
enable paths for resolution to be developed without impacting on other aspects of the 
project indefinitely. 

5.2.4 Issue 4 - Timeline / innovation  

For competence frameworks to be accepted and adopted, they must reflect the current 
and to some extent, the emerging environment. Reflecting this market requirement, the 
competences contained in the more recent ICT competence frameworks differ significantly 
from previous ones ς for example, the balance of technical and non-technical skills has 
shifted significantly over time. 

However, most ICT competence frameworks have been created as an output of a series of 
workshops with relevant experts, and updates are made as a consequence of feedback 
obtained from users, as well as further workshops. The e-CF, SFIA, Career Space, and AITTS 
all appear to have followed this approach. 

5.2.4.1 Timeline / Innovation  barriers  

While the workshop-based approach definitely produces results, the timeframe can be a 
concern: for example, each iteration of the e-CF took approximately 1-2 years. This is not to 
say that its content is in any way dated, but simply that developing a framework via 
workshops with multiple stakeholders covering a large number of competences is a 
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substantial undertaking, which requires a significant coordination effort. For this reason, 
consideration should be given to adopting innovative techniques for developing and 
maintaining competence definitions. 

5.2.4.2 Timeline/ Innovation lessons learned. 

Interestingly, the US-based O*Net appears to have made use of technology to identify 
emerging competences in constructing its database of competences. Similarly, LinkedIn 
recently used its extensive database of CVs to establish LinkedIn Skills which helps identify 
the volume of professionals and groups with that skill, the relative growth and size trends 
relating to that skill, as well as the companies where that skill is common. (Although we 
cannot favour any single body, if we could encourage the mapping of ICT skills contained in 
say, entities similar to LinkedIn Skills to a given competency model solution, this would 
encourage far greater and far faster recognition among practitioners). 

Technology in this context has the potential to provide content that is not only updated on 
a more frequent and faster basis, but it is also doing so in a fashion which is potentially 
more accurate and in a less labour-intensive fashion. 

Innovative approaches could also be employed to identify and develop alternative usage 
models for the competency models ς for example, more sophisticated interfaces which 
would support better integration by relevant agencies (both in terms of contributing to the 
dataset as well as using it). 

Clearly, introducing innovative techniques also introduces potential risks, but the dynamic 
nature of the industry suggests that consideration be given to alternative approaches to 
developing and maintaining a competence framework. 

5.2.5 Issue 5 - Access and Usability 

Virtually all of the ICT competence frameworks developed globally are free to use 
(although SFIA states that a royalty is required for those using it to support a commercial 
offering) as well as being open to everyone. This would suggest that this is a requirement 
to facilitate wider adoption of any potential solution within the industry.  

In addition to open and free access to the framework, the issue of usability is important. 
Until very recently, the extent of competency offerings has been paper-based ς that is to 
say, there were few tools to support adoption by industry participants, the sole focus was 
on communicating content in its basic form, rather than supporting specific use-cases for 
different stakeholders. It is important an appropriate range of use-cases for different 
stakeholders is considered in order to support adoption. 

5.2.5.1 Access and Usability barriers  

The more recent initiatives in this area have attempted to tackle the issue of usability. For 
example, SFIA offers an Excel version of its framework, and the e-CF offers an online tool. 
However, both have respective downsides when applied in the workplace by, for example, 
HR practitioners.  

An excel spread sheet will provide the user with a greater degree of flexibility in the 
manner in which the content can be adapted for use in their own organisation. However, 
the data content will not automatically be updated as new content is developed. 
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An online tool can provide the facility to provide access to the most up-to-date content in a 
graphically appealing fashion; however, it is important to support customisation at a user-
level (e.g. e-CF tool does not support any amendment of defined skills and knowledge for a 
competency ς consequently, the user is required to copy/paste changes into any job profile 
incorporating such a competency). 

5.2.5.2 Access and Usability lessons learned 

While the format of the deliverable may seem trivial at first glance, the transition to 
adopting any new ICT competence framework within an organisation must be as seamless 
as possible, so as to minimise objections from individuals resistant to change. 

Moreover, looking towards the O*Net model, the provision of a database with appropriate 
interfaces, allows third parties to develop more sophisticated tools which can interact with 
the core content. In doing so, this removes the need for the O*Net organisation to provide 
multiple tools to support the diverse stakeholder community. This toolset has also enabled 
the US Government to obtain multiple data inputs from stakeholders as well, helping to 
maintain and improve the quality of the data set over time. 

This approach suggests that an alternate goal could be the provision of a database to which 
users have access and can develop their own tools, rather than attempting to centrally 
develop and maintain different toolsets to satisfy different users. However, the additional 
effort in constructing an appropriate database and interfaces may prove counter-
productive and would first need to be considered in light of the overall professionalism 
framework proposed. (That said, opportunities for sharing costs with other related 
initiatives outside of ICT could represent an opportunity to reduce development and 
operational costs). 

5.2.6 Eco-system / Sustainability  

To date, most competence framework initiatives within Europe have relied on the 
development of a framework by a single organisation or group of organisations, which is 
then offered to the market. This same group of organisations is subsequently responsible 
for promoting, managing, and maintaining all aspects of the developed framework. 

5.2.6.1 Eco-system barriers  

However, the combination of organisations involved in achieving the development phase of 
a competence framework may not be appropriate to optimise take-up in the market, or to 
achieve the greatest return on investment. 

5.2.6.2 Eco-system lessons learned 

The O*Net initiative has adopted an interesting split of responsibilities which may provide 
insight into alternate funding and sustainability models. 

For example,  

 US Department of Labor/Employment and Training Administration ς provides a 
grant to North Carolina Employment Security Commission to operate the National 
Center for O*Net Development. This body manages projects and contracts and 
provides technical support to O*Net users (Leads partnership of public and private 



 

122 | P a g e 

sector organisations which carry out the work of the overall project). In addition to 
the Center, the partnership comprises:  

o RTI- a not-for-profit HR organisation (to design, implement and supervise 
survey data collection to populate the database) 

o North Carolina State University ς conducts applied and theoretical research 
in the study of the field of work to support new O*Net initiatives 

o MCNC - houses the O*Net database and provides Internet access and 
dissemination advice 

o Maher & Maher ς specialised management and workforce development 
consulting firm, providing web-based training services and products 
through the O*Net Training academy to promote and support the 
integration of O*Net information throughout the workforce investment 
community 

However, it should be recognised that while there may be some learning points from 
O*Net and similar initiatives, the operating environment is very different:  

 O*Net covers the entire range of professions within the United States. As such, 
costs of developing and maintaining the database are shared over a wider range of 
professions.  

 The number of different languages employed in Europe would further complicate 
analysis efforts and reduce potential economies of scale (although that must 
already be an important concern with current workshop-based approaches). 

 The approach and level of depth provided is different from related European 
initiatives (stronger focus on job profiles rather than showing progression of 
proficiency for each competences). 

5.3 Analysis of Certifications, Standards and Qualifications Initiatives 

Stimulated by annual growth in the volume of ICT certifications and certification providers, 
the ICT certification landscape in Europe has been the subject of on-going investigation for 
much of the past decade. Several significant European-wide initiatives have been launched 
with a view to promoting understanding of this market and increasing mobility and 
transparency of the certifications offered by providers. Similarly, initiatives have been 
launched in Japan, India, the US and other countries. To date, several European initiatives, 
such as άICT Certification in Europeέ and άICT Certification in Actionέ have focused on 
industry-based certifications which are oriented towards role specific task proficiency. On 
the other hand, initiatives such as the development of a qualification framework for the 
EHEA, NQFs and the EQF promote greater transparency of the broader university type 
qualifications, which workshop discussions have revealed to be the more typical entry 
paths to the ICT profession in recent years. This section provides an analysis of those 
initiatives, identifying key issues across the initiatives discussed, challenges/ limitations/ 
barrier to success, and key lessons learned. 

5.3.1 Issue 1 - Partnership approach  

Both academic degrees provided by universities/technological institutions and industry 
ōŀǎŜŘ ŎŜǊǘƛŦƛŎŀǘƛƻƴǎ ǇǊƻǾƛŘŜŘ ōȅ L/¢ ǾŜƴŘƻǊǎ ŀǊŜ ǘȅǇƛŎŀƭ ŀǎǇŜŎǘǎ ƻŦ ŀƴ L/¢ ǇǊƻŦŜǎǎƛƻƴŀƭΩǎ 
ŎŀǊŜŜǊΦ IƻǿŜǾŜǊΣ ƳǳŎƘ ƻŦ ǘƘŜ ŜŀǊƭƛŜǊ ƛƴƛǘƛŀǘƛǾŜǎ ǊŜǇƻǊǘŜŘ ǘƘŜ ŜȄƛǎǘŜƴŎŜ ƻŦ άǇŀǊŀƭƭŜƭ 
ǳƴƛǾŜǊǎŜǎέ between educational institutions and market providers. Industry certification 
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ǇǊƻǾƛŘŜǊǎ ǿŜǊŜ ǊŜƎŀǊŘŜŘ ŀǎ ŘŜǾŜƭƻǇƛƴƎ ǎƪƛƭƭǎ ŀƴŘ ǇǊƻŘǳŎǘ άŀōƛƭƛǘȅέΣ ǿƘƛƭŜ ǘǊŀŘƛǘƛƻƴŀƭ 
education providers were focused on developing education and underlying theory. 
Similarly, Weiss et al (2009) pointed out that industry based certifications are more focused 
ƻƴ ǘƘŜ άƧƻō ǇŜǊǎǇŜŎǘƛǾŜέΣ ǿƘƛƭŜ ŜŘǳŎŀǘƛƻƴ ǇƭŀŎŜǎ ƎǊŜŀǘŜǊ ŜƳǇƘŀǎƛǎ ƻƴ ƛƴŘƛǾƛŘǳŀƭ 
characteristics and traits or competencies. Several reports emphasised the need for the 
learner to become more central to the credentialing system. Factors critical to the success 
of such a system include a partnership approach between industry, education and other 
groupings. The value of such an approach lies in bridging the gaps between the knowledge 
and skills required from an academic, specific occupation and employability perspective 
and would promote lifelong learning where education, training and certifications are 
Ƴǳǘǳŀƭƭȅ ǎǳǇǇƻǊǘƛǾŜ ŎƻƳǇƻƴŜƴǘǎ ƻŦ ŀƴ L/¢ ǇǊƻŦŜǎǎƛƻƴŀƭΩǎ ŎŀǊŜŜǊ ŘŜǾŜƭƻǇƳŜƴǘΦ {ƻme 
successes or steps towards this partnership approach are evident: 

 The European e-Skills Association (EeSA), which is an umbrella organisation of 
members including associations, companies, academic institutions, public entities, 
individuals, SMEs and other stakeholders, supports e-skills development and digital 
literacy. It builds on European Commission recommendations on e-skills through 
cooperation between partner organisations across the EU.   

 With the development of national qualification frameworks and their linkage to the 
EQF, both industry certifications and academic degrees can be mapped to a 
common reference point or framework, thereby increasing transparency and 
comprehension. 

 ! άcoalescence of universesέ is evident in the universities of some member states, 
where vendor qualifications are provided. For example, the Microsoft IT Academy 
programme in Germany and SAP University Alliance in Germany. ENISA (2007) also 
highlights how some certification bodies have academic relations programmes, 
providing professors with materials for use in their teaching.  

5.3.1.1 Partnership approach barriers  

Building partnerships between industry and academia are met with political and academic 
resistance in some member states. The industry-university alliances are typically evident in 
ƳƻǊŜ άƛƴŘǳǎǘǊȅ ƻǊƛŜƴǘŜŘ ƛƴǎǘƛǘǳǘƛƻƴǎέ ŀƴŘ ƛƴ newer universities, where the ability to offer 
courses by leading vendors may be regarded as a means to build university credibility. 
More traditional universities tend not to embrace such initiatives as readily and focus on 
building graduate knowledge that enables students to adapt to several technologies as 
opposed to those of specific vendors. Similarly, more research oriented institutions are less 
inclined towards teaching the application of specific vendor technologies. The motivations 
for such partnership approaches are also worthy of examination from the respect of do 
they contribute to a more transparent certification market or are they merely stimulated 
by vendor financial motives?  

Confidence in the mapping of certifications to a qualifications framework is reliant on the 
truthful representation of multiple different vendors. With the increased market size and 
growing numbers of new market vendors, determining the reliability of certification 
mapping is complex. 

5.3.1.2 Partnership approach lessons learned.  

It is evident that there is still some way to go to see wider visibility of a partnership 
approach between industry certification providers and academia. The evidence that these 
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partnerships can often be used to build credibility could perhaps suggest that partnerships 
are more valuable for institutions earlier in their lifecycle, with maturing institutions able to 
set their own agenda. The existence of umbrella organisations like EeSA does however 
offer opportunities for information exchange and potential for enhancing the relationship 
between industry and academia over time.  

5.3.2 Issue 2 - Developing harmonised certification schemes  

Talks and efforts at creating a European harmonised certification scheme for ICT 
professionals stemmed from the CEPIS Harmonise project. An approach allowing cross-
referencing and co-existence of different schemes and ability to combine content of 
different providers was viewed as an important goal in improving learning opportunities. 
/9tL{Ωǎ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ 9¦/Lt, which recognises competencies acquired from any course 
and promoting integration of third-party products content into a transparent qualification, 
was a contribution in this respect. 

5.3.2.1 Harmonised Certification Scheme Barriers  

Barriers to the success of any such schemes include: 

 A need to reflect national market characteristics including attitudes, culture, 
regulation, structure etc. An important point of consideration here is the Anglo-
Saxon divide. In the UK for example, emphasis is placed on professional bodies and 
ǉǳŀƭƛŦƛŎŀǘƛƻƴǎ ōŀǎŜŘ ƻƴ ŜŘǳŎŀǘƛƻƴ ŀƴŘ ŜȄǇŜǊƛŜƴŎŜΤ ǿƘƛƭŜ ǘƘŜ άŎƻƴǘƛƴŜƴǘŀƭέ 9ǳǊƻǇŜ 
approach is dominated by academic and state bodies that control formal, 
theoretical education. A further consideration is the fragmentation of education and 
training responsibilities to sub country level in some EU states. Different bodies also 
address certification issues from different angles; for example professional 
engineering societies may emphasize the types of competencies developed in 
courses, while other professional societies may place greater focus on interviewing 
individuals to determine their competencies and experience.  

 ! Ǿƛǎƛƻƴ ŦƻǊ άŀ ƳŀǊƪŜǘ ŘǊƛǾŜƴ ŀǇǇǊƻŀŎƘέ ƻŦŦŜǊƛƴƎ ŀ άǿƛƴ-ǿƛƴέ ǎƛǘǳŀǘƛƻƴ ǿƘŜǊŜ ǘƘŜ 
goals of multiple stakeholders such as industry vendors, practitioners, and 
professional institutions are met.  

 Achieving the support of the major ICT vendors and professional associations, 
building networks of collaborative relationships and striving for a non-competitive 
market space, in a growing market where ICT vendors compete for higher revenues. 

5.3.2.2 Harmonised Certification Scheme Lessons Learned 

One of the key success factors in developing a harmonised certification scheme was its 
separation from market influences and business interests. In reality, this is not readily 
feasible. In an increasingly competitive climate, the business interests of the key ICT 
vendors cannot be side-lined; and while they may cooperate in such initiatives and round 
table discussions, their pǊƛƳŀǊȅ ƻōƭƛƎŀǘƛƻƴ ǿƛƭƭ ǳƴŘƻǳōǘŜŘƭȅ ƭƛŜ ǿƛǘƘ ǘƘŜƛǊ ŎƻƳǇŀƴȅΩǎ 
success and attempts to increase their market share. This is even truer in the current global 
financial climate.   

/9tL{Ωǎ ǊŜǎŜŀǊŎƘ ǘƻ ŘŀǘŜ ǎǳƎƎŜǎǘǎ ǘƘŀǘ ŀǘ ǇǊŜǎŜƴǘΣ ǘƘŜ ƛŘŜŀ ƻŦ ŀƴ ƻǾŜǊǊƛŘƛƴƎ ƘŀǊƳonised 
certification is not welcome within member states. Many member societies have their own 
programmes for example, which stimulates an element of resistance towards such 
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ǎŎƘŜƳŜǎΦ /9tL{ ƘŀǾŜ ǘƘŜǊŜŦƻǊŜ ŀŘƻǇǘŜŘ ŀ 9ǳǊƻǇŜŀƴ άmake things localέ ŀǇǇǊƻŀŎƘΣ ǿƛǘh a 
view of facilitating member agreement on what certifications should look like in general, 
and then implementing their own within their member states. This would support for 
example a certification programme in one member state being recognised in another. 

5.3.3 Issue 3 - Common framework  

An approach to certification which is based on a Europe wide skills/qualifications meta 
framework is discussed in several of the European initiatives. For example, the Harmonise 
project called for a framework for recognising, integrating and combining credits of 
different certification providers. Significant moves have been taken in this respect 
including: 

 The development of the EQF to which national qualification frameworks can map.  

 On-going development of NQFs across 31 European countries.  

 The development and maintenance of the e-CF. 

 The proposed methodology for mapping vendor certifications against the e-CF, 
enabling assertion of the particular level of competence a certification maps to.  

 Selected vendor initiatives to map their certifications to existing frameworks, e.g. 
aƛŎǊƻǎƻŦǘΩǎ ƳŀǇǇƛƴƎ ǘƻ ǘƘŜ 9vC ŀƴŘ ŎƻƳƳŜƴŎŜƳŜƴǘ ƻŦ ƳŀǇǇƛƴƎ ǘƻ ǘƘŜ Ŝ-CF. 
Similarly vendor commitment in workshops to map all 74 certifications of CompTIAs 
roadmap to the e-CF.  

The value of these approaches would be to alleviate some of the complexities in individuals 
selecting a certification product best suited to their developmental needs. They would 
facilitate comparability of e-certifications and for organisations would for example improve 
the transparency of the recruitment process through acting as the basis for a comparator 
of knowledge. 

5.3.3.1 Common Framework Barriers  

The ability to map certifications to such frameworks would represent a progressive step in 
understanding the EU certification landscape; however there are certain barriers to its 
success.  

 Stimulating adoption of the mapping methodology to the e-CF and promotion of the 
value of so doing requires significant effort led by the EU. Enticement to vendors to 
map their certifications to the e-CF is a considerable challenge. A potential 
motivator is perhaps demonstrating links with the European e-job profiles project. 
¢ƘŜ ŎǳǊǊŜƴǘ άL/¢ /ŜǊǘƛŦƛŎŀǘƛƻƴ ƛƴ !Ŏǘƛƻƴέ ǇǊƻƧŜŎǘ Ƙŀǎ ǘŀƪŜƴ ǎǘŜǇǎ ƛƴ ǘƘƛǎ ǊŜǎǇŜŎǘΦ 
Vendor buy-in is critical as it would be infeasible to maintain information on 
certifications in some form of central portal without the involvement of the key 
certification providers.  

 While it is recognised that the mapping of certifications to the framework would 
need to be self-regulating, it poses questions regarding the transparency and 
consistency of the mapping process by different vendors.  

 The existence of other frameworks, for example SFIA, poses a further challenge to 
the e-CF being adopted as a common framework.  
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5.3.3.2 Common Framework Lessons Learned 

Mapping to a common established framework requires a clear articulation of the value 
paradigm for stakeholders in mapping their certifications consistently. Some of the 
certification initiatives completed to date have not followed through on some of their 
developments/ recommendations. The best means to ensure that such initiatives are built 
on is to promote the value of such developments/recommendations from the perspectives 
of all stakeholders: EU, vendor, organisation, practitioner etc. In promoting the value 
dimensions, alignment of certifications with frameworks such as the e-CF has greater 
ǇƻǘŜƴǘƛŀƭ ǘƻ ōŜŎƻƳŜ ǎƻƳŜǘƘƛƴƎ ǎǘŀƪŜƘƻƭŘŜǊǎ άǿŀƴǘ ǘƻ ŘƻέΦ  

5.3.4 Issue 4 - Stakeholder viewpoint of certifications  

Certifications represent different things to different stakeholders at different phases of a 
ǇǊƻŦŜǎǎƛƻƴŀƭΩǎ ŎŀǊŜŜǊΦ CƻǊ ǾŜƴŘƻǊǎ ǘƘŜȅ ǊŜǇǊŜǎŜƴǘ ŀ ǎǳǇǇƻǊǘƛƴƎ ǘƻƻƭ ƛƴ ƎŜƴŜǊŀǘƛƴƎ ǊŜǾŜƴǳŜ 
stream; for individuals, they typically represent credentials of value in furthering 
professional development; while for employers they represent evidence of what an 
ŜƳǇƭƻȅŜŜ άŎŀƴ Řƻέ ǳǎƛƴƎ ǎǇŜŎƛŦƛŎ ǾŜƴŘƻǊ ǘŜŎƘƴƻƭƻƎƛŜǎ ǳǎǳŀƭƭȅ ŀ ƴǳƳōŜǊ ƻŦ ȅŜŀǊǎ ƛƴǘƻ ǘƘŜƛǊ 
employment. CEN (2009) revealed that ICT specialists place greater value on independent 
certifications, whereby their professional profile is more widely recognised in the labour 
market. Vendor dependent certifications are more valued by third party specialists as they 
better qualify their offerings to the end customer. 

Workshop discussions revealed that a further issue impacting stakeholder viewpoints is 
certification relevance with respect to the skills they provide. Specific ICT skills are 
relatively easily measured in an assessment process; however determining how well 
individuals can actually apply certain skills to, for example, manage and lead project teams 
is more difficult to assess. The industry based certification market is heavily oriented 
towards ICT practitioner skills focused on more technical capabilities for specifying, 
designing, developing, installing, operating, supporting, maintaining, managing, evaluating, 
and researching ICT systems. The more strategic and innovation29 oriented e-business or e-
leadership skills tend not to be as heavily emphasised, which suggests that the breadth of 
work associated with ICT roles is not fully addressed. How such capabilities are developed 
within organisations needs greater emphasis.  

5.3.5 Issue 5 - Standards 

Most initiatives to date have emphasised the importance of standards in working towards a 
more harmonised certification market. Quality standards and accreditation play a critical 
role in ensuring certification systems comparability and transparency, and in promoting 
their national and international acceptance. However, such transparency is difficult to 
ensure. 

                                                           

29
 ¢ƘŜ 9ǳǊƻǇŜŀƴ /ƻƳƳƛǎǎƛƻƴΩǎ LƴƴƻǾŀǘƛƻƴ ¦ƴƛƻƴ {ŎƻǊŜōƻŀǊŘ ǊŜǾŜŀƭǎ ǘƘŀǘ ƛƴƴƻǾŀǘƛƻƴ ǇŜǊŦƻǊmance in the EU27 

lags well behind that of the US and Japan, but has a strong lead on the BRIC countries of Brazil, Russia, India and 
China (European Commission, 2011).   
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5.3.5.1 Standards Barriers  

Barriers to quality standards that promote certification comparability and transparency 
include: 

 Countries differ with respect to legal initiatives, regulations, and accreditation 
measures. In some cases, quality criteria for different parts of the certification 
system, e.g. examination and testing, learning materials, applying quality standards 
etc. also differ within and between countries. While this may not be evident with 
respect to leading certification vendors who apply standard procedures globally, it 
was one of the significant findings from the Harmonise study. 

 As outlined in the Harmonise study, there is no coherent definition of the terms 
άǉǳŀƭƛǘȅέ ŀƴŘ άǉǳŀƭƛǘȅ ǎǘŀƴŘŀǊŘέΦ bǳƳŜǊƻǳǎ ǉǳŀƭƛǘȅ ǎǘŀƴŘŀǊŘǎ ŜȄƛǎǘ ǘƘŀǘ ŘƛŦŦŜǊ ƛƴ 
various respects. While standards such as the ISO/IEC 17024 strive to be globally 
accepted certification benchmarks, the number of certifications conforming to such 
standards is difficult to assess.  

 Barriers to the popularity of the current IP3 scheme by IFIP include the fact that it is 
regarded as being too prescriptive and does not recognise local standards. 

5.3.5.2 Standards Lessons Learned 

The desktop research revealed several standards related to ICT certification. Issues 
ǇŜǊǘŀƛƴƛƴƎ ǘƻ LCLtΩǎ Ltо ǎŎƘŜƳŜ, as outlined above, suggest that recognition of local 
standards is an important requirement. One possible approach to ensuring greater 
transparency would be an overarching standards framework to act as a reference point for 
the common elements of the various standards. 

5.3.6 Final Thoughts on Cert ification, Standards and Qualifications  

The certification initiatives thus far have resulted in a detailed documentation of the 
certification landscape in Europe. Such increased understanding of the market is central to 
determining the strategy for achieving a more transparent market, where academic and 
industry based credentials are mutually acknowledged as building/ key aspects of a 
professionals career; where the competencies developed by the offerings of different 
vendor providers, and between academic institutions and vendor providers are 
comparable; and where portability of certifications across organisations and national 
boundaries is facilitated. Significant progress has been made over the past decade: 

 The industry has witnessed a move from the distinct and parallel universes of 
academia and industry towards a coalescence of those universes. While this 
coalescence has not been fully achieved or even embraced by all stakeholders, 
there is nonetheless widespread recognition that formal education qualifications, 
ǘǊŀƛƴƛƴƎ ŀƴŘ ŎŜǊǘƛŦƛŎŀǘƛƻƴǎ ŀǊŜ Ǿƛǘŀƭ ŎƻƳǇƻƴŜƴǘǎ ƻŦ ŀƴ ƛƴŘƛǾƛŘǳŀƭǎΩ ŎŀǊŜŜǊ 
development path. A firm understanding of the importance of convergence and 
collaboration has been established. 

 Initiatives pertaining to common frameworks have been pivotal in the latter half of 
the past decade. Of particular success is the commitment of 31 European countries, 
including all of the EU27 to develop NQFs that map to the EQF. This will facilitate 
greater comparability and portability of the qualifications of all EU countries. The 
further development of the e-CF and the current initiative to encourage industry 
certification vendors to position their certifications against the e-CF and thereby the 
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EQF is a significant development. The fact that some leading market vendors, such 
as Microsoft and Cisco, are committed to this process will be an important step in 
ƭŜŀŘƛƴƎ ǘƘŜ ǿŀȅ ŦƻǊ ƻǘƘŜǊ ǾŜƴŘƻǊǎ ǘƻ άfollow suitέ ƛƴ ǇƻǎƛǘƛƻƴƛƴƎ ǘƘŜƛǊ ŎŜǊǘƛŦƛŎŀǘƛƻƴ 
products.  

Despite these successes, it remains early days in achieving a transparent market that has 
co-operation of all major stakeholders. Analysis of the initiatives to date suggests that the 
value paradigm of the various initiatives may not be articulated at an appropriate level or 
understood by the various stakeholders. This is suggested by the fact that while there has 
been continuous progression on examining certification landscapes, developments and 
recommendations coming from some of the initiatives have not been followed through.  

5.4 Analysis of Ethics Initiatives 

Ethical behaviour is a central principle in many professions, and is regarded as a defining 
aspect of some. Demonstrating adherence to principles of ethical conduct serves to 
ƛƴŎǊŜŀǎŜ ǇǳōƭƛŎ ŀǿŀǊŜƴŜǎǎ ƻŦ ŀ ǇǊƻŦŜǎǎƛƻƴŀƭΩǎ ōŜƘŀǾƛƻǳǊΣ ŜǎǘŀōƭƛǎƘ ōƻǳƴŘŀǊƛŜǎ ƻŦ 
relationships between the professional and society, and ultimately improve the 
ǇǊƻŦŜǎǎƛƻƴǎΩ ǊŜǇǳǘŀǘƛƻƴΦ 5ǳŜ ǘƻ ƻƴ-going developments in ICT and their pervasive impacts 
on all areas of society, incorporating ethics into any framework for ICT professionalism is 
important. The significance of ethics in ICT is emphasised by on going research initiatives by 
leading professional bodies such as IFIP and CEPIS in this area. This section provides an 
analysis of those initiatives, identifying key issues pertaining to ethics in the ICT profession, 
challenges/limitations/barrier to success, and key lessons learned. 

5.4.1 Issue 1 - Universal Code for the ICT Profession  

National computing societies have developed Codes of Ethics/Conduct that attempt to 
effectively regulate the profesǎƛƻƴΩǎ ŀŎǘƛǾƛǘƛŜǎ ŀƴŘ ǊŜƭŀǘƛƻƴǎƘƛǇǎ ǿƛǘƘ ŜȄǘŜǊƴŀƭ ŀƴŘ ƛƴǘŜǊƴŀƭ 
stakeholders. Similarly many organisations have developed self-regulatory ethical 
frameworks. Previous initiatives revealed that the content of such Codes of Ethics/Conduct, 
their enforcement mechanisms, and their legal application vary across national boundaries. 
Attempts to overcome this divergence through developing a single, consistent and 
universal code for the ICT profession revealed that such an approach was not feasible.  

5.4.1.1 Universal Code Barriers  

Ethical environments differ worldwide due to cultural distinctions across national 
boundaries. Tradition, culture, values, politics, ethical decision rationales, established rules 
and laws, social characteristics and ethics statuses vary. As outlined in the desktop 
research, differences are particularly evident between western societies and those of East 
Asia, e.g. China and Japan, in their views and approaches to ethics. This inhibits the ability 
to develop a worldwide Code of Ethics for the ICT profession that is applicable to all.  

5.4.1.2 Universal Code Lessons Learned 

Cultural distinctions across national boundaries need to be reflected in national computer 
ǎƻŎƛŜǘȅ ŎƻŘŜǎΦ ¢Ƙƛǎ ƛǎ ƴŜŎŜǎǎŀǊȅ ǘƻ ŦŀŎƛƭƛǘŀǘŜ ŀŎŎŜǇǘŀƴŎŜ ŀƴŘ ōǳȅ ƛƴ ǘƻ ǘƘŜ ŎƻŘŜǎΩ ǾŀƭǳŜǎ ŀƴŘ 
adherence by members. Therefore, Codes of Ethics/Conduct should be developed within 
the national computer societies through a democratic process involving consultation and 
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feedback. The establishment of ethics committees may facilitate this development, and 
subsequent update and evaluation.   

Development of national computer society codes should refer to global recommendations 
on code development. A useful reference point in this respect is IFIPΩs criteria and 
procedures, as outlined in the next section. While this would provide national computer 
societies with the flexibility to develop codes that incorporate organisational and cultural 
differences, it would also ensure that those developing the code reflect on a standard 
checklist of elements for inclusion.  

5.4.2 Issue 2 - Topics for Inclusion  in Ethical Codes 

Ethics initiatives to date have resulted in a comprehensive list of elements that should be 
included in Codes of Ethics/Conduct. Significant work has been done by IFIP in analysing 
the content of existing codes, resulting in recommendations on their content, and criteria 
and procedures for developing them. Comparison between the Toronto Resolutions 12 key 
ŜƭŜƳŜƴǘǎΣ ǘƘŜ /9LΩǎ мл ŎƻƳƳŀƴŘƳŜƴǘǎ ƻŦ ŎƻƳǇǳǘŜǊ ŜǘƘƛŎǎΣ ŀƴŘ LCLtΩǎ ǊŜŎƻƳƳŜƴŘŀǘƛƻƴǎ ƻƴ 
the content of such codes revealed an overlap in many general areas, for example respect 
ŦƻǊ ƻǘƘŜǊǎΣ ŎƻƴǎƛŘŜǊŀǘƛƻƴ ƻŦ ǎƻŎƛŀƭ ŎƻƴǎŜǉǳŜƴŎŜǎΣ ŀǾƻƛŘŀƴŎŜ ƻŦ ƘŀǊƳ ŜǘŎΦ ¢ƘŜ /9LΩǎ мл 
commandments are an example of how consensus can be reached by multi-disciplined, 
multi-cultural, cross-generational and international backgrounds. It is nonetheless 
appreciated that these commandments represent high level general moral principles. 
Achieving consensus on the content of Codes of Conduct is more difficult as they typically 
emanate from the national context, thereby impacting transferability due to contextual 
differences. 

The list of elements compiled by IFIP in its various monographs provides a comprehensive 
framework of principles and set of guidelines for organisations/national societies 
developing their own ethical codes and serves as a basis of comparison and evaluation. 
They extend the issues typically addressed in Codes of Ethics/Conduct to include more 
computer specific ethical issues, issues pertaining to Internet governance, and issues 
identified through other forums of discussion. IFIPs criteria and procedures for developing 
Codes of Ethics/Conduct are a reference point for this project in terms of the ethical 
component in the ICT professionalism framework. However, it is noted that this checklist of 
consensus elements requires on-going revision due to the fast pace of technological change 
and possible resultant ethical considerations.  

5.4.3 Issue 3 - Sanctions 

Despite the development of Codes of Ethics/Conduct, the issue of establishing sanctions 
and enforcing those codes in practice has resulted in some criticism. Further, previous 
studies revealed that infringement, complaint and redress procedures vary across national 
contexts. Without necessary enforcement mechanisms, the various codes may result in just 
ǇŀȅƛƴƎ άlip service to self-regulationέ ǿƛǘƘƻǳǘ ƘŀǾƛƴƎ ŀƴȅ ǊŜŀƭ ƛƳǇŀŎǘ ƻƴ ǘƘŜ ŜǘƘƛŎŀƭ ŎƻƴŘǳŎǘ 
of individuals. 

5.4.3.1 Sanctions Barriers  

Barriers to establishing sanctions and enforcing Codes of Ethics/Conduct include the 
following: 
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 At present professional ICT society members are held accountable through the 
ǎƻŎƛŜǘȅΩǎ ŘƛǎŎƛǇƭƛƴŀǊȅ ǇǊƻŎŜŘǳǊŜǎΦ IƻǿŜǾŜǊΣ Ƴŀƴȅ ƛƴŘƛǾƛŘǳŀƭǎ ǿƻǊƪƛƴƎ ƛƴ ǘƘŜ L/¢ 
domain are not members of their national computer society. Breaches to such 
codes do not have the force of impact held in professions such as medicine or law, 
where gross misconduct results in relinquishing the right to practice. In ICT 
however, despite misconduct, individuals can still practice their profession outside 
of the ICT member society. 

 Many individuals belong to more than one organisation/society, resulting in 
difficulties in determining how to act in situations where the codes of the various 
bodies are not aligned. 

 Difficulties exist in establishing and implementing enforcement procedures that do 
not have a legislative basis.  

5.4.3.2 Sanctions Lessons Learned 

The issue of ensuring ethical conduct within the ICT profession is an important point of 
reflection. In considering this, it is important to note that the implementation of legislation 
in some areas, for example pertaining to protection of personal data, was a successful and 
necessary initiative. Because adhering to high ethical standards is and will be a key 
requirement of individuals working within the ICT profession, addressing the issue of ethics 
and accountability will need to form an important component of our framework.  

5.4.4 Final Thoughts  on Ethics Initiatives  

In many respect, a universal code specifying principles of ethical behaviour that all ICT 
professionals are required to sign and abide by would resolve many of the issues associated 
with incorporating the ethics pillar within the European framework for ICT professionalism. 
¢ƘŜ L/¢ ǇǊƻŦŜǎǎƛƻƴŀƭǎΩ ŎƻƳƳƛǘƳŜƴǘ ǘƻ ŀƴ 9ǘƘƛŎǎ ǎǘŀƴŘŀǊŘ ŎƻǳƭŘ ōŜ ŘŜƳƻƴǎǘǊŀǘŜŘ ōȅ 
assessing their professional practice against an agreed Code of Ethics/Conduct. However, 
we know from previous research that such a universal code is not feasible. Developing 
individual Codes of Ethics within the national computer societies that follow a standard set 
of criteria and procedures for their development is one step. However, a considerable 
challenge is the issue of accountability, particularly where individuals are not members of 
their national computer society, and alignment of different codes where a number are 
adhered to. Consistency in sanctions and disciplinary procedures for breaches of Codes and 
various degrees of misconduct is a further issue. It is understood that any 
recommendations from this report needs to be general enough to encompass the various 
Ethics Codes, guidelines and laws in force. 

5.5 Analysis of CIO / ICT Manager Training  

The requirement for training  for ICT professionals operating near or at CIO level is 
reflected in the increasing demand for places on part-time postgraduate programmes.  This 
reflects the maturing of the profession and the realisation that to operate as a senior ICT 
manager within any organisation requires a much broader set of skills other than technical.  
The lack of formally defined professional and educational requirements for those operating 
at senior ICT management levels has meant these roles have been open to specialists from 
other disciplines.  This in itself is not necessarily a problem.  However, it has identified a 
lack of the necessary business and management skills in those progressing up through the 
more established technology focused career paths.  Thus further highlighting the point that 
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something needs to be done to help expand ICT profressionals skill sets.   It is not the first 
ǘƛƳŜ ǘƘŀǘ ŀ ǇǊƻŦŜǎǎƛƻƴΩǎ ƳŜƳōŜǊǎ ƘŀǾŜ ŦƻǳƴŘ ǘƘŜƳǎŜƭves lacking the necessary skills when 
operating at higher levels of management. 

In the early 20th century the MBA programmes set up at Tuck, Dartmouth and Harvard 
Universities were established to help engineers, scientists, and specailists in general who 
lacked business and management experience develop their skills and understanding to a 
point where they could operate effectively at a senior management / boardroom level. This 
was a model for education that certainly gained popularity within the US, and then globally. 

The delivery of the MBA may have changed with time, however, the basic areas on which it 
strives to improve an individuals capability have largely stayed the same: accounting, 
economics, entrepreneurship, finance, international business, management science, 
marketing, operations management, organisational behavior, project management, real 
estate, and strategy. 

Over time the format of the MBA has been influential in the development of other 
postgraduate programmes for non-business and management specialists.  Many 
universities now incǊŜŀǎƛƴƎƭȅ ƻŦŦŜǊ ƻǘƘŜǊ ƳŀǎǘŜǊΩǎ ǇǊƻƎǊŀƳƳŜǎ όa{ŎΣ a9ƴƎΣ a!ύ ǘƘŀǘ 
provide a balance between business and management and advanced specialised topics for 
the specialists being catered to.  This works well, as the business environment becomes 
more complex and dynamic, those moving into senior management positions need to 
develop business and management understanding, but also continue to build on their core 
ǎǇŜŎƛŀƭƛǎǘ ƪƴƻǿƭŜŘƎŜΣ ŜǾŜƴ ǘƘƻǳƎƘ ƛǘΩǎ ŀǘ ŀ ƘƛƎƘ ƭŜǾŜƭΦ  ¢Ƙƛǎ ŎƻƴǘƛƴǳŜŘ ŦƻŎǳǎ ƻƴ ōǳƛƭŘƛƴƎ ǘƘŜ 
ǎǇŜŎƛŀƭƛǎǘΩǎ ŎƻǊŜ ƪƴƻǿƭŜŘƎŜ ǿŀǎ ƴƻǘ ǇŀǊǘ ƻŦ ǘƘŜ ƻǊƛƎƛƴŀƭ a.!Ωǎ ƛƴǘŜƴǘƛƻƴΦ 

However, as in the case of most of the university programmes reviewed in section 4.5 it is 
evident that the programmes are being developed to build business and management 
knowledge, whilst continuing to build specialist knowledge around core ICT themes and 
concepts.  This approach is demand-driven in that universities and education providers are 
responding to pressure from industry partners and local governments to provide vocational 
programmes.  It is also worth noting though that the development cycle for postgraduate 
programmes can be slow, with most masters programmes taking anywhere between 18-36 
months to develop.  This can have a significant impact of the currency of a programme in a 
fast-moving, dynamic business environment. 

Through improvements in technology (faster and more accessible broadband, virtual 
learning environments (VLEs) etc.,) access to programmes has never been easier, with 
many programmes now accepting students for distance learning via VLEs.  However, there 
are still some issues that need to be addressed if CIO / ICT managers are to fully embrace 
the need for education in order to improve their performance in their respective roles. 

The key issues identified below are not in any order of priority.  It is important to note that 
the issues identified here largely reflect the guidelines as identified in the European e-
Competence Curricula Development Guidelines Report (2011). 

5.5.1 Issue 1 - Incentivising Participation  

The US Government has taken the step of passing into legislation the requirement for CIOs 
to demonstrate a level of capability and professionalism around specific knowledge bases.  
How would an approach like this work within an EU context?  Certainly the immediate 
benefit would be to drive up education participation amongst CIOs and senior ICT 
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managers.  However, forcing CIOs to undergo mandatory training is no guarantee that the 
ƛƴŘƛǾƛŘǳŀƭΩǎ ƪƴƻǿƭŜŘƎŜ ŀƴŘ ŀōƛƭƛǘȅ ǿƛƭƭ ƛƳǇǊƻǾŜΦ 

It is a fact that demand driven courses will result in higher levels of attainment for the 
ǇŀǊǘƛŎƛǇŀƴǘ ǘƘŀƴ ƳŀƴŘŀǘƻǊȅ ŎƻǳǊǎŜǎΣ ǿƘƛŎƘ ǘŜƴŘ ǘƻ ōŜ ǎŜŜƴ ŀǎ ΨōƻȄ-ǘƛŎƪƛƴƎΩ ŜǾŜƴǘǎ ōȅ ǘƘŜ 
participants. 

Therefore, if CIOs are to support any form of role-specific training, they need to be 
convinced first as to its relevance to them, and their respective organisations.   As seen 
with those universities beginning to provide ICT management course and programmes their 
relevance, and to a large degree success, is assured by engaging with their respective target 
groups at the course and programme design stage.  This demand-driven approach helps 
ensure the course remains pertinent to the target group.  However, many programme 
providers are still developing their courses without consultation.  In effect, this is 
amounting to nothing more than a re-branding of older material to attract a newer 
audience. 

5.5.2 Issue 2 - Defining the level for training  

As a CIO, or potential CIO, what level of training should be expected? As outlined in Issue 1 
there is potential for high levels of inconsistency to develop between courses and 
programmes around quality of delivery and content, and relevance of content.  Once again 
many universities are demonstrating a level of consistency between themselves in terms of 
content, relevance, and quality.  However, this is left up to the universities and accrediting 
bodies such as AMBA, EQUIS, and various other professional bodies to regulate.  The issue 
here is that these accrediting bodies are not assessing the courses and programmes against 
a specific role type (CIO) but against the professional bodiesΩ education requirements for its 
members, which in turn may cater to a wider group of professionals.   

Therefore, there is a real and identifiable need to assess courses and programmes around 
the educational requirement of a CIO / senior ICT manager.  For this two things are needed: 

1. An agreed Demand-driven CIO specific syllabus. 
2. A means of ratifying and accrediting CIO relevant courses and programmes. 

5.5.3 Issue 3 - Ratifying and Accrediting CIO / ICT Managem ent Training  

How do we ensure the training provided for CIOs and senior ICT managers is maintained at 
a consistent quality across the EU?  As highlighted in section 5.5.2 in order to ensure 
relevance of training at an EU level there needs to be some mechanism to assess and ratify 
courses and programmes being offered.  This is important as by doing so facilitates a 
clearer understanding around qualifications, and the expected educational level attached 
to the qualification.  This is necessary if the relevance of education and training is to be 
easily assessed between EU Member States, thus improving professional mobility. 

At present there are no accrediting bodies currently engaged in assessing and ratifying 
courses and programmes from a CIO perspective within the EU.  The formation of such a 
body would help formalise the importance of CIO specific education and training.  
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5.5.4 Issue 4 - Financial Support  

How can we lower the cost barrier to increase the up-take by SME CIOs / ICT managers?  
And is the cost actually seen as a barrier?  If more CIOs and senior ICT managers are to be 
encouraged to take up more role-specific education then the cost to the individual and 
sponsoring company needs to be considered in terms of financial cost and time 
commitment.  This is particularly relevant considering that over 97% of businesses within 
the EU are SMEs. 

It will be difficult to convince universities and commercial education providers to reduce 
their tuition fees, and there are doubts as to whether this is the best option.  It is accepted 
that additional education is required in order to more effectively enable the CIO in the 
modern organization.  However, it is not necessarily a prerequisite that this education and 
ǘǊŀƛƴƛƴƎ ǘŀƪŜ ǘƘŜ ŦƻǊƳ ƻŦ ŀ ǇƻǎǘƎǊŀŘǳŀǘŜ ƳŀǎǘŜǊΩǎ ŘŜƎǊŜŜΦ  Lt should also be remembered 
that the path to being a CIO can take many different directions, and the qualifications will 
be varied amongst those assuming the role.  Because of this many CIOs / senior ICT 
managers may not wish, nor need to complete a whole postgraduate degree programme. 

To that end other means for packaging the content needs to be considered.  A 
ŎƻƴǎƛŘŜǊŀǘƛƻƴ ǿƻǳƭŘ ōŜ ŜǎǘŀōƭƛǎƘƛƴƎ ŀ ǇǊƻƎǊŀƳƳŜ ǎƛƳƛƭŀǊ ǘƻ /a¦Ωǎ Federal CIO 
Certification Programme.  The content would need to be reviewed in line with a demand-
driven requirement by EU CIOs, but such a programme could allow CIOs to select courses 
that can be used to augment their existing education and qualifications.  This model would 
also allow the participant to develop their capability in a way that is not financially 
restrictive.  

5.5.5 Issue 5 - Lifelong Learning  

Traditionally, many universities and commercial education providers offered courses and 
programmes designed as stand-alone offerings. This is very common for courses offered at 
postgraduate level.  There are signs that this is changing, especially around vocational 
postgraduate programmes.  Many universities are beginning to offer Continuous 
Professional Development (CPD) programmes to their alumni.  This is proving very 
successful in encouraging alumni to re-engage in education and also in providing 
universities with an indicator of what the current and hopefully future demands for 
education will be. 

However, once again these CPD events vary in quality and substance, and are designed to 
relate to a wide audience.  The potential to develop and deliver CIO specific CPD training 
through this mechanism is very good.  However, before this can be effectively achieved 
CIOs need to be incentivised to attend.  This can be achieved through accrediting the CPD 
training as part of an overall accreditation programme. 

5.5.6 Final Thoughts on CIO / ICT Manager Training  

Certainly all indications are there that education providers are beginning to respond to 
industry in terms of providing relevant, vocational programmes.  However, the landscape 
of educational offerings is vast.  Universities, more so than commercial training providers, 
base their reputation on their ability to create and transfer unique knowledge.  In many 
cases this manifests itself in the development of what is perceived to be unique course and 
degree programmes.   
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Other, more established professions in the case of medicine, engineering (including 
computing and software engineering), law, accounting, and architecture to name a few 
have influenced the course and programmes being developed around their respective 
professions.  However, many of these professional bodies ratify and accredit courses and 
programmes based on admission to the professional institute, and not on any specific roles 
the student will be expected to carry out (with the possible exception of medicine)30. 

In order to drive some level of consistency across the programmes being offered there 
needs to be a body that can ratify and accredit training and education in terms of an ICT 
profession, and also in terms of CIO training requirements.  For the ICT profession the 
accreditation of courses will help drive clarity over qualifications obtained across different 
countries.  Certainly, a lot of work has been done at national levels in terms of ratifying and 
accrediting educational programmes by professional institutes such as the BCS, IEI, ICS, 
AFCET, etc., however, the emphasis here is really around ensuring the development of 
highly effective professional CIOs and senior ICT managers. 

Certainly, and so far, the US is leading in driving an accepted training programme for CIOs. 
However, that said, the requirement for training is based on legislation brought in to 
existence through the Clinger Cohen Act in 1996.  What is interesting is that for a legal 
requirement, the uptake by education providers in the US in offering specific courses has 
been low ς only 8 providers have been approved to deliver the US Government endorsed 
CIO Certificate.  This is because what is required by the Clinger Cohen Act is largely already 
ƛƴŎƭǳŘŜŘ ƛƴ Ƴƻǎǘ ǘŜŎƘƴƻƭƻƎȅ ŀƴŘ ōǳǎƛƴŜǎǎ ǊŜƭŀǘŜŘ aŀǎǘŜǊΩǎ ƭŜǾŜƭ ǇǊƻƎǊŀƳƳŜǎ, which many 
universities and colleges would traditionally see as the preferred mechanism for delivering 
further education.  However, as US education establishments also feel increasing financial 
pressure, due to raising costs, and a fall-off in the number of international students, some 
universities now see the provision of a non-degree programme as a potential feeder for 
ǘƘŜƛǊ ŜǎǘŀōƭƛǎƘŜŘ aŀǎǘŜǊΩǎ ǇǊƻƎǊŀƳƳŜǎ. 

Japan, India, and Australia have also recognised the need for ICT training.  However, their 
initiatives are based on starting to educate students at 1st level (primary).  Their 
programmes then continue on through 2nd and 3rd level education.  For these initiatives the 
focus is not on developing individuals for specific organizational roles, but on increasing the 
ICT literacy of the population overall.  To date there are no established initiatives within 
these regions that specifically focus on improving the competence and capability of CIO / 
ICT managers through the provision of dedicated training. 

Within the EU there are positive signs that CIO training is firmly now on the agenda of most 
of the top-level universities and commercial education providers.  However, development 
of training programmes is happening at a local / national level.  This undoubtedly will see 
the development of excellent training programmes, but without some form of ratification 
and accreditation body, quality and relevance of the programmes will vary significantly 
across the EU. 

                                                           

30
 The medical profession have professional exams that are run by the professional medical bodies 

for graduate medics.  These exams are role specific in terms of which branch of medicine the medic 
wishes to pursue. Successful completion of the exams qualifies the medic to practice at a consultant 
level. 
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6 ς  

Section 6.2 has a table of definitions collected from many of the source documents used in 
the desktop research. A significant portion of the work in this project is looking at the 
promotion of the concept of an ICT Professional. It is worthwhile examining the term and 
what it means.  

CEPIS has fostered the concept of ICT Professionalism among the many Members which it 
represents from across Europe and has an active and broadly supported ICT 
Professionalism task force dedicated to this activity. 

CEPIS developed an agreed definition of the term through an extensive consultative 
process which yielded a definition. This was in turn approved by the CEPIS Member 
SƻŎƛŜǘƛŜǎΩ ǇƻǇǳƭŀǘƛƻƴǎΦ ¢Ƙe definition is as follows: 

A professional is said to be professionally competent if he/she exhibits all of the following 
characteristics: 

Knowledge: of a common body of knowledge, supplemented by more specific 
knowledge and skills related to the area(s) of specialism 

Quality: commitment measured by adherence to quality standards (internal 
and/or external) 

Ethics: commitment displayed by demonstration of ethical professional 
practice against an agreed code of Ethics or code of conduct 

Accountability: the Professional takes personal responsibility for the quality and 
effectiveness of his/her work 

Experience: practical experience of the exercised competence  

Earns living: the ICT Professional obtains income from ICT related activities 

Given the widespread acceptance of the CEPIS definition by a number of professional 
bodies representing many thousands of practitioners, we used this definition on the project 
as our main working definition.  

As our research in this area has progressed, we have identified a number of areas where 
we believe the definition can be improved upon, and which we have documented below. 
We also understand that additional changes may be identified as we progress with 
interviews of key opinion leaders and follow-up interviews with survey participants. 

During Phase II, we would look to CEPIS to continue discussion with its Member Societies in 
order to validate the identified proposed changes. 
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6.1 Proposed Changes 

In recent years, there has been an increasing emphasis placed on the importance of 
generating value from the application of IT, and therein the work of ICT professionals31. 
Similarly, the growing number of practitioners involved in the Free and Open Software 
movement (FOSS) and the usage of this software in commercial (i.e. non-hobbyist) 
ŜƴǾƛǊƻƴƳŜƴǘǎ ǎǳƎƎŜǎǘǎ ǘƘŀǘ άŜŀǊƴƛƴƎ ŀ ƭƛǾƛƴƎέ ǎƘƻǳƭŘ ƴƻǘ ōŜ ŀ ǇǊŜ-requisite for being 
defined as an ICT professional. 

Reflecting these trends, we have proposed to amend the project working definition over 
the course of the project ς ǎǿƛǘŎƘƛƴƎ ǘƘŜ ŦƻŎǳǎ ŦǊƻƳ άŜŀǊƴƛƴƎ ŀ ƭƛǾƛƴƎέ ǘƻ άŘŜƭƛǾŜǊƛƴƎ ǾŀƭǳŜέΦ 
In most instances, practitioners would be financially remunerated for the value which they 
have contributed, but the nature and quantity of ǊŜƳǳƴŜǊŀǘƛƻƴ ǎƘƻǳƭŘ ƴƻǘ ŘƛŎǘŀǘŜ ƻƴŜΩǎ 
classification as a professional or otherwise. 

 
Figure 21: ACM Computing Curricula

32
 IS Professional 

From the desktop research that we have undertaken, there is a growing recognition of the 
importance to reflect a need to encompass practitioners outside of the traditional ICT 
operations environment. The diagram in Figure 21 shows the broad range of IS activities 
encompassing business, analysis, technology and communications skills ς all of which are 

                                                           

31 IT-CMF and VAL-IT are examples of the changed focus from cost towards the value 
generated by the function. 
32 http://www.acm.org/education/curricula/IS%202010%20ACM%20final.pdf page 8 

http://freeopensourcesoftware.org/index.php?title=Main_Page
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pertinent within the ICT domain. ICT practitioners may reside in any of the circles or any of 
the overlaps.  

Due to the complexity of the ICT area, few individuals can aspire to demonstrate depth of 
knowledge across all areas. Looking at other complex knowledge areas, we noted in 
particular the approach used in medicine. Here, end users can approach a general 
practitioner in the first instance and be referred to more specialist practitioners if required. 

Similarly, there is a need for ICT professionals who can provide a generalist service (e.g. 
supporting the broad range of basic services required by an SME) as well as ICT specialists 
(excelling in tackling extremely complex problems in, say, information security within a 
financial services environment). ICT needs its general practitioners and specialists just like 
medicine. This we see as perhaps being reflected in the concepts like breadth and depth of 
knowledge. 

To facilitate wider adoption of the definition, we also feel that it would be useful to amend 
the wording so as to make it more succinct but without changing the essence or meaning 
of the CEPIS definition. To this end, we have focused on including reference to the related 
artefacts or building blocks of an ICT professionalism -namely, knowledge bases; 
competences; certifications, qualifications and standards; and ethics. 

In addition to ascertaining if the professional societies around Europe can accept and 
validate these revisions, the proposed changes will be discussed at interview stage with 
individual CIOs during Phase 2. As a result of this work, we envisage delivering an improved 
definition, enjoying a level of acceptance similar to the current accepted CEPIS definition. 

6.2 Definitions 

Term Definition Source 

Accreditation Assessment of conformity of an object of interest with 
specific obligatory or voluntary standards. Process of 
accrediting an institution of vocational education or 
training, a programme of study, or a service, showing 
it has been approved by the relevant legislative and 
professional authorities by having met predetermined 
standards. 

"ICT Skills 
Certification in 
Europe Report" 2005 

ADM Architecture Development Methodology promoted in 
the TOGAF. 

 

Assessment The sum of methods and processes used to evaluate 
the attainments (knowledge, know-how, skills and 
competences) of an individual, and typically leading to 
certification. 

"ICT Skills 
Certification in 
Europe Report" 2005 
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Term Definition Source 

Body of 
Knowledge 
(BOK or BoK) 

is a term used to represent the complete set of 
concepts, terms and activities that make up a 
professional domain, as defined by the relevant 
professional association. 

While the term body of knowledge is also used to 
describe the document that defines that knowledge τ 
the body of knowledge itself is more than simply a 
collection of terms; a professional reading list; a 
library; a website or a collection of websites; a 
description of professional functions; or even a 
collection of information. It is the accepted ontology 
for a specific domain. 

Bodies of knowledge will typically contain knowledge 
on generally accepted good practice. 

Wikipedia 
24/May/11. 
 
 
 
 
 
 
 
 
 
 
 
PMBOK® 

Certificate/ 
diploma 

An official document, issued by an awarding body, 
which records the achievements of an individual 
following a standard assessment procedure. 

"ICT Skills 
Certification in 
Europe Report" 2005 

Certification 
(of skills and 
competences) 

Certification results from a voluntary evaluation 
ǇǊƻŎŜǎǎ ǿƘŜǊŜōȅ ŀƴ ƛƴŘƛǾƛŘǳŀƭΩǎ ƪƴƻǿƭŜŘƎŜ ŀƴŘκƻǊ 
skill in a particular area of interest are validated 
against a set of predetermined skills requirements e.g. 
skills standards by means of an objective assessment. 

"ICT Skills 
Certification in 
Europe Report" 2005 

Certification 
process 

The certification process comprises all activities by 
which a certification body establishes that a person 
fulfils specified competence requirements. 

"ICT Skills 
Certification in 
Europe Report" 2005 

Certification 
process 

All activities by which a certification body establishes 
that a person fulfils specified competence 
requirements, including application, evaluation, 
decision on certification, surveillance and 
recertification, use of certificates and logos/marks. 

"ICT Skills 
Certification in 
Europe Report" 2005 

Certification 
scheme 

Specific certification requirements related to specified 
categories of persons to which the same particular 
standards and rules, and the same procedures apply. 

"ICT Skills 
Certification in 
Europe Report" 2005 

Certification 
system 

Set of procedures and resources for carrying out the 
certification process as per a certification scheme, 
leading to the issue of a certificate of competence 
including maintenance. 

"ICT Skills 
Certification in 
Europe Report" 2005 
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Term Definition Source 

CIO Chief Information Officer 

The chief information officer (CIO), or information 
technology (IT) director, is a job title commonly given 
to the most senior executive in an enterprise 
responsible for the information technology and 
computer systems that support enterprise goals. 

A chief innovation officer or CIO is a person in a 
company who "originates new ideas but also 
recognizes innovative ideas generated by other 
people." 

http://en.wikipedia.org
/wiki/Chief_informatio
n_officer 

 

 

 

Heidrick & Struggles 
(Time Inc. website) 
"What Makes a 
Successful Chief 
Innovation Officer? 

Comparability The extent to which it is possible to establish 
equivalence between the level and content of formal 
qualifications (certificates or diplomas) at sectoral, 
regional, national or international levels. 

"ICT Skills 
Certification in 
Europe Report" 2005 

Competence A demonstrated ability to apply knowledge, skills and 
attitudes for achieving observable results 

Cited by Jutta Breyer, 
CEN e-CF & e-Job 
profiles development 
leader, Jan 2011 

Competence Demonstrated ability to apply knowledge and/or skills 
and, where relevant, demonstrated personal 
attributes in a habitual or changing situation, and/or 
as defined in the certification scheme. 

"ICT Skills 
Certification in 
Europe Report" 2005 

Craft A craft refers to a set of practices shared by a 
community of practice, but it has no special social 
status. Wood crafting and programming are examples. 

 (Peter J Denning, 
2011) 

Discipline A discipline refers to a field of study or research that 
provides knowledge. Chemistry and computer science 
are examples. 

 (Peter J Denning, 
2011) 

e-Business 
skills 

are defined as the capabilities needed to exploit 
opportunities provided by ICT, notably the internet, to 
ensure more efficient and effective performance of 
different types of organisations; to explore 
possibilities for new ways of conducting 
business/administrative and organisational processes; 
and/or to establish new businesses. 

European e-Skills 
Forum (2004) 
established by the 
European 
Commission and 
ŎƛǘŜŘ ƛƴ άŜ-Skills τ 
The Key to 
Employment and 
LƴŎƭǳǎƛƻƴ ƛƴ 9ǳǊƻǇŜέ 
Sponsored by: 
Microsoft 

http://en.wikipedia.org/wiki/Chief_information_officer
http://en.wikipedia.org/wiki/Chief_information_officer
http://en.wikipedia.org/wiki/Chief_information_officer
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Term Definition Source 

Education Education is responsible and lays the foundation for 
the initial transfer of core knowledge and basic 
understanding (know-how) of ICT workers. Education 
e-Skills Certification in Europe teaches concepts, 
theories, problem solving capabilities and constitutes 
the prerequisite to be trained on specific job 
requirements. 

"ICT Skills 
Certification in 
Europe Report" 2005 

e-Skills e-skills encompasses a wide range of capabilities 
(knowledge, skills and competences) and issues with 
an e-skills dimension span over a number of economic 
ŀƴŘ ǎƻŎƛŀƭ ŘƛƳŜƴǎƛƻƴǎΦ ¢ƘŜ ǘŜǊƳ ΨŜ-{ƪƛƭƭǎΩ ƛƴŎƭǳŘŜǎ L/¢ 
Practitioner Skills, ICT User Skills and e-Leadership 
Skills. 

"ICT Skills 
Certification in 
Europe Report" 2005 

e-Skills 
deficiencies 

Shortage: an insufficient number of skilled people in 
the labour market or in an occupational 
segment 

Gap: a competence shortfall between the 
current and needed competence levels of 
individual staff within organisations; 
mismatch: a mismatch between the 
competence of the trainee or graduating 
student/learner and the expected 
competence needs of the employers. 

Mismatch: is assumed to arise from course/curricula 
misalignment 

EUROPEAN E-SKILLS 
2009 CONFERENCE 
FOSTERING ICT 
PROFESSIONALISM, 
20 November 2009, 
Brussels - 
CONFERENCE 
REPORT 

e-skills Gap A competence shortfall between the current and 
needed competence levels of individual staff within 
organisations. 

 

e-skills 
Shortage 

An insufficient number of skilled people in the labour 
market or in an occupational segment. 

 

Formal 
learning 

Learning that takes place in the form of physical, face-
to-face, teacher-centred classroom training 
(instructor-led training). 

"ICT Skills 
Certification in 
Europe Report" 2005 

Fundamental 
truth 

Pertaining to the foundation or basis; serving for the 
foundation. Hence: Essential, as an element, principle, 
or law; important; original; elementary; as, a 
fundamental truth; a fundamental axiom. 

So basic as to be hard to alter, resolve, or overcome 

http://www.brainyquo
te.com/words/fu/fund
amental167551.html#i
xzz1LnD3AFKD 

Oxford Dictionary of 
English, 2nd Edition, 
2005, Seiko 
electronics version 

http://www.brainyquote.com/words/fu/fundamental167551.html#ixzz1LnD3AFKD
http://www.brainyquote.com/words/fu/fundamental167551.html#ixzz1LnD3AFKD
http://www.brainyquote.com/words/fu/fundamental167551.html#ixzz1LnD3AFKD
http://www.brainyquote.com/words/fu/fundamental167551.html#ixzz1LnD3AFKD
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Term Definition Source 

Future 
internet 

The future internet will be faster, cheaper and it will 
encompass machine-to-machine (M2M) connections 
and services. It will be based on IP6 addresses and 
ŜƴŀōƭŜ ŎƻƴŎŜǇǘǎ ƭƛƪŜ ǘƘŜ ά{ƳŀǊǘ DǊƛŘέΣ ǎƳŀǊǘ ŘǳǎǘΤ ƛƴ 
effect smart connected everything. The opportunities 
to automate, innovate and transform the way we and 
machines do things is vast. 

Project team 

Generally 
recognised 

άDŜƴŜǊŀƭƭȅ ǊŜŎƻƎƴƛǎŜŘέ means the knowledge and 
practices described as applicable to most projects 
most of the time, and there is a consensus about their 
value and usefulness. 

PMBOK® Version 4. 

Good practice άDƻƻŘ ǇǊŀŎǘƛŎŜέ means there is general agreement 
that the application of these skills, tools, and 
techniques can enhance the chances of success over a 
wide range of projects. Good practice does not mean 
the knowledge described should always be applied 
uniformly to all projects; the organisation and/or 
project management team is responsible for 
determining what is appropriate for any given project. 

PMBOK® Version 4 

ICT Information and Communication Technology  

ICT Information and communication technology (ICT) is 
technology which provides for the electronic input, 
storage, retrieval, processing, transmission and 
dissemination of information. 

"ICT Skills 
Certification in 
Europe Report" 2005 

ICT 
practitioner 

(synonyms: IT practitioner, IT or ICT professional, IT or 
ICT worker): people whose main responsibility is to 
take care of the company's ICT infrastructure 
(hardware, software, communications systems) (cf. 
άL/¢ ǇǊŀŎǘƛǘƛƻƴŜǊ ǎƪƛƭƭǎέύΦ 

 

ICT 
practitioner 
skills 

Defined as the capabilities required for researching, 
developing, designing, strategic planning, managing, 
producing, consulting, marketing, selling, integrating, 
installing, administering, maintaining, supporting and 
servicing ICT systems. ICT practitioners are people 
whose main responsibility is to take care of the 
company's ICT infrastructure (hardware, software, 
communications systems). For their surveys, Eurostat 
has operationally defined the following: άL/¢ 
specialists or IT specialists have the capability to 
specify, design, develop, install, operate, support, 
maintain, manage, evaluate and research ICT and ICT 
ǎȅǎǘŜƳǎΦ L/¢ ƛǎ ǘƘŜ Ƴŀƛƴ ƧƻōΦέ 

European e-Skills 
Forum (2004) & 
Eurostat 



 

142 | P a g e 

Term Definition Source 

ICT 
practitioners 

ICT practitioners possess the capabilities required for 
specifying, designing, developing, installing, operating, 
supporting, maintaining, managing, evaluating and 
researching ICT systems, for the benefit of others. ICT 
Practitioners include both professional ICT 
όάLƴŦƻǊƳŀǘƛŎǎέύ ŀƴŘ ƴƻƴ-professional ICT workers. 

"ICT Skills 
Certification in 
Europe Report" 2005 

ICT 
Professional 
(CEPIS 
definition) 

A professional is said to be professionally competent if 
he/she exhibits all of the following characteristics: 

Knowledge: of a common body of knowledge, 
supplemented by more specific 
knowledge and skills related to the 
area(s) of specialism 

Quality: commitment measured by 
adherence to quality standards 
(internal and/or external) 

Ethics: commitment displayed by 
demonstration of ethical 
professional practice against an 
agreed code of Ethics or code of 
conduct 

Accountability: the Professional takes personal 
responsibility for the quality and 
effectiveness of his/her work 

Experience: practical experience of the 
exercised competence  

Earns living: The ICT Professional obtains 
income from ICT related activities. 

For complete 
definitions see CEPIS 
paper: CEPIS 
Professionalism 
Taskforce (May 
2010) Characteristics 
and Benefits of 
Professionalism in IT 
http://www.cepis.org/
media/IT_Professionali
sm_Characteristics_Be
nefits060510_final1.pd

f   

ICT skills The skills needed for efficient use of ICT. Professional 
ICT skills: ability to use advanced ICT tools, and/or to 
develop, repair and create such tools. Applied ICT 
skills: ability to use simple ICT tools in general 
workplace settings (in non-IT jobs). Basic ICT skills or 
άL/¢ ƭƛǘŜǊŀŎȅέΥ ǎƪƛƭƭǎ ƴŜŜŘŜŘ ǘƻ ǳǎŜ ŜŦŦƛŎƛŜƴǘƭȅ ǘƘŜ ōŀǎƛŎ 
functions of information and communication 
technologies (ICT). Ability to use ICT for basic tasks 
and as a tool for learning. 

"ICT Skills 
Certification in 
Europe Report" 2005 



 

143 | P a g e 

Term Definition Source 

ICT user skills are defined as the capabilities required for the 
effective application of ICT systems and devices by the 
individual. ICT users apply systems as tools in support 
of their own work. User skills cover the use of 
common software tools and of specialised tools 
supporting business functions within industry. At the 
general level, they cover "digital literacy". For their 
enterprise ICT surveys, Eurostat has operationally 
defined the following: ά/ŀǇŀōƛƭƛǘƛŜǎ Ŝnabling the 
effective use of common, generic software tools (basic 
user skills) or advanced, often sector-specific, 
software tools (advanced user skills). Jobs requiring 
ICT user skills: ICT is an important tool for the job and 
is used to produce work output and/or used 
intensively at work (in day-to-Řŀȅ ŀŎǘƛǾƛǘƛŜǎύέΦ 

European e-Skills 
Forum (2004) 
established by the 
European 
Commission and 
ŎƛǘŜŘ ƛƴ άŜ-Skills τ 
The Key to 
Employment and 
LƴŎƭǳǎƛƻƴ ƛƴ 9ǳǊƻǇŜέ 
Sponsored by: 
Microsoft 

ICT users ICT users need the capabilities required for effective 
use by the individual of ICT systems and devices. ICT 
users make use of the systems as tools in support of 
their own work, which is, in most cases, not ICT. User 
skills cover the utilisation of common generic software 
tools, such as word processing, spread sheets, 
presentations, e-mail and internet, and use of 
specialized tools supporting business functions within 
user sectors. 

"ICT Skills 
Certification in 
Europe Report" 2005 

Informal 
learning 

Learning which takes place in the work context, 
ǊŜƭŀǘŜǎ ǘƻ ŀƴ ƛƴŘƛǾƛŘǳŀƭΩǎ ǇŜǊŦƻǊƳŀƴŎŜ ƛƴ ǘƘŜƛǊ Ƨƻō 
and/ or their employability, and which is not formally 
organised into a programme or curriculum by the 
employer. Learning resulting from daily activities 
related to work, family or leisure. It is not organised or 
structured (in terms of objectives, time or learning 
support). Informal learning is in most cases 
ǳƴƛƴǘŜƴǘƛƻƴŀƭ ŦǊƻƳ ǘƘŜ ƭŜŀǊƴŜǊΩǎ ǇŜǊǎǇŜŎǘƛǾŜΦ Lǘ 
typically does not lead to certification. 

"ICT Skills 
Certification in 
Europe Report" 2005 

Know-how Practical knowledge or expertise. "ICT Skills 
Certification in 
Europe Report" 2005 

Knowledge Knowledge summarises the capabilities and skills 
applied by individuals to provide solutions for specific 
problems. Two major categories for knowledge are: 
explicit and implicit. Explicit knowledge can be 
accessed and transferred by other individuals; implicit 
knowledge is bound to the personal capacities and 
experience of a certain individual. 

"ICT Skills 
Certification in 
Europe Report" 2005 
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Term Definition Source 

Knowledge 
base 

Is a superset of the bodies of knowledge that includes 
all necessary current information as is appropriate to 
the business and its technology management 
positioning; as an innovator, early adapted, early or 
late majority or laggard. The augmentation of the 
bodies of knowledge is typically achieved, through 
research and partnership with vendors, suppliers, 
industry associations, academic links and open 
collaboration. 

Influencing and shaping is often achieved via 
participation in standards bodies, lobbying and 
political awareness. 

 

Learning Learning is a cumulative process whereby individuals 
gradually assimilate increasingly complex and abstract 
entities (concepts, categories, and patterns of 
behaviour or models) and/or acquire skills and 
competences. 

"ICT Skills 
Certification in 
Europe Report" 2005 

Learning 
outcome(s)/ 
learning 
attainments 

The set of knowledge, skills and/or competences an 
individual acquired and/or is able to demonstrate 
after completion of a learning process. 

"ICT Skills 
Certification in 
Europe Report" 2005 

Learning 
outcomes 

Statements of what a learner is expected to know, 
understand and/or be able to demonstrate after 
completion of a process of learning. 

Learner Centred 
Methodologies, UCD 
School of Education 
and Lifelong 
Learning, P17, 2005 

Lifelong 
learning 

All learning activity undertaken throughout life, with 
the aim of improving knowledge, skills and/or 
qualifications for personal, social and/or professional 
reasons. 

"ICT Skills 
Certification in 
Europe Report" 2005 

Non-formal 
learning 

Non-formal learning includes any organised, learner-
centred, more flexible educational activity outside the 
established formal system. 

"ICT Skills 
Certification in 
Europe Report" 2005 

Practice Practice refers to the skills displayed by professionals 
at various levels of competence as they render 
service. 

 (Peter J Denning, 
2011) 

Practitioner Practicing professionals are often called practitioners.  (Peter J Denning, 
2011) 

Profession A profession is a community of practice that forms to 
ǘŀƪŜ ŎŀǊŜ ƻŦ ǇŜƻǇƭŜΩǎ ŜƴŘǳǊƛƴƎ ŎƻƴŎŜǊƴǎ ƛƴ ǎƻƳŜ ŀǊŜŀ 
of life or work. 

 (Peter J Denning, 
2011) 

Professional A professional is a member of a profession who 
renders service to clients of a profession. 

 (Peter J Denning, 
2011) 
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Term Definition Source 

Qualification Demonstration of personal attributes, education, 
training and/or work experience. Qualification as 
certificates or diplomas or other evidence linked to 
the delivery and assessment of training received. The 
requirements for an individual to enter or progress 
within an occupation. 

"ICT Skills 
Certification in 
Europe Report" 2005 

Quality 
standards 

Quality standards are provided in formal way by 
independent standardisation bodies and sector 
associations documented in form of normative 
documents. De facto standards are offered by public 
and/or private initiatives and are achieved through a 
broad acceptance by the actors in a specific 
sector/field. Quality standards can be distinguished 
concerning their focus e.g. on process, method, 
content. 

"ICT Skills 
Certification in 
Europe Report" 2005 

Recognition The process of granting official status to skills and 
competences either through the award of certificates 
or through the grand of equivalence, credit units, 
validation of gained skills and/or competences (formal 
recognition). The acknowledgement of the value of 
skills and/or competences by economic and social 
stakeholders (social recognition). 

"ICT Skills 
Certification in 
Europe Report" 2005 

Skills The knowledge and experience needed to perform a 
specific task or job. Capabilities of an individual, 
definable by content, to be acquired and activated 
through related professional training. In this context, 
capabilities are the physical or psychological attributes 
of an individual to be applied in activity-related 
approaches. 

"ICT Skills 
Certification in 
Europe Report" 2005 

Technology 
adapter 
categories 

 
Adapted from Rogers E.M. 1995. Diffusion of Innovations 

Innovators typically make up the most innovative 
2.5% of the population. They have been described as 
rash, risky, and daring. An ability to work with 
complex and often underdeveloped technology as 
well as substantial financial resources help them 
absorb the uncertainties and potential losses from 

Hargandon A.B., 
Diffusion of 
Innovations 
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Term Definition Source 

innovations. Innovators are not usually opinion 
leaders when it comes to new innovations; their skills 
and risk taking behaviour often set them apart from 
the rest of the social system, but they often play a 
large role in importing innovations from outside and 
adapting them for broader adoption. 

Early adopters are more integrated with the existing 
social system than innovators, and often have the 
greatest degree of opinion leadership, providing often 
potential adopters with information and advice about 
a new technology. Change efforts surrounding new 
innovations often target this population first as they 
represent the successful, discrete, and objective 
adopters that hold the respect of the larger social 
system. 

The early majority adopts just ahead of the average 
population. They have much interaction within the 
social system but are not often opinion leaders; 
instead they typically undertake deliberate and, at 
times, lengthy decision making. Because of their size 
and connectedness with the rest of the social system, 
they link the early adopters with the bulk of the 
population, and their adoption signals the phase of 
rapid diffusion through the population. 

The late majority is described as adopting innovations 
because of economic necessity and pressure from 
peers. While they make up as large a portion of the 
overall population as the early majority, they tend to 
have fewer resources and be more sceptical, requiring 
more evidence of the value of an innovation before 
adopting it. 

Laggards are the last in a social system to adopt a new 
innovation. They tend to be relatively isolated from 
the rest of the social system, have little or no opinion 
leadership, and focus on past experiences and 
traditions. They are the most cautious when it comes 
to risking their limited resources on a new technology. 

Technology 
Leader 

The first firm to introduce a new generation or 
technology in an industry. 

Launch Strategies for 
Next generation 
Products, Michael R. 
Hagerty and Prasad 
Naik 

Test tǊƻǾƛǎƛƻƴ ƻŦ ƛƴŦƻǊƳŀǘƛƻƴ ŀōƻǳǘ ŀƴ ƛƴŘƛǾƛŘǳŀƭΩǎ 
standing with respect to a specific set of knowledge, 
skills, and competence as defined by a specific job 
profile or occupational role. 

"ICT Skills 
Certification in 
Europe Report" 2005 

TOGAF The Open Group Architecture Framework  
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Term Definition Source 

Trade A trade refers to an organised group of practitioners, 
such as a guild or labour union with restrictions 
imposed by society in return for freedom to practice 
for the benefit of society. 

 (Peter J Denning, 
2011) 

Validation of 
informal/ non-
formal 
learning 

The process of assessing and recognising a wide range 
of knowledge, know-how, skills and competences, 
which people develop throughout their lives within 
different environments, for example through 
education, work and leisure activities. 

"ICT Skills 
Certification in 
Europe Report" 2005 

Vocational 
and education 
and training 
(VET) 

Education and training which aims to equip people 
with skills and competences that can be used on the 
labour market. 

"ICT Skills 
Certification in 
Europe Report" 2005 

Work 
experience 

Continuously gathered by individuals fulfilling their 
occupational role, and gained in the daily working 
process, but as well by informal learning and 
continuous professional development. 

"ICT Skills 
Certification in 
Europe Report" 2005 
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7  

The interview methodology selected was to use a combination of online survey(s) with 
follow-up face-to-face or telephone questions to probe the responses. The initial contact 
would be via the online survey. This would be analysed to identify respondents that would 
yield useful insights from a follow-up. 

¢ƘŜ ǊŜǎǇƻƴŘŜƴǘǎ ǎŜƭŜŎǘŜŘ ǿƻǳƭŘ ŀǎǎƛǎǘ ǿƛǘƘ ǘƘŜ ƛŘŜƴǘƛŦƛŎŀǘƛƻƴ ƻŦ άƎŜƴŜǊŀƭƭȅ ŀŎŎŜǇǘŜŘ ƎƻƻŘ 
ǇǊŀŎǘƛŎŜέ ǿƘƛŎƘ ŎƻǳƭŘ ƘŜƭǇ ǎƘŀǇŜ ǘƘŜ ŦǊŀƳŜǿƻǊƪ ŀǊƻǳƴŘ L/¢ tǊƻŦŜǎǎƛƻƴŀƭƛǎƳΦ Cƻƭƭƻǿ-up 
discussions would also look at why companies are not using or are not aware of existing 
initiatives. This will help understand if communications is an issue or is there resistance to 
these initiatives because of their structure, approach, cost, process or whatever gets 
expressed. 

7.1 The online survey 

A copy of the document based survey is shown in Appendix A (Sample Questionnaire). This 
is slightly different from the online survey but for the most part is accurate. Due to the 
breath of scope of the project, it was necessary to define a number of questions in each 
area. This in turn has meant that the time taken to complete the questionnaire was 
approximately 30-minutes. This time was at the upper limit of what survey respondents 
would normally accept and a high dropout rate was encountered. 

There were a number of objectives to be accomplished via the on-line survey. Specifically, 
it was to: 

 Validate the desktop research and identify gaps in the scope of the desktop research 

 Identify the current appetite for the concept of ICT Professionalism 

 LƴŘƛŎŀǘŜ ǇƻǎǎƛōƭŜ ǎƻǳǊŎŜǎ ƻŦ άƎŜƴŜǊŀƭƭȅ ŀŎŎŜǇǘŜŘ ƎƻƻŘ ǇǊŀŎǘƛŎŜέ 

 Probe the knowledge and use by stakeholders of existing initiatives 

 Glean insights and thinking from practitioners on ICT Professionalism and ICT Manager 
Training 

 Understand how well stakeholders felt the various existing possible components were 
delivering value 

 Communicate knowledge about the project and raise awareness in the hope of further 
submissions. 

More detailed and complex questions will be addressed in the telephone conversations. 
They will be more focused on specific areas that match the background and expertise of 
the respondent. Thus, it was necessary to ask several questions about the respondent, his 
or her organisation and the areas of interest and work that they participate in. Contact 
details were requested so that (subject to permission), we could contact the respondents 
again. 

7.1.1 Targeted respondents  

The initial invite list for the survey had representatives from all of the stakeholder groups. 
We wanted to hear from ICT Practitioners, public and private educators, course developers, 
body of knowledge developers and/or course syllabi developers. We also wanted to get 
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views from the EU 27 countries and as many others as was practical with an emphasis on 
Japan, India and USA. The stakeholder communities identified in Figure 1 were also 
included. 

The survey was open to all including non-ICT practitioners. This facilitated human 
resources, other executive managers, teachers and career guidance staff, students and 
ƻǘƘŜǊ ǇƻǘŜƴǘƛŀƭ L/¢ tǊŀŎǘƛǘƛƻƴŜǊǎ ŀǎ ǿŜƭƭ ŀǎ ǳǎŜǊǎ ƛƴŎƭǳŘƛƴƎ {a9Ωǎ and other consumers of 
ICT services and products. 

7.1.2 Stakeholders and their interests  

There is an innate tendency in all of us to promote our interests. Thus, we have asked 
questions to understand what organisations the participants represent. This will help place 
responses in context. It also allowed us to get a view from the perspective of different 
stakeholder groups. 

A number of fundamental building blocks or pillars for an ICT profession were identified 
(see 3.1 Approach): 

 Bodies of knowledge (BOKs) 

 Certification, standards and qualifications 

 Competencies 

 Professional Ethics 

We wanted to hear from participants and understand that respondents participated in 
activities associated with these fundamental building blocks. 

7.1.3 Bodies of knowledge  

The desktop research was mainly focused on information provided by the owners and 
promoters of the bodies of knowledge. While supporting evidence was found for most of 
the claims, it was difficult to get a feel for the extent to which practitioners actually use 
these bodies of knowledge. 

Further, we had only picked a subset of the bodies of knowledge and we may have missed 
some important ones. 

In this section, we were trying to understand who was using bodies of knowledge? What 
uses were the bodies of knowledge being applied to? Were they fit for those purposes? 

For example, the desktop research shows that a body of knowledge is updated every 5 
years or so, but does that meet the needs of the users? 

With these questions we had open ended text boxes where experts or people working on 
them could provide some insightful comments. 

7.1.4 Certifications, qualifications and standards  

Formal education qualifications as well as certifications (industry, vendor-neutral and 
vendor-independent) are regarded as one method of advancing career prospects within 
the ICT profession. This section elicited insights on issues pertaining to their perceived 
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importance, drivers for acquiring them, expected trends, awareness of frameworks, and 
standards. 

Was the perceived value shared across the stakeholder community? Was there an 
awareness of national or European qualifications frameworks and were they being used? 

7.1.5 Competences 

Competences are the skills and knowledge that practitioners have acquired during their 
career. This section gathered views on the usage of competence frameworks in 
organisations, as well as their potential benefits and barriers to adoption. 

7.1.6 Ethics 

Adhering to principles of ethical conduct is regarded as a defining aspect of many 
professions. This section gathered input on Codes of Ethics/Conduct used within the ICT 
profession, their content, usefulness, compliance requirements, and opinions on 
enforcement. 

7.1.7 CIO Training  

In this section, we sought to understand stakeholder views on the need for CIO training, as 
well as what content could best prepare CIOs to undertake the role successfully. 

7.2 Testing 

The questionnaire was developed in two formats. One used an online survey and the other 
was a word form that could be completed off-line. 

Estimates were established for each question type; based on the number of each question 
types a time for the overall survey was initially identified at approximately 45 minutes. We 
reworked questions in an effort to reduce the time to below 30 minutes which we set as 
the upper limit of what could be achieved. Some questions were removed and would be 
addressed by follow-up calls. 

The questions were peer reviewed prior to approval for use. A number of participants were 
asked to complete the survey noting the time as they transitioned between pages in the 
survey. The results varied from 20 minutes to 35 minutes depending on the respondent. 

In terms of the online survey, we initially, loaded the survey using the Bristol On-line Survey 
Tool but as it did not at that time ǎǳǇǇƻǊǘ ǘƘŜ ŎƻƴŎŜǇǘ ƻŦ άǎŀǾŜ ŀƴŘ ǊŜǎǳƳŜέΣ ǿŜ ŘŜŎƛded to 
use Survey Monkey instead. Retesting using the Survey Monkey tool showed our criteria 
were met. 

7.2.1 Results analysis  

We performed a number of analysis and reporting activities on the test answers. We were 
satisfied that either the Survey Monkey features or manipulation and analysis of the 
downloadable spread sheets from Survey monkey would meet our needs. 
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8  

As part of this first phase of research, we contacted many ICT practitioners, representing a 
wide range of ICT roles and experience33 to understand the dynamics of ICT professionalism 
in more detail. 380 of those contacted participated in the survey and provided us with 
insights into the area of ICT Professionalism.  

Most of the member states were represented and a number of non-EU countries also 
responded. All stakeholder groups are represented in the survey and each person in the 
sample population had, on average, approximately 19 years ICT experience. 

There is a mix of qualifications levels among the respondents. The highest qualification 
level attained by the respondents is shown as: 

Highest attained level # Respondents 

EQF 8 (Doctorate) 69 

9vC т όaŀǎǘŜǊΩǎ 5ŜƎǊŜŜύ 175 

9vC с ό.ŀŎƘŜƭƻǊΩǎ 5ŜƎǊŜŜύ 88 

EQF 5 (Diploma) 35 

None 13 

Table 7: Highest qualification levels attained by respondents 

We asked if these qualifications were in Technical, Management, Business or Other areas 
and the breakdown from the respondents was as follows: 

286 (75%) had technical qualifications of which 125 (33%) had only technical qualifications. 
117 (31%) had management qualifications of which 2 (1%) had only management 
qualifications. 
137 (36%) had business qualifications of which 11 (3%) had only business qualifications. 
132 (35%) had qualifications in the other category of which 41 (11%) had only other 
qualifications. 
13 (3%) had no qualifications. 

                                                           

33 Each person in the sample population had, on average, approximately 19 years ICT 
experience. 
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Figure 22: Qualifications mix 

Please note that many respondents have qualification in different areas and some 25 
respondents have qualifications in all four categories. 

Given that one of the drivers for developing an ICT Profession Framework is to improve 
mobility of workers, it is interesting to note that some 45 respondents are working in 
countries other than their origin. Thus, these respondents are likely to have experienced 
promoting their certifications and qualifications across national boundaries. 
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Figure 23: Nationality of respondents 

The routes taken by the respondents are varied and reflect many different career paths. 
Thus, the survey respondents represent the more common paths into the ICT profession.  

Route into ICT Profession Number Percentage 

Directly from college by training on the job 1 0% 

Directly from college following a conversion course 14 4% 

Directly from college via an ICT related course 214 56% 

Directly from school with on-the-job training 3 1% 
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Route into ICT Profession Number Percentage 

I do not work in ICT 10 3% 

Planned via certification route (vendor and vendor neutral) 10 3% 

Role evolved over time to encompass ICT components 49 13% 

Self-taught with personal career plan 32 8% 

Transferred from another role34 37 10% 

Other 9 2% 

Table 8: Respondent routes into ICT Profession 

Clearly the dominant route is via an ICT related college/university course at 56%. This is 
followed by role evolution combined with inter and intra company transfers accounting for 
23% between them. This is followed by self-taught route. All other routes make up the 
balance. Note that 10 respondents indicated that they do not work in ICT. 

The respondents are associated with the organisation types shown in Table 9. The bulk of 
the respondents at 61% represent private enterprise. Public and private education is 
represented as well as government, certification bodies and professional ICT organisations. 
The number for government at 11% includes all levels of government including EU, national 
and local. 

Organisation type Percentage 

Private enterprise 61% 

Public educator 13% 

Private educator 3% 

Certification developer 3% 

Unions 1% 

Professional ICT association 7% 

Government (EU, National or Local) 11% 

Other 1% 

Table 9: Respondent organisation types. 

The survey respondents are actively participating in the identified building blocks for an ICT 
profession. The rations of involvement are shown in Figure 24. 

                                                           

34 The survey ƻǇǘƛƻƴ ǿŀǎ άǘǊŀƴǎŦŜǊǊŜŘ ǿƛǘƘƛƴ ŀ ŎƻƳǇŀƴȅ ŦǊƻƳ ŀƴƻǘƘŜǊ ǊƻƭŜέΦ IƻǿŜǾŜǊΣ ŀ 
number of respondents indicated that they transferred from another role in another 
company. The figure is the combined number. 



 

155 | P a g e 

 
Figure 24: Professional activities of respondents  

8.1 Bodies of Knowledge 

8.1.1 Industry recognised bodies of knowledge  

The industry recognised bodies of knowledge in use include ACM/IEEE Computer Science 
Curriculum; Advanced Distributed learning; BABOK; CMMI; COBIT; ESSup (Fujitsu Apt); 
IASA; ISF, SARA & SPRINT; ISO Various; IT-CMF; ITIL; Lean; Managing Successful 
Programmes (MSP); Mastering Requirements Process; Microsoft Infrastructure 
Optimisation; Microsoft Operations Framework (MOF); OBASHI; Open Web Application 
Security (OWASP); PCI-DSS; PMBOK; Prince2; Rational Unified Process (RUP); Sherwood 
Applied Business Security Architecture (SABSA); SWEBOK; Total Information Quality 
Management (TIQM) and TOGAF. 

ITIL was the most frequently cited body of knowledge. This was followed by PMBOK, 
Prince2, COBIT, CMMI, IT-CMF, TOGAF, SWEBOK and ISO Various. All others had very few 
reported usages.  

The survey results confirm the desktop research in a number of ways. The bodies of 
knowledge are considered relevant, current, adequate and appropriate to the tasks 
assigned. Some variations were observed but these were statistically insignificant or 
wrapped in specific use cases. The results were consistent across all organisation sizes. 
There is a slight drop in satisfaction in medium sized companies but overall all users are 
happy with the bodies of knowledge. All organisation types use the bodies of knowledge. 
The use differs by organisation type but this is consistent with their objectives. 

The bodies of knowledge identified for the desktop research were the dominant ones 
found to be in use. TOGAF was initially missed and has been added subsequently. 

BOK Uses by Private Enterprise 

ACM/IEEE 
Computer Science 
Curriculum 

defining standards 

CMMI Benchmarking own organisation; Compliance, Gap Analysis; 
Guidelines for project management; internal certification; 
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BOK Uses by Private Enterprise 

Process Improvement; Software development/delivery; 
Structured Project Maturity 

IASA Architecture 

IEEE Research and Compliance 

IT-CMF Enterprise IT Management; Organisation Design, Readiness for 
Services expansion, external certification; value management 

ITIL application management services; Best practice for service 
management improvement certification exams; Configuration 
Management; Consulting; define standard processes to 
governance it; Defining and operating IT Service Management 
processes; Defining certification for exams, IT service 
improvements in organisations; defining standards and 
compliance; Design of IT Processes; Framework for the provision 
ICT Support Services; Framework of business processes for IT, 
Networks, Technical, Telecoms services across the business; 
Framework on which the delivery of ICT services is based. ITIL 
processes also underpin the banks ISO20000 IT Service 
Management Framework; Gap analysis at vendor support 
process level; Guidance on Service Management projects and 
course delivery; Implement security related IT services; IT 
management; IT Process Management; IT Production; IT Service 
Delivery & Management; 

Lean Continuous Process Improvement with focus on eliminating 
waste 

Microsoft 
Operations 
Framework (MOF) 

Service Lifecycle Management, Planning and Governance 

Navision 
Developer's Guide 

Adaption and extension of internal ERP system 

PMBOK base for project management method in company; basis for 
company standard, basis for individual work; education; 
Frameworks - overview and initial starting point for developing 
internal framework; Guides approach to project management; 
Project Life cycle management; Project Management; project 
management and project delivery; Project Management training; 
Project planning and analysis; Project structure; Reference; 
Software Development Project Management 

Prince2 business and program planning; defines standards for teams; 
Defining Project Management Standards; General Project 
Management, Enterprise Management, Compliance; PLC Control 
and Reporting defining standards; Project Management 

Scrum SW development 

SSADM systems analysis 
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BOK Uses by Private Enterprise 

SWEBOK theoretical background / training 

TOGAF defining architecture standards; Enterprise Architecture; To 
define training course accreditation criteria and people 
certification exams and related criteria 

Table 10: Sample of private Enterprise BOK usage responses 

The following table shows a sample of the response to BOK usages by public educators. 

BOK Use 

ACM literature research 

ACM/IEEE Computer Science 
Curriculum 

Curriculum Review; defining standards 

COBIT scientific argumentation and founding; Teaching 

Curriculum für ein Basismodul zur 
Mensch-Computer-Interaktion (Juli 
2006),  Empfehlung der Gesellschaft 
für Informatik e.V., erarbeitet von 
der Fachgruppe Software-
Ergonomie 

Google translation 

Curriculum for a basic module on 
human-computer interaction (July 
2006), recommendation of  German 
Informatics (GI) eV, prepared by the 
Division Software Ergonomics 

Course "Human-Computer Interaction" for 
Bachelor students 

IS 2010: Curriculum Guidelines for 
Undergraduate Degree Programs in 
Information Systems (Association 
for Information Systems) 

In part as a basis for our bachelor programme in 
Information Systems 

IT-CMF Assess business value of IT; development; gap 
analysis 

ITIL Best practice for service management 
improvement; Service Management Review, and 
cloud maturity for adoption 

PMBOK defining standards and certification exams; 
explain structure of project management 

SWEBOK Teaching 

Table 11: Sample Public educator BOK uses 

The uses to which bodies of knowledge were applied by the stakeholder groups reflected 
their objectives. 

Some minor surprises were observed. It was expected that the larger companies would be 
dominant in the use of bodies of knowledge. This was confirmed. However, micro 
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companies also use the frequently reported bodies of knowledge. Small companies did not 
report much usage of the bodies of knowledge. Although we did not ask if people were 
working as consultants, we can suggest that the micro companies may be using the bodies 
of knowledge as a consultancy sales ticket. Effectively, their consultancy may be specialised 
and focused on the bodies of knowledge reported. 

Because the numbers of respondents from some countries was too low, it is not possible to 
make significant statements about country-to-country differences. However, one 
difference is that Prince2 seems to dominate the project management world in the UK. 

 
Figure 25: Industry recognised BOKs 

8.1.2 In -house or self -developed bodies of knowledge  

The results here did not identify any common trends. There does not appear to be a 
common gap or knowledge area that several companies are addressing. All seem to be 
specific to solving particular issues for the organisations involved. 

It is worth noting that none is developed based on in-house technology roadmaps. 

8.1.3 The nature and structure of bodies of knowledge  

Industry established bodies of knowledge had different formats: 

 Syllabi (community driven) 

 Body of knowledge in text and diagram 

 Syllabi with bibliography 

 University syllabi 

 Capability maturity models 

BoK Usage Reported Frequency 

ITIL

PMBOK

Prince2

COBIT

CMMI

IT-CMF

TOGAF

SWEBOK
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Many bodies of knowledge are targeted at the ICT entry level. Others encompass a wider 
scope in terms of the level or seniority at which they are targeted.  

8.2 Competence frameworks 

8.2.1 Framework awareness  

Awareness of competence frameworks was low.  

 66% were not aware of any ICT-specific competence framework,  

Framework awareness is important: low levels of awareness will clearly impact adoption 
across all stakeholder communities. Moreover, the impact is self-reinforcing. The less one 
stakeholder community knows about the framework, the less interest related stakeholders 
are likely to show in the framework as the potential benefits from investing in adopting the 
solution are unlikely to deliver recognisable benefits. That said, the opposite is true, in that 
there are opportunities to enter into a virtuous cycle: that is, if companies adopt the 
proposed framework to specify the competences required for roles in their organisation, 
HR companies will adopt it in their job advertisements, practitioners will demand courses 
which are aligned with the framework to help them develop their careers, and 
education/training providers will deliver courses which meet these needs, which supports 
companies in finding a supply of suitably skilled workers.  

While a small majority of participants (55%) indicated that their company defined job roles 
in terms of competences, the level of awareness of specific ICT competence frameworks 
was relatively low among the population sample.  

 9% of respondents were aware of the e-CF 

 11% of respondents were aware of  SFIA 

We have not included separate figures for national frameworks as the responses for 
national frameworks were too low to be considered meaningful. Interestingly, almost 13% 
of respondents were aware of the IT Capability Maturity Framework (to assess 
organisational maturity rather than individual competence proficiency) but this could 
ǊŜŦƭŜŎǘ ōƛŀǎ ƛƴ ǘƘŜ ǇƻǇǳƭŀǘƛƻƴ ǎŀƳǇƭŜΣ ŘǳŜ ǘƻ ǘƘŜ ŦǊŀƳŜǿƻǊƪΩǎ ǊŜƭŀǘƛƻƴǎƘƛǇ ǘƻ ǘƘŜ Ƴŀƛƴ 
project contractor. Similarly, figures for SFIA awareness may be influenced by the fact that 
the survey sample included a relatively high number of UK and Irish respondents.  

8.2.2 Framework adoption  

When asked which ICT competence frameworks were in use in their organisation, the level 
of adoption indicated was very low.  

 e-CF     2.6% 

 SFIA     3.0% 

 Unaware of usage within organisation 81% 

However, this stated low level of adoption was not altogether unexpected: furthermore, 
many CIOs may be blissfully unaware of the specific competence framework in use in their 
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organiǎŀǘƛƻƴ ǇǊŜŦŜǊǊƛƴƎ ǘƻ άƭŜŀǾŜ ƛǘ ǘƻ IwέΦ ¢Ƙƛǎ theory will be tested during Phase II 
interviews with CIOs.  

8.2.3 Balanced Skillset  

When asked about the skills focus of the ICT competence framework in use in their 
organisation, only 36% of respondents noted that there was a mix of technical and non-
technical skills. Given the growing importance of frameworks that have an appropriate 
balance of technical and non-technical competences, this represents a potential 
opportunity to create a more balanced solution in many organisations. 

 
Figure 26: Skills focus of competence framework 

8.2.4 Benefits of an ICT Competence framework  

Where companies have an ICT competence framework in place, respondents were asked to 
identify the top two benefits of adopting an ICT competence framework within their 
organisation. 
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Figure 27: Benefits of Competence frameworks 

Consistency of processes (46%) and Workforce Capability Planning (39%) were the leading 
responses. 

Interestingly, employee mobility scored relatively lowly, but as candidates were only 
invited to select the top two benefits, this result is most likely to represent relative 
priorities for organisations. 

Indeed, when asked άǿƘŀǘ ǘǊŜƴŘǎ Řƻ ȅƻǳ ǎŜŜ ƛƴ ȅƻǳǊ ƻǊƎŀƴƛǎŀǘƛƻƴ ǊŜƭŀǘƛƴƎ ǘƻ ǘƘŜ number of 
ǿƻǊƪŜǊǎ ŜƳǇƭƻȅŜŘ ƻǳǘǎƛŘŜ ƻŦ ǘƘŜƛǊ ŎƻǳƴǘǊȅ ƻŦ ƻǊƛƎƛƴΚέ, most respondents forecast an 
upward trend. 

 
Figure 28: Mobility trends 

Accounting for the leading perceived benefit, namely consistency of processes, would 
suggest that the frameworks were particularly helpful for large companies wanting to 
enable consistency across and between countries, and this must therefore be emphasised 
in any discussions during Phase II with any companies considering adopting such an 
approach. However, smaller organisations wanting to outsource parts of their ICT function 
may also benefit from increased consistency when dealing with potential suppliers. 
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The second most significant benefit listed, workforce capability planning, raises a separate 
concern. While ICT competence frameworks support identification of a robust set of 
competences for all ICT job roles across an organisation, they are in essence showing only 
one part of the problem as ICT organisational capability is not being assessed. That is to say 
ICT competence frameworks show individual capabilities, and these can be aggregated in 
theory, but practical operational output may not be realised and this could only be 
identified using a separate ICT organisational capability assessment (e.g. IT-/aCΣ Ŝ±ŀƭL¢ΣΧύΦ 
Thus, it may be useful to investigate options as to how the assessment of organisational 
capability could be undertaken so as to support potential gap analysis activities. 

8.2.5 Obstacles to adoption  

We identified that a lack of awareness of the existence of a competence framework and 
lack of perceived benefits were the two main obstacles preventing companies from 
adopting an ICT competence framework. 

This would reinforce the earlier findings that branding is of paramount importance, and the 
value proposition for stakeholders needs to be clearly communicated. 

 
Figure 29: Obstacles to adoption 

8.3 Certifications, Standards and Qualifications 

8.3.1 Perceived Importance of ICT Certifications and Formal Academic 
Qualifications  

Respondents provided their views on the importance they attribute to both ICT 
certifications and formal academic qualifications as a factor for recruitment and for 
continuous professional development. In terms of recruitment, greater than 72% of 
respondents regard certifications and greater than 88% regard formal education 
qualifications as at ƭŜŀǎǘ άŀ ŦŀŎǘƻǊέ ƛƴ ǊŜŎǊǳƛǘƛƴƎ ŦƻǊ L/¢ Ƨƻōǎ ŀǘ ŀƴȅ ƭŜǾŜƭ ƻŦ ǎŜƴƛƻǊƛǘȅ όLƴ 
ƻǘƘŜǊ ǿƻǊŘǎ ǘƘŜȅ ŎƻƴǎƛŘŜǊ ƛǘ άǾŜǊȅ ƛƳǇƻǊǘŀƴǘέΣ άƛƳǇƻǊǘŀƴǘέ ƻǊ άŀ ŦŀŎǘƻǊέύΦ  
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 Certifications Formal Academic Qualifications 
 Very 

important 
Important A 

factor 
Very 
Important 

Important A 
factor 

Entry level 12.5% 23.9% 40.4% 40.7% 34.7% 18.9% 

Senior/Experienced 20.3% 30.8% 33.9% 25.1% 41.0% 29.5% 

Managerial 13.4% 21.2% 37.7% 25.9% 32.8% 29.4% 

Table 12: Importance of ICT certifications and academic qualifications during recruitment 

Closer analysis of these responses reveals the following distinctions: 

 Entry level positions: 

 Greater importance is attributed to formal academic qualifications than to 
certifications for entry-level positions. 40.7% of respondents suggest that formal 
ŀŎŀŘŜƳƛŎ ǉǳŀƭƛŦƛŎŀǘƛƻƴǎ ŀǊŜ άǾŜǊȅ ƛƳǇƻǊǘŀƴǘέ ŀǘ ŜƴǘǊȅ ƭŜǾŜƭΣ ŎƻƳǇŀǊŜŘ ǘƻ мнΦр҈ ŦƻǊ 
certifications. 

 94.3% of respondents suggest formal academic qualiŦƛŎŀǘƛƻƴǎ ŀǊŜ ŀǘ ƭŜŀǎǘ άŀ ŦŀŎǘƻǊέ 
in recruiting for entry-level positions όLƴ ƻǘƘŜǊ ǿƻǊŘǎ ǘƘŜȅ ŎƻƴǎƛŘŜǊ ƛǘ άǾŜǊȅ 
ƛƳǇƻǊǘŀƴǘέΣ άƛƳǇƻǊǘŀƴǘέ ƻǊ άŀ ŦŀŎǘƻǊέύ. This implies that in order to work in the ICT 
industry some level of formal qualification is required.  

 Senior or managerial positions: 

 The degree of importance attached to academic qualifications appears to reduce for 
senior and managerial positions. The number of respondents who suggested formal 
ŀŎŀŘŜƳƛŎ ǉǳŀƭƛŦƛŎŀǘƛƻƴǎ ǿŜǊŜ άǾŜǊȅ ƛƳǇƻǊǘŀƴǘέ ƛƴ ǊŜŎǊǳƛǘƛƴƎ for senior and 
managerial jobs were 25.1% and 25.9% respectively.  

 The importance attributed to ICT certifications increases, with 20.3% suggesting ICT 
ŎŜǊǘƛŦƛŎŀǘƛƻƴǎ ǿŜǊŜ άǾŜǊȅ ƛƳǇƻǊǘŀƴǘέ ŦƻǊ ǎŜƴƛƻǊ ǇƻǎƛǘƛƻƴǎΦ 

In terms of Continuous Professional Development (CPD), greater than 74% of respondents 
regard certifications and greater than 75% regard formal education qualifications as at 
ƭŜŀǎǘ άŀ ŦŀŎǘƻǊέ ƛƴ ŦǳǊǘƘŜǊ ŘŜǾŜƭƻǇƛƴƎ ǘƘŜƛǊ ǇǊƻŦŜǎǎƛƻƴŀƭ ŎŀǊŜŜǊǎΦ  

 Certifications Formal Academic Qualifications 
 Very 

important 
Important A 

factor 
Very 
Important 

Important A 
factor 

Entry level 20.5% 33.0% 29.9% 19.2% 26.5% 38.7% 

Senior/Experienced 18.1% 39.7% 28.9% 12.9% 31.8% 37.1% 

Managerial 12.0% 26.8% 35.9% 15.2% 25.8% 34.6% 

Table 13: Importance of ICT certifications and academic qualifications for CPD 

Greater importance is attributed to ICT certifications compared to formal academic 
qualifications for entry and senior level positions: 

 At entry-ƭŜǾŜƭ роΦр҈ ǎŀƛŘ L/¢ ŎŜǊǘƛŦƛŎŀǘƛƻƴǎ ǿŜǊŜ άǾŜǊȅ ƛƳǇƻǊǘŀƴǘέ ƻǊ άƛƳǇƻǊǘŀƴǘέΣ 
compared to 45.7% for academic qualifications.  

 !ǘ ǎŜƴƛƻǊ ƭŜǾŜƭΣ ртΦу҈ ǎǘŀǘŜŘ ŎŜǊǘƛŦƛŎŀǘƛƻƴǎ ǿŜǊŜ άǾŜǊȅ ƛƳǇƻǊǘŀƴǘέ ƻǊ άƛƳǇƻǊǘŀƴǘέΣ 
compared to 44.7% for academic qualifications. 

Less than 18% suggested that formal academic qualifications were not relevant or 
unimportant as a component of CPD at any level of position seniority, which points to the 
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significance of the current European initiative in terms of developing an education 
programme for CIOs and their equivalent.  

Given the importance attached by respondents to both formal academic qualifications and 
ŎŜǊǘƛŦƛŎŀǘƛƻƴǎ ǘƘǊƻǳƎƘƻǳǘ ŀƴ ƛƴŘƛǾƛŘǳŀƭΩǎ ŎŀǊŜŜǊΣ ǘƘŜ ǎǘŀǘƛǎǘƛŎ ŎƛǘŜŘ ƛƴ .ǊŀŘȅ όнллфύ 
estimating that up to 50% of ICT staff in the UK do not have formal ICT qualifications is 
somewhat surprising. Yet our survey also found that in terms of formal academic 
qualifications, 25.3% did not have ICT technical, 69.2% did not have ICT management, and 
63.9% did not have business type qualifications.  

8.3.2 Motivators and Deterrents in Acquiring ICT 
Certifications/Qualifications  

Figure 30 and Figure 31 provide a representation of the factors motivating individuals to 
acquire certifications or formal academic qualifications, and those factors deterring against 
acquiring such certifications or qualifications.  

 
Figure 30: Motivators for acquiring ICT certifications/ formal education qualifications 
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Figure 31: Deterrents for acquiring ICT certifications/formal education qualifications 

Career development, knowledge acquisition, and professional recognition were the three 
motivating factors identified most frequently (68.8%, 66.4% and 58.7% respectively). These 
findings show an evolution from the 2005 survey35 conducted by CEPIS where the top five 
drivers identified at that time for ICT professionals to acquire certifications were:  

1. To increase credibility;  
2. To assess knowledge;  
3. To prepare for a new job;  
4. To improve personal productivity; and  
5. To meet job requirements. 

Of interest is that only 35.9% recognise job requirement as a motivator.  Yet from analysis 
of the importance respondents attributed to certifications and formal academic 
qualifications above, it is evident that for either entry level, senior or managerial positions: 

 At least 72.3% of respondents regard certifications and at least 88.1% of 
respondents regard formal academic qualifications as at least a factor in recruiting 
for a specific job.  

 At least 74.7% of respondents regard certifications and at least 75.6% of 
respondents regard formal academic qualifications as at least a factor in continuous 
professional development.    

Furthermore, 34.6% of respondents identified job mobility as a reason for acquiring 
certifications. This issue of mobility may hold greater importance as a factor in the future, 

                                                           

35 CEPIS (2005). ICT-Skills Certification in Europe. Available at: 
http://www.ictliteracy.info/rf.pdf/eSkills_Certification_final_report.pdf 
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with 59.5% of respondents suggesting that an increase in the number of ICT workers being 
employed outside of their country of origin is/will be experienced.  

It is unsurprising that time availability (78.9%) and cost (61.1%), are the leading deterrents 
for completing further certifications or formal education qualifications. Issues such as lack 
of recognition from employers (37.2%), accessibility (32.2%), lack of suitable courses 
(30.9%), and the fact that they were not mandated in the job (13.8%) were also noted. 
Some individuals rely on alternate development methods (12.1%), perhaps acquiring the 
knowledge through self-study but avoiding the expense associated with certification or 
registering in formal education institutions. This may be a consequence of less access to 
funding from employers given the tighter financial environment. It may also be tied to the 
value and impact attached to certain types of certifications, or the general culture towards 
attaining certification in a country. While learning and training in new developments is 
critical, some certifications are the product of multiple choice examinations which could be 
argued not to be an effective validation of competencies. This is exemplified in the 
following quotation from a survey respondent: άcertification does not necessarily indicate 
expertise in the application of knowledge. Some certification needs to be backed up with 
ŦƻǊƳŀƭ ǊŜŎƻƎƴƛǘƛƻƴ ǘƘŀǘ ǘƘŜ ǎǳōƧŜŎǘ ƳŀǘǘŜǊ Ƙŀǎ ōŜŜƴ ŀǇǇƭƛŜŘέΦ ²ƘŜǊŜ ǎǳŎƘ ƳǳƭǘƛǇƭŜ ŎƘƻƛŎŜ 
ŜȄŀƳǎ ŀǊŜ ǘƘŜ άŦƛƴŀƭ ƘǳǊŘƭŜέΣ ƛǘ could be argued that the value attached to such 
certifications may be diluted. However, given the perceived importance attached to 
certifications by respondents during both recruitment and CPD, this viewpoint appears not 
to be widely supported. 

8.3.3 Ind ustry -Academia Collaborations  

61.2% of respondents were not aware of any industry-academia collaborations on ICT 
certifications and qualifications. For those individuals who were aware of such 
collaborations, many suggested a growing trend in this area in the future.  Possible trends 
include a growth in the number of innovation centres and technical labs within universities; 
and greater use of collaborative technologies and online, interactive approaches similar to 
those adopted by Harvard. The following quotations support a growing trend:  

άaƻǾƛƴƎ ŦƻǊǿŀǊŘ ƛǘ ǿƛƭƭ ōŜ ƴŜŎŜǎǎŀǊȅ ŦƻǊ ōƻǘƘ ƛƴŘǳǎǘǊȅ ŀƴŘ ŀŎŀŘŜƳƛŀ ǘƻ Ǉǳƭƭ ǘƻƎŜǘƘŜǊ ǘƻ 
ƻŦŦŜǊ ŎƻǳǊǎŜǎ ǘƘŀǘ ǿƛƭƭ ƳŜŜǘ ǘƘŜ ƴŜŜŘǎ ƻŦ ƛƴŘǳǎǘǊȅέΦ 

ά!ŎŀŘŜƳƛŎ ƛƴƛǘƛŀǘƛǾŜǎ ǎƻƳŜǘƛƳŜǎ ŘƻƴΩǘ ǊŜŀŎƘ ǘƘŜ ōǳǎƛƴŜǎǎ ǿƻǊƭŘ ς there is a need to tie 
ǘƘŜ ƪƴƻǘ ŀƴŘ ŎƭƻǎŜ ǘƘŜ ƎŀǇ ōŜǘǿŜŜƴ ǘƘŜƳέ 

άIn a sector as volatile as ICT, academia needs to be more agile/responsive to 
educational needs. The inclusion of industry practitioners on academic boards is very 
ǾŀƭǳŀōƭŜέ 

άώ¢ƘŜǊŜ ƛǎ ŀϐ ƴŜŜŘ ŦƻǊ ƘƛƎƘŜǊ Ŏourse content direction from industry leaders to improve 
ǊŜŀŘƛƴŜǎǎ ƻŦ ƎǊŀŘǳŀǘŜǎ ŦƻǊ ƛƴŘǳǎǘǊȅέ 

άaȅ ǾƛŜǿ ƛǎ ǘƘŀǘ ŀŎŀŘŜƳƛŎ κ ŦƻǊƳŀƭ ŜŘǳŎŀǘƛƻƴΣ ǇǊƻŦŜǎǎƛƻƴŀƭ ŘŜǾŜƭƻǇƳŜƴǘΣ ŀƴŘ ŜǾŜƴ ƴƻƴ-
formal learning need to align more closely to enable knowledge workers to continue to 
develop over the course of their careers. I would like to see acceleration in the pace of 
ǘƘƛǎ ŎƻƴǾŜǊƎŜƴŎŜκŀƭƛƎƴƳŜƴǘέΦ 

EuroCIO which is the European CIO professional organisation, connected to approximately 
600 companies, provided insight on its educational programme for CIOs and other ICT staff. 
This serves as an example of some of the collaborations taking place in development of 
training/education material at present. EuroCIO is undertaking development of a three 
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layer professional education programme for CIOs and their employees which has 
international accreditation and is compliant with the e-CF and EQF.  This programme aims 
to meet the demands of ICT professionals. Layer One is targeted to the future CIO; layer 
two is targeted to those individuals reporting to the CIO; and layer three to other ICT staff. 
The layer one programme was developed by EuroCIO together with Nyenrode and Delft 
University, and was piloted in October 2010 in the Netherlands. This Executive MBA which 
currently has greater than 50 students, will be rolled out across Europe in several Business 
Schools, and is endorsed by CIO organisations, ICT industries such as SAP, Cisco, HP, IBM, 
PWC and multinationals such as Philips, DSM, RaboBank etc. A number of those companies 
are members of the Programme Review Board, providing input to the demand driven 
approach. The second layer of the programme is currently under development for the 
enterprise architecture function, incorporating input from a number of French multi-
nationals such as AXA, Total, and Michelin. The third layer of the programme has not yet 
been developed as numerous courses already exist in the market for this area. 

Other examples of industry-academia collaborations include:  

 (ISC)2sΩ engagement with several universitieǎ ƛƴ ǘƘŜ ¦Y ǿƘƻ ŀǊŜ άinterested in 
providing a certification slant to the qualifications that they offerέΦ  

 aŀƴȅ ƻŦ {9LΩǎ ŎŜǊǘƛŦƛŎŀǘƛƻƴǎ ŀǊŜ ŎǊŜŀǘŜŘ ǘƘǊƻǳƎƘ ŎƻƭƭŀōƻǊŀǘƛǾŜ ƛƴƛǘƛŀǘƛǾŜǎ ǿƛǘƘ 
government and industry representatives. 

 L//tΩǎ ŜƴƎŀƎŜƳŜƴǘ ǿƛǘƘ Ƴŀƴȅ US colleges and development of test 
instruments/normalised standards that can be used for benchmarking purposes.  

In terms of the value of industry-academia collaborations, respondents offered mixed 
views. Some individuals suggested that they were very important, with a number of 
respondents identifying examples of these collaborations, e.g. Cisco Academy, as a useful 
ƳŜŀƴǎ ŦƻǊ ǎǇǊŜŀŘƛƴƎ L/¢ ƪƴƻǿƭŜŘƎŜΦ CǳǊǘƘŜǊΣ άbecause the speed of technological evolution 
is forced by commercial interestsέΣ ǘƘŜǎŜ ŎƻƭƭŀōƻǊations can add value in terms of ensuring 
there are suitably qualified individuals entering the ICT market. A further respondent 
recognised that they provide an opportunity for individuals to gain formal qualifications 
that are relevant to their area of work. However, one respondent suggested that the value 
dimension for these collaborations rested mainly with the course delivery and training 
organisations, who benefit financially irrespective of course pass rates. Finally, it was 
suggested that unless these collaborations result in more recognised qualifications their 
value contribution to the ICT profession would be low. 

8.3.4 National and European Qualification Frameworks  

77.2% of respondents were not aware of their NQF. While it can be argued that many 
countries are in the development stages of their national framework, it should be noted 
that 31.6% of respondents are of Irish or UK nationality. 32.6% of respondents currently (or 
most recently) work in Ireland or the UK. Both of those countries have established NQFs, 
but awareness among ICT practitioners is still poor.  Furthermore, 80.5% of respondents 
were not aware of the EQF.  These findings point to important concerns regarding publicity 
surrounding these initiatives at both a European and national level and their subsequent 
adoption and value.  

The survey also sought insight on the benefits to be derived from the use of such 
frameworks when comparing certifications and qualifications. Of the 298 respondents who 
answered this question, 169 individuals derived no or limited benefits or were not aware of 
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any. This is unsurprising given the lack of awareness of these frameworks. The relevant 
benefit categorisations identified by the other respondents include:  

 Basis of comparison for certifications and qualifications. For example, such 
frameworks: 

o Facilitate ŎƻƳǇŀǊƛǎƻƴǎ ƻŦ άƭƛƪŜ ǿƛǘƘ ƭƛƪŜέ ŀƴŘ άŎƻƴǎƛǎǘŜƴŎȅ ōŜǘǿŜŜƴ 
ǉǳŀƭƛŦƛŎŀǘƛƻƴǎέ  

o Provide a standardised and independent approach across the industry 
o Facilitate ǊŜŎǊǳƛǘƳŜƴǘ άǿƘŜƴ ŦƻǊŜƛƎƴ ǉǳŀƭƛŦƛŎŀǘƛƻƴǎ Ŏŀƴ ōŜ ǊŜŀŘƛƭy 
ŀǎǎŜǎǎŜŘέ 

o Facilitates transfer of credits 
o Enable ŎƻƳǇŀǊƛǎƻƴ ƻŦ ǘƘŜ ŎŜǊǘƛŦƛŎŀǘƛƻƴΩǎκǉǳŀƭƛŦƛŎŀǘƛƻƴΩǎ ƭŜǾŜƭΣ ǉǳŀƭƛǘȅ ŀƴŘ 

learning outcomes 
o Enable more informed decisions regarding courses/certifications to 

undertake and support self-selection 
o Acts ŀǎ άŀ ōŀǎŜƭƛƴŜέΣ άǇǊƻǾƛŘŜǎ ŀ ŎƻƳƳƻƴ ƭŀƴƎǳŀƎŜέ ŀƴŘ άŀ ŎƻƳƳƻƴ 
ƎǊƻǳƴŘ ŦƻǊ ŜǾŀƭǳŀǘƛƻƴέ 

o Provides transparency and better understanding of 
certifications/qualifications value and relevance. 

 Enhanced mobility between industries and countries through use of a common 
approach 

 Improved knowledge on certifications and qualifications 

 tǊƻǾƛŘŜǎ ŀ άƭŜǾŜƭ ǇƭŀȅƛƴƎ ŦƛŜƭŘέ ŦƻǊ ŎŀƴŘƛŘŀǘŜǎΣ ŜƳǇƭƻȅŜǊǎ ŜǘŎΦ  

8.3.5 ICT Certifications/Qualifications Support for Worker Mobility  

74.1% of respondents believe that ICT certifications support worker mobility across 
national boundaries. The international recognition of ICT certifications and standards e.g. 
ITIL, PRINCE2, ISO 20000, CISSP etc., is a key facilitator of mobility for individuals holding 
those credentials. One respondent stated άas most ICT certifications are universally 
recognised, be it by technology or framework, they are universally respectedέΦ ¦ǎŜ ƻŦ ŀ 
standard assessment process across different countries provides a useful comparator. One 
respondent suggests ICT certifications typically only support a limited set of knowledge and 
skills relevant to specific domains, and these are portable. Further, certification in for 
example programming languages and methodologies are typically not culture related, and 
can therefore help work integration abroad. However, the degree to which ICT certification 
contributes to mobility depends not just on the international recognition of the 
certification but also the certifications reputation and trustworthiness. Some certifications 
are awarded, for example based on a two day course and a simple examination. As stated 
ōȅ ƻƴŜ ǊŜǎǇƻƴŘŜƴǘ άcontrast this to the Cisco network professional qualifications CCNA, 
CCNP, which require significant effort and professional experience to acquire. A 
qualification like this sets a globally comparable baseline of competenceέΦ CǳǊǘƘŜǊΣ άif the 
certifications can be trusted and are proven to indicate real capability, then the applicant is 
more mobileέΦ 

One individual maintains that because worker mobility across Europe has been operating 
without difficulties for decades, in theory such frameworks as discussed above are 
unnecessary. Some respondents feel that it is factors such as language, culture, personal 
circumstances, regulatory issues as opposed to certifications held by individuals that inhibit 
movement across national boundaries. A number of respondents suggested that 
experience and implicit ability are more important factors for mobility. Judgment in 
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recruiting abroad often needs to be based on work experience and achieveƳŜƴǘǎ άgiven 
the plethora of certifications across countriesέΦ ¢Ƙƛǎ ŎƻƳƳŜƴǘ ƭƛƴƪǎ ǘƻ ǘƘŜ άŎŜǊǘƛŦƛŎŀǘƛƻƴ 
ƧǳƴƎƭŜέ ŜȄǇŜǊƛŜƴŎŜǎ ƻŦ ǘƘŜ ŜŀǊƭȅ ȅŜŀǊǎ ƻŦ ǘƘŜ Ǉŀǎǘ ŘŜŎŀŘŜΦ  

74.4% of respondents believe that formal education qualifications support mobility, 
particularly if the primary and postgraduate degrees are internationally recognised. 
άGeneral concepts and principles obtained in academic studies are transportableέ noted 
one respondent ŀƴŘ ǎǳŎƘ ǉǳŀƭƛŦƛŎŀǘƛƻƴǎ ŀǊŜ ōŜŎƻƳƛƴƎ άmore and more harmonizedέΦ 
However, despite suggesting that qualifications support mobility, one respondent stated 
ǘƘŀǘ άemployers are not fully aware of the true level of foreign academic qualificationsέΦ ! 
further respondent suggested that while the abilities developed through ICT qualifications 
are portable, soft skills are often poorly represented in existing qualifications. Support for 
mobility is also dependent on the awarding university/institution and its reputation and 
prestige.  

Respondents who felt ICT qualifications do not support mobility made some interesting 
comments. The issue of comparability and consistency of qualifications across countries 
was one inhibitor, with problems such as comparing quality across boundaries identified. 
For ŜȄŀƳǇƭŜ άI think the situation is improving (with frameworks and models) but I still 
have the impression that academic qualifications vary in quality and level internationallyάΦ 
CǳǊǘƘŜǊΣ άeach country has more or less hidden walls that makes it very difficult to accept 
foreign academic qualificationsέ ŀƴŘ άfrom my experiences most universities prepare for 
the national marketέ, with for example qualifications issued in one country not recognised 
in another. Greater publicity and awareness of NQFs and their more widespread 
development may alleviate perceptions such as these. Two respondents further stated that 
academic qualifications provide less support for mobility across national borders than 
ǇǊƻŦŜǎǎƛƻƴŀƭ L/¢ ŎŜǊǘƛŦƛŎŀǘƛƻƴǎΣ ŀǎ άinternationally recognised ICT certifications make 
validating suitability for a role easierέ ŀƴŘ άformal academic qualifications in ICT are less 
relevant than vendor specific certificationέΦ !ǎ ǎǘŀǘŜŘ ōȅ ƻƴŜ ǊŜǎǇƻƴŘŜƴǘ άit is very difficult 
to assess the standards of colleges between countries so often the professional 
qualifications are a more useful benchmarkέΦ {ƛƳƛƭŀǊ ǘƻ ŀōƻǾŜΣ ǎƻƳŜ ƛƴŘƛǾƛŘǳŀƭǎ ŀǘǘŀŎƘ 
greater importance to experience in supporting mobility as opposed to academic 
qualifications. 

8.3.6 Involvement in ICT Certification/Qualification Development  

44.1% of respondents were involved in developing certifications or formal academic 
qualifications.  32.9% stated that the certifications their organisation develops were based 
on ISO, national, industry or other recognised standards; 31.3% said they were not; while 
they remainder did not know. Many of those who commented were working towards 
basing their certifications on ISO standards, or relevant industry standards tailored to the 
specific industry needs. Education providers in Ireland linked to HETAC governing body 
standards i.e. Level 6 - Level 9 on the NFQ. 

8.3.7 Mapping of ICT Certifications to Competence Frameworks  

Respondents were questioned on how a mapping of ICT certifications to a national or 
European competence framework may benefit their organisation. Approximately 45% of 
the respondents who answered this question were not aware of what benefits this may 
deliver or suggested it would deliver no benefits. Benefit categorisations identified by other 
respondents include: 
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 Provides guidance for recruitment and staff development  

 Provides a common standard/consistent process or evaluation mechanism for 
matching qualifications/certifications to competencies required for specific jobs  

 tǊƻǾƛŘŜ ŜǾƛŘŜƴŎŜ ƻŦ ǘƘŜ άǊŜŀƭ ǾŀƭǳŜέ ƻŦ ŎŜǊǘƛŦƛŎŀǘƛƻƴǎ ƛƴ ǘŜǊƳǎ ƻŦ ƪƴƻǿƭŜŘƎŜ ŀƴŘ 
skill levels 

 Increases awareness, understanding and cross border recognition of ICT 
certifications   

 Facilitates benchmarking and comparison/equivalency  

 Provides internationally recognised proof of competency levels  

 Supports workforce mobility   

 Supports more targeted education/training initiatives; and identification of 
training/competency gaps 

 Assists in competency planning and career planning 

 Improves ability to determine capability of teams/individuals across organisations  

 Provides a reference point from which to map to job functions and needs  

It can be suggested that benefits such as those outlined above would be of significant 
interest to small and medium enterprises (SMEs). Certifications can prove costly to those 
organisations, and given the expanded certification landscape, this mapping could provide 
better transparency for SMEs, which may act as incentives for them to adopt certification 
schemes. One respondent however suggested that benefits are unclear as he/she was 
concerned that the mapping process may be biased by the certification developers. The 
ǎǳŎŎŜǎǎ ƻŦ ŀƴȅ ǎǳŎƘ ƛƴƛǘƛŀǘƛǾŜ ŀǎ ǎǘŀǘŜŘ ōȅ ƻƴŜ ǊŜǎǇƻƴŘŜƴǘ ŘŜǇŜƴŘǎ ƻƴ άavailability, 
marketing, access, and ability of individuals to interpret itέ 

Figure 32 provides an overview of factors that may encourage education or certification 
providers to map their qualifications or certifications to a competence framework. 53.5% of 
respondents suggested a need for improved brand recognition among practitioners and 
employers of competence frameworks. This is in line with the finding that only 12.4% of 
respondents were aware of the e-CF. Approximately a quarter of the respondents 
identified the need for a simpler mapping process; this is an important finding with respect 
to the ICT certifications/e-CF mapping initiatives being undertaken in the current ICT 
Certification in Action project. Closer analysis however, reveals that it is mainly private 
enterprises that call for a simpler mapping methodology and not the certification 
developers who would be responsible for the process. The need for legislation was 
ƛŘŜƴǘƛŦƛŜŘ ōȅ нсΦм҈ ƻŦ ǊŜǎǇƻƴŘŜƴǘǎΣ ŀǎ ŀŎŎƻǊŘƛƴƎ ǘƻ ƻƴŜ ǊŜǎǇƻƴŘŜƴǘ άit will be of limited 
use unless all certification developers do itέΦ Discussions with respondents also highlighted 
that a key motivator must be an actual requirement within the industry for this 
competence framework mapping to be successful. The need to demonstrate the value of 
the mapping exercise to all relevant stakeholders is critical. 
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Figure 32: Factors influencing mapping to competence frameworks 

Barriers to mapping ICT certification or qualifications to a national or European level ICT 
competence framework are outlined in Figure 33. Three key factors were lack of demand 
from employers (39.3%), no demand from practitioners (33.2%), and no clear benefit for 
education providers (24.7%). Approximately 60% of respondents were either unaware of 
the mapping process or could not identify any barriers. One interesting comment by one 
respondent was that due to the competitive certification market άthe certification providers 
don't want to bare theirs internals about their certificationsέΦ  

 
Figure 33: Barriers to mapping to competence frameworks 
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8.4 Ethics 

8.4.1 Adherence to Code of Ethics/Conduct  

70.8% of respondents adhered to a professional Code of Ethics/Code of Conduct. These 
Codes ranged from company internal corporate Codes (e.g. CISCO Code of Business 
Conduct, Fidelity in-house Code of Ethics, Dell Code of Conduct, NUIM Research Ethics 
Code of Practice), to codes of professional bodies (e.g. IEEE, IEI, IET, UK Engineering 
Council, Institute of Directors UK, BCS, ISACA, ISC2, Association of Information Systems, 
Icelandic Engineers Association), to individuals own personal Codes. Commenting on the 
usefulness of the Codes in practice, approximately 90% of respondents felt they were at 
ƭŜŀǎǘ ǳǎŜŦǳƭΦ {ǳŎƘ /ƻŘŜǎ ƘŜƭǇ ǘƻ άprovides guidelines and directions in order to utilise 
competenciesέΣ άsets expectations for behaviourέΣ άprovides a philosophy and overarching 
frameworkέΣ άsets important restrictions in the use of personalized dataέΣ ŀƴŘ ƘŜƭǇǎ άlevels 
of trust to rise steadilyέΦ IƻǿŜǾŜǊΣ ǘƘŜƛǊ άusefulness and applicability is situational and role 
dependentέΦ ! ǎƳŀƭƭ ƳƛƴƻǊƛǘȅ ŦŜƭǘ ǘƘŜ /ƻŘŜǎ ǿŜǊŜ ƴƻǘ ǳǎŜŦǳƭ ŀǎ ŦƻǊ ŜȄŀƳǇƭŜ ǘƘŜȅ ǿŜǊŜ άtoo 
general, not policed, and not reviewed for improvementέΦ CǳǊǘƘŜǊΣ ά[they are] not useful in 
practice but useful as a reminder that I have a duty of care to my clients (internal or 
external)έΦ оΦп҈ ŦŜƭǘ ǘƘŜȅ ǊŜǎǘǊƛŎǘŜŘ ōǳǎƛƴŜǎǎ ƻǇŜǊŀǘƛƻƴǎ ŀs for example they result in 
άputting principles ahead of profitέΦ  

 
Figure 34: Usefulness of Codes of Ethics/Conduct 

8.4.2 Content of Ethical Codes  

The survey sought respondents insights on the content of the Codes adhered to. The 
following chart highlights the areas addressed. These topics reflect the criteria for inclusion 
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were addressed in the 30 national Codes examined by IFIP, computer specific ethical issues 
were the factor identified least often in the Codes respondents adhered to (42.2% of 
respondents). This is similar to the findings of IFIP discussed in the desktop research, which 
suggested that computer specific ethical issues were not adequately addressed and needed 
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greater inclusion in ethical codes. Contrary to the findings of IFIP however, attitudes 
towards regulations were recognised by approximately 68% of respondents as a 
component of their Code(s); previous IFIP research suggested this was addressed in less 
than half of the Codes examined.  6.9% of respondents were not aware of their codes 
ŎƻƴǘŜƴǘΦ hǘƘŜǊ ŦŀŎǘƻǊǎ ƛƴŎƭǳŘŜŘ ƛƴ ǊŜǎǇƻƴŘŜƴǘǎΩ ŎƻŘŜǎ ǿŜǊŜ άcompetence, accuracy and 
fairness of advice and guidanceέΣ άlegalityέΣ άsecurity practices, financial accountability, 
performanceέ ŀƴŘ άenvironmental issuesέ 

 
Figure 35: Content of ethical codes 

The majority of respondents felt that there were not any important aspects excluded from 
their Code of Ethics/Conduct. Some felt that their Codes needed to be updated to address 
issues such as culture, internal company relations, data protection, health and IT, meeting 
customer needs and duty of care, self-assessment of competence, innovation and ICT 
specific aspects such as social networking, cloud computing and use of social media tools. 
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behind new technologiesέ ŀƴŘ ǘƘŜǊŜ ƛǎ άslow adoption of new technologies due to lack of 
trust and proper managerial oversightέΦ 

8.4.3 Consequence of Non-compliance   

Consequences of non-compliance with the stated codes were varied including for example: 

 Potential termination of employment  

 Disciplinary action/hearings  

 Loss of membership from professional association/disbarring  

 Verbal/written warnings  

 Negative impact on individuals performance management review  

 Negative impact on reputation including loss of credibility  

 Potential loss of certification  

 Criminal proceedings/legal action/prosecution  
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 Fine  

 Personal liability  

 Suspension  

 Shame  

 Customer/client dissatisfaction  

5 respondents were unaware of non-compliance consequences; while 15 individuals stated 
that there were no such consequences. 

8.4.4 Need for Greater Enforcement Mechanisms  

54.9% of respondents feel that there is no requirement for greater enforcement and 
penalties where Codes of Ethics/Conduct are breached. Some respondents feel that codes 
are for guidance purposes and therefore the onus should be on the individual to decide 
how to use them. Responsibility should rest with employers to ensure their codes are 
ŜƴŦƻǊŎŜŘΦ !ŎŎƻǊŘƛƴƎ ǘƻ н ŘƛŦŦŜǊŜƴǘ ǊŜǎǇƻƴŘŜƴǘǎ άthere is adequate legislation in this area 
already with appropriate sanctions for breaches in the lawέ ŀƴŘ άmore education is better 
than penalising for violating the professional code of conductΦέ 

On the other hand, 45.1% of individuals suggest the need for greater enforcement 
ƳŜŎƘŀƴƛǎƳǎ ŀǎ άminimum ethical standards are a reasonable expectation from any 
professionέ ŀƴŘ ŀǘ ǇǊŜǎŜƴǘ ƛƴ ǎƻƳŜ ŎŀǎŜǎ ŎǳƭǘǳǊŜ ŘƛŎǘŀǘŜǎ ǿƘŀǘ ƛǎ ǇŜǊƳƛǎǎƛōƭŜΦ ά¢ƻƻ ƻŦǘŜƴ Χ 
we see unethical behaviour...non-disclosure agreements signed and then infringedΦέ 
CǳǊǘƘŜǊΣ άthe ICT profession has access to considerable private and personal information. In 
the absence of penalties and enforcement, society is merely trusting that no misuse is 
occurringέΦ Lǘ ƛǎ ǊŜŎƻƎƴƛǎŜŘ ǘƘŀǘ ǘƘŜ ƛǎǎǳŜ ƻŦ ŜƴŦƻǊŎŜƳŜƴǘ ŀƴŘ ǇŜƴŀƭǘƛŜǎ ƴŜŜŘǎ ǘƻ ōŜ ƭƛƴƪŜŘ 
to the severity of the breach. One respondent feels that there is a need for greater 
awareness in order to improve professional standards and compliance. There is also a 
suggestion for developing codes at a European level that are linked to professions 
according to the e-CF. 

8.5 CIO / ICT Manager Training 

8.5.1 Understanding the demand for CIO training  

Of all the respondents surveyed the opinion was equally split between those who felt that 
CIOs required some form of certification or qualification to practice.  Of those that did not 
feel certifications or qualifications were necessary, they did largely agree that experience 
was the important factor.  They also stated άThat (it) would be daft, it would prevent 
ƻǳǘǎƛŘŜ ǎƪƛƭƭǎ ŎƻƳƛƴƎ ƛƴέ, a sentiment designed to reflect the fact that to enforce a 
requirement for qualifications, training and / or certification would restrict the flow of 
skilled professionals into the area of CIO management. 

Some also felt that whilst they disagreed with the notion of ICT certification and 
qualifications there was a requirement for CIOs to possess either certifications or 
qualificaǘƛƻƴǎ ƛƴ ōǳǎƛƴŜǎǎ ŀƴŘ ƳŀƴŀƎŜƳŜƴǘΦ  !ǎ ƻƴŜ ǊŜǎǇƻƴŘŜƴǘ Ǉǳǘ ƛǘ άNo, and this is the 
crux of the matter! CIO's must speak the language of business, and have the same level of 
senior qualifications as do other Exec Directorsò. 
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Across all the responses there was common agreement that whilst the role of CIO will vary 
dramatically between organisations and indeed industry sectors, the role of the CIO needs 
to be more clearly defined. 

8.5.2 Regulating the role of CIO  

Considering the polarised view concerning certification and qualifications, and the fact that 
the perceived view amongst respondents is that the role of CIO is not clearly defined it was 
interesting to understand the view concerning the regulating of the role of CIO.  This in 
effect asks the respondents if they think the role should be regulated in the same way it  
has been for the Federal agencies in the US (Clinger Cohen Act 1996). 

 
Figure 36: Views on regulation 

Only 28.2% of the respondents felt that some form of National or EU legislative regulation 
was required.  Of the remaining respondents just under 50% felt that some form of self-
regulation would help, whilst 35% were totally against the idea.  

This provided an interesting insight, as the indication is that to impose some form of 
national or EU level regulation would not be seen as a positive move by CIOs.  However, 
self-regulation was more acceptable.  This maybe attributable to the variations in how CIOs 
ƻǇŜǊŀǘŜΣ ŀƴŘ ǊŜƎǳƭŀǘƛƻƴǎ ǿƻǳƭŘ ōŜ ǎŜŜƴ ŀǎ ŀ ΨƻƴŜ-ǎƛȊŜ Ŧƛǘǎ ŀƭƭΩ ǎƻƭǳǘƛƻƴ. 

8.5.3 Understanding the demand for training required for CIOs  

To gauge the focus of education and training required by CIOs the respondents were asked 
to assess the topics as identified within the Clinger Cohen Act (1996) for suitability to their 
respective roles. 
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Figure 37: Key topic areas 

The top five topics selected were in order of importance; leadership & management, 
process/change management, information security & assurance, information resource 
strategy, and policy & organisatƛƻƴΦ  ¦ƴŘŜǊ ǘƘŜ ΨhǘƘŜǊΩ ŎŀǘŜƎƻǊȅ Ƴŀƴȅ ǊŜǎǇƻƴŘŜƴǘǎ ŀƭǎƻ 
highlighted, once again the need for business awareness and alignment, innovation, and 
stakeholder and relationship management. 

Interestingly enough the direction the respondents are taking is very much towards 
identifying training and education that builds, not just the technical capability of the CIO, 
but the ability to communicate and interact with senior managers across the organisation. 

When the question was expanded to understand how well education providers were 
meeting the demand for training the response was not good. 

 
Figure 38: Provision of skills for the role of CIO 

Only 13% said that education providers are meeting their needs in terms of CIO / ICT 
management trainiƴƎΦ  aŀƴȅ ǊŜŦƭŜŎǘŜŘ ǘƘŜ ǾƛŜǿ ǘƘŀǘ άEducation providers only address the 
basic foundations for people starting within the professionάΦ  ¢ƘŜ ƛƴŦŜǊŜƴŎŜ ōŜƛƴƎ ǘƘŀǘ ǘƘŜ 
ǘȅǇŜ ƻŦ ǘǊŀƛƴƛƴƎ ŀƴŘ ŜŘǳŎŀǘƛƻƴ ƴŜŜŘŜŘ ōȅ /Lhǎ ƛǎ ŜƴŎŀǇǎǳƭŀǘŜŘ ǿƛǘƘƛƴ ƳŀǎǘŜǊΩǎ 
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(postgraduate) programmes, which in turn may not be suitable due to their cost and time 
commitment. 

Many also commented on the fact that the training provided is too specific, and that the 
broad range of skills required by the CIO means that any programme specifically for the CIO 
will need to cover a broad range of concepts.  This issue is further complicated by the fact 
that not all CIOs are starting from the same education and training base. 

8.5.4 Demandɀdriven Education and Training  

Considering that education and training providerΩs offerings were not perceived by 
respondents to equip CIOs with the necessary skills, the question was asked if there was a 
need for these providers to be more responsive to the demands of industry.  The response 
to this was not a surprise. 

 
Figure 39: Need for greater responsive 

hŦ ǘƘŜ ΨbƻΩ ǊŜǎǇƻƴǎŜǎ όос҈ύ Ƴŀƴȅ ǿŜǊŜ ŦƻƭƭƻǿŜŘ ǳǇ ǿƛǘƘ ǘƘŜ ǾƛŜǿ ǘƘŀǘ ǘƘŜ ǊŜǎǇƻƴŘŜƴǘǎ 
were not aware of the training and education offerings available.  This highlights a further 
issue concerning the communication and marketing of CIO specific training and education 
programmes. 

!ƴƻǘƘŜǊ ƛƳǇƻǊǘŀƴǘ ŦŀŎǘƻǊ ƛŘŜƴǘƛŦƛŜŘ ƛƴ ǘƘŜ ǊŜǎǇƻƴŘŜƴǘΩǎ ǊŜǎǇƻƴǎŜǎ ǿŀǎ ǘƘŜ ŦŀŎǘ ǘƘŀǘ 
άAcademic research is useful but not sufficient άΦ  Lƴ ŜǎǎŜƴŎŜ ǘƘŜ ǾƛŜǿ ƛǎ ǘƘŀǘ ŀŎŀŘŜƳƛŎ 
content must be supported with real-world examples.  This would make the programmes 
ƳƻǊŜ ǊŜƭŜǾŀƴǘ ǘƻ ǘƘŜ ǇŀǊǘƛŎƛǇŀǘƛƴƎ /LhΣ ōǳǘ ŀƭǎƻ ŜƴǎǳǊŜ ǘƘŜ ǇǊƻƎǊŀƳƳŜ ǇǊƻǾƛŘŜǊΩǎ 
understand the changing demands being placed on the CIO in terms of their ability to 
contribute to the organisation at a strategic level. 

8.5.5 Education Qualification Mix  

The role of CIO / ICT manager is not an entry-level position, and it is accepted by the 
respondents that some level of education / certification is required for those holding this 
position.  However, what is interesting is the mix of business / management and technical 
qualifications / certification the respondents felt was necessary to perform the role 
effectively. 

64.0% 

36.0% 

Is there a need for CIO training/education providers to be more 
responsive to the demands of industry? 
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No
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When asked the question άIf you were recruiting a replacement CIO or senior IT manager, 
what would you expect in terms of educational background?έ 216 respondents provided 
the following insight. 

Business Certification / Qualification 

Answer 
Options 

Certificate/ 
Diploma (EQF Level 

5) 

Bachelor's 
Degree (EQF 

Level 6) 

Master's 
Degree (EQF 

Level 7) 

Doctoral 
Degree 

(EQF Level 
8) 

I do not 
know 

Response 
Count 

Minimum 
Level 27.01% 41.23% 19.43% 0.00% 12.32% 211 
Desired 
Level 6.16% 23.22% 54.03% 9.00% 7.58% 211 

Table 14: Business certifications and qualifications 

ICT Certification / Qualification 

Answer 
Options 

Certificate/Diploma 
(EQF Level 5) 

Bachelor's 
Degree (EQF 

Level 6) 

Master's 
Degree (EQF 

Level 7) 

Doctoral 
Degree (EQF 

Level 8) 

I do not 
know 

Response 
Count 

Minimum 
Level 23.61% 48.61% 19.91% 0.00% 7.87% 216 
Desired 
Level 4.23% 24.88% 52.11% 10.80% 7.98% 213 

Table 15: ICT certifications and qualifications 

What is interesting from the survey is that nearly 74% felt that a bachelor degree (EQF level 
6) in technology was required, as opposed to 64% who felt a business related degree was 
ǊŜǉǳƛǊŜŘΦ  IƻǿŜǾŜǊΣ ǿƘŜƴ ƛǘ ŎŀƳŜ ǘƻ ŀ ƳŀǎǘŜǊΩǎ ŘŜƎǊŜŜ ǉǳŀƭƛŦƛŎŀǘƛƻƴ ǘƘŜ ǇǊŜŦŜǊŜƴŎŜ ǿŀǎ 
ǊŜǾŜǊǎŜŘ ǿƛǘƘ тн҈ ŦŀǾƻǳǊƛƴƎ ŀƴ L¢ ǊŜƭŀǘŜŘ ƳŀǎǘŜǊΩǎ ŘŜƎǊŜŜ ǿƛǘƘ тп҈ ŦŀǾƻǳǊƛƴƎ ŀ ōǳǎƛƴŜǎǎ 
ǊŜƭŀǘŜŘ ƳŀǎǘŜǊΩǎ ŘŜƎǊŜe.  This supports the belief that a mix of technical and business 
qualifications is desirable. 

What is also worth noting is that less than 34% of respondents believed that some form of 
certification (Technical or Business) was necessary for the role of CIO. 

8.6 A European ICT Profession 

8.6.1 Benefits of a Europe -wide ICT Profession  

When asked about the possible benefits of a Europe-wide ICT Profession, approximately 
one third of respondents cited increased worker mobility across countries, and one fifth of 
respondents indicated increased standardisation as being probable benefits. 

Together with other data points, initial analysis suggests that respondents believe that 
worker mobility will grow across Europe in the coming years, and that while ICT 
competence frameworks play a significant role, they are currently only perceived as being 
one part of the solution. 

8.6.2 Risks of a Europe-wide ICT Profession  

Respondents perceived numerous potential risks in the establishment of a Europe-wide ICT 
profession. Concerns over bureaucracy and timeliness featured widely in the responses: 
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ά¢ǊȅƛƴƎ ǘƻ Řƻ ǘƻƻ ƳǳŎƘ ŀƴŘ ǘŀƪƛƴƎ ǘƻƻ ƭƻƴƎ ǘƻ ŜȄŜŎǳǘŜέΣ άǘƘŀǘ ƛǘΩǎ ŎƻƴǘŜƴǘ ǿƛƭƭ ōŜ ǎƭƻǿΣ ŀƴŘ 
ǘƻƻ ŦŀǊ ōŜƘƛƴŘ ǘƘŜ ǇŀŎŜ ƻŦ ǘƘŜ L/¢ ǎŜŎǘƻǊέΣ άǘƻƻ ƳǳŎƘ ōǳǊŜŀǳŎǊŀŎȅέΣέŀƴƻǘƘŜǊ ǎŜǘ ƻŦ ŜǳǊƻ-
legislation that coǎǘǎ ƳƻƴŜȅ ǘƻ ǿƻǊƪ ǿƛǘƘΗέΣ άŘƛŦŦƛŎǳƭǘ ǘƻ ƳŀƴŀƎŜΣ ǿƘƻ ŎƻƴǘǊƻƭǎ ƛǘΚέΦ 

Concerns were also raised about the risks of establishing a solution which was not market 
driven and did not obtain critical mass έŘŜǾŜƭƻǇƛƴƎ ŀ ōƛƎ ŦǊŀƳŜǿƻǊƪ ǘƘŀǘ ƴƻ ƻƴŜ ǳǎŜǎέΣ 
έƳŀȅ ƘŀǾŜ ƭƛǘǘƭŜ ƛƳǇŀŎǘ ƛŦ ƴƻǘ ŘǊƛǾŜƴ ōȅ ƭŜŀŘƛƴƎ ŎƻƳǇŀƴƛŜǎ ƛƴ ŀƭƭ ǎŜŎǘƻǊǎέΣ έƭŀŎƪ ƻŦ 
relevance". 

A third strand of concern revolved around the risk of over-emphasising qualifications to the 
detriment of experience έŀǎǎǳƳǇǘƛƻƴ ǘƘŀǘ ǘƘŜ ǉǳŀƭƛŦƛŎŀǘƛƻƴ ƛǎ ƳƻǊŜ ƛƳǇƻǊǘŀƴǘ ǘhan proven 
ŜȄǇŜǊƛŜƴŎŜέΣ άŀ ǊŜƭƛŀƴŎŜ ƻƴ ǉǳŀƭƛŦƛŎŀǘƛƻƴǎ ŀƴŘ ƴŜƎƭŜŎǘ ƻŦ ŜȄǇŜǊƛŜƴŎŜέΦ 

Other concerns raised by some practitioners related to the risk of job losses as a 
consequence of companies potentially exploiting offshoring opportunities; also, some 
respondents emphasised the need to position any proposed framework in a global context, 
reflecting the growing requirements of global organisations. 

These raise important guidelines for any proposed solution;  

 Simplicity: the more complicated and unwieldy the solution, the less likely it is to 
achieve any traction 

 Demand-driven: unless the value proposition to all stakeholders is clear, we will not 
achieve the required critical mass to make this initiative successful 

 Experience counts: any framework which relies on formal qualifications and 
certifications to the detriment of experience will be resisted by existing ICT 
practitioners 

 Transparency: while the risks of offshoring do exist, the risks of inactivity are 
undoubtedly greater in the long term 
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9  

This initial phase of the EU ICT Professionalism project is tasked with delivering an 
understanding of the landscape of ICT professionalism. In doing so, we have examined four 
essential building blocks of any profession: 

 Bodies of Knowledge 

 Competences 

 Certification, Standards and Qualifications 

 Ethics / Codes of Conduct 

Also, as specified in the original project brief, we have considered the current market with 
regards to CIO/IT Manager Training. 

We have examined these five areas in detail using a combination of desktop research and 
interviews with relevant experts, and undertaken additional analysis in order to reach the 
findings presented below. 

9.1 Translating support for an ICT Profession into a solution for the 
ICT Profession 

The largely positive response to the notion of a European-level ICT Profession (with only 
15% rejecting any possible benefits) suggests that there is indeed potential for a European 
ICT Professionalism framework, and many respondents also recognised that one of the key 
benefits of this approach would be increased mobility, a finding which aligns with one of 
the objectives of the Digital Agenda for Europe. 

Interestingly, less than 10% saw no need for a professional ICT body: marginally more 
respondents favoured a National/National with Europe-wide recognition professional body 
than a European/European with Global Recognition solution.  

In discussions with experts, we also recognised that our solution, while initially focussed on 
Europe, should try to avoid embarking on a path which fundamentally conflicts with 
approaches being taken elsewhere in the world. To this end, during the second phase of 
the project, we plan to build on the dialogue which we have already established with many 
initiatives and entities outside of Europe. 

We also recognise that, despite the positive response to a Europe-wide ICT profession, a 
significant number of practitioners are concerned with the notion of a cumbersome 
bureaucracy being constructed to achieve this goal, as evidenced by numerous quotes to 
this effect. Translating these demands into a framework suggests that whatever approach 
we propose, it is imperative that it is simple. However, this request is hardly surprising ς 
there can be few practitioners who would realistically canvass for an overtly complex 
solution.  

In order to support the next phase of work, we have therefore identified a series of good 
practices from our research which will help inform key aspects of our solution in the 
second phase of this project.  
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9.1.1 Bodies of Knowledge  

Bodies of knowledge are in use in all sizes of firms. The uses to which the bodies of 
knowledge are as varied as the bodies of knowledge available and the roles and practices 
defined therein. 

Our survey shows that bodies of knowledge uses include: 

 acting as a basis for college courses 

 the setting of standards and certification exams for training 

 consulting 

 auditing 

 service management 

 service delivery 

 best practice identification and gap analysis 

 planning 

 enterprise architecture 

 operations and work flow management 

Many use them as references that can be consulted as needed. 

Respondents from all stakeholder groups report the use of bodies of knowledge. Clearly 
body of knowledge usage is considered to be of value. Bodies of knowledge will continue to 
be part of the ICT Professional environment for some time to come. 

Bodies of knowledge act as a basis for standards, certifications and examinations. However, 
bodies of knowledge are not necessary for the development of all of the above. 
Universities have courses on many topics that were developed without an industry 
standard body of knowledge. Bodies of knowledge do help to identify the skills, tools, 
techniques and the knowledge base upon which successful professional practice is built. 

9.1.1.1 Options for in vestigation  

6. ά5ƻ ƴƻǘƘƛƴƎέΦ The bodies of knowledge are delivering value. They are used for the 
purposes for which they were developed. This is the cheapest option and involves the 
least effort. 
 

7. Develop an all-encompassing body of knowledge for ICT: 

a) Change management and version control would be exceptionally complex. 
b) The rate and frequency of change would be problematic. 
c) Managing the specialised groups who would have differing objectives would be 

difficult. 
d) Scope control would be difficult. 

8. Map the bodies of knowledge to the competence frameworks. This combined with 
job profiles and career paths would help all to plan and deliver competences and 
capabilities. 

a) Bodies of knowledge are not typically expressed in terms of competences. 
b) Some are syllabi based and thus would take considerable work to expand to a 

series of competences. 
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c) Some are expressed in terms of practices. The competences needed to support 
the practices might be identifiable and a mapping could be achieved in this way. 
It would take considerable effort and may not be an improvement on the syllabi 
based bodies of knowledge. 

9. Develop an all-encompassing index of the ICT Body of Knowledge. Bodies of 
knowledge have historically been developed around existing roles or activities and 
practices. In essence, they have been put together by communities of practice.  
 

a) Taking some of the e-Jobs profiling work and the e-competence framework 
might form the basis on which to build a test body of knowledge. 

b) Create a pseudo super body of knowledge. The universities and other 
educators (if willing) could load the syllabi from their ICT related courses into a 
database. Some common data structures would need to be developed or an 
appropriate XML interface or other suitable technologies to allow the 
electronic transfer of this data by the colleges. 

 
10. Index to Bodies of Knowledge. There is no common index (or high-level map) to advise 

ICT stakeholders what bodies of knowledge are available or what their coverage is. An 
index of industry recognised ICT related bodies of knowledge would be particularly 
helpful. The level of detail could be at a prospectus level. It should only outline the 
content and focus of the body of knowledge. This index in time could be expanded to 
address some of the areas identified as missing in the existing bodies of knowledge 
around people management, interpersonal skills, communications, leadership, attitude 
management, and negotiation skills, legal and contractual matters, etc. 
The IT-CMF has been mapped to over 150 frameworks and this work may be a good 
starting base on which to build such an index. 
 

11. Body of knowledge access for small and medium sized companies (SMEs). Because of 
the large number of bodies of knowledge, the cost of attaining and maintaining 
certifications around these is expensive. This potentially places smaller business 
entities at a disadvantage. New mechanisms need to be explored that would allow 
small companies and individuals cheaper access to relevant bodies of knowledge. 
Encouragement and inducement to body of knowledge support organisations to adapt 
financial sharing and knowledge sharing approaches to the dissemination of ICT 
Profession related knowledge. 

 
12. Encourage further mergers and more convergence. Reducing the overlapping areas 

would be beneficial and it might be worth approaching some of these BoK support 
organisations to suggest mergers. 

 
13. Index the Special Interest Groups or Communities of Practice. The leading edge 

material is often to be found in these groups. Participation should be encouraged but 
on an Ψas neededΩ ōŀǎƛǎΦ IŀǾƛƴƎ ŀƴ ƛƴŘŜȄ ƻŦ ǿƘŀǘΩǎ ƎƻƛƴƎ ƻƴ ŀƴŘ ǿƘŜǊŜ ǿƻǳƭŘ ōŜ ƻŦ 
benefit to all. Some indexes do exist within the various societies like the ACM36. 

                                                           

36 !/aΩǎ {ǇŜŎƛŀƭ LƴǘŜǊŜǎǘ DǊƻǳǇǎ ό{LDǎύ http://www.acm.org/sigs/sigs#006 
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9.1.2 Competence Frameworks  

The list below offers a series of recommended practices to facilitate the creation, selection 
and adoption of any proposed competence framework to be identified in the second phase 
of this project. 

9.1.2.1 Value-driven demand  

It is imperative that whatever solution is proposed takes into consideration the value 
drivers of the different stakeholders. Our desktop research has compiled the benefits that 
the developers of competence framework believe are providing; and our interviews have 
identified the perceived benefits from a stakeholder perspective, but further work is 
required in order to construct a value model for each stakeholder group. These value 
models would show, for a given stakeholder community, their respective preferences and 
rationale for each design choice preference. Further, the models would cover all aspects of 
the professionalism framework, not just issues related to the competence framework.  

9.1.2.2 Multi -stakeholder Engagement  

Successful competency models developed to date have typically engaged with multiple 
stakeholders, and we believe that this is particularly important for any competence 
framework to be adopted within a diverse European community. Without a broad level of 
engagement throughout the project, it is unlikely that the requirements of different 
stakeholders will be heard and therefore not reflected in the proposed solution: thereby 
hampering potential adoption levels. Further, recognising and understanding the views of 
different stakeholders is of paramount importance if the project is to be a success in its 
essential objective of driving convergence across the European, and ultimately, global, 
landscape. 

9.1.2.3 Brand Awareness  

Our research found a low level of awareness of competency models in general, and very 
low levels of awareness of specific national and European competence frameworks. 

Awareness is a precursor to demand: if people are not aware of the existence of a solution, 
they will make no requests for it. 

For this reason, intensive efforts to raise brand awareness must be undertaken to develop 
knowledge of the proposed competence framework solution, which in turn can help 
stimulate a virtuous cycle of adoption. However, rather than targeting individual 
practitioners, it makes more sense to target awareness initially at an organisational level 
(rather than at a practitioner level) via partnerships with HR organisations, links to training 
and education providers, national professional ICT associations, CIO organisations, etc. 

9.1.2.4 Balanced skillset  

The focus of many competence frameworks has remained within the set of competences 
that reside within traditional ICT departments. Indeed, less than 40% of interviewees 
agreed that the competence framework in use in their organisation covered a mix of 
technical and non-technical skills.  

More recent competence framework initiatives are addressing the issue, embracing a 
broader definition of competences accommodating personal and business skills as well as 
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scientific and technical skills, but comments received during the interview process suggest 
that further work is required in this area. 

It is therefore recommended that the proposed competence framework must reflect the 
changing nature of the work performed by an ICT professional, and cover an appropriately 
balanced skillset. 

9.1.2.5 Innovating with technology  

To date, competence framework initiatives within Europe have relied upon expert 
workshops and user feedback as the main engine to create and maintain the content. 

Recognising the growth of online databases of both practitioner Curriculum Vitaes and 
employer job descriptions, we recommend investigating the potential opportunities arising 
from greater use of technology in creating new content. Technology will not replace expert 
examination, but it can facilitate discussions on content, particularly with regard emerging 
(and declining) competences. E.g. Automated document searching can identify trends in 
particular word-sets relating to competences; online surveys (as per O*Net) can support 
greater understanding of the changing work environment.  

Technology can also play a role in the dissemination of the content as well as creating a 
more effective feedback loop. For example, as an alternative to the prevalent master 
document-based approach, one possibility might be the construction of a decentralised 
database, with open access provided via appropriate APIs to encourage usage by different 
agencies and developers. In doing so, these bodies (e.g. HR agencies, organisational change 
consultancies, etc.) would then be able to develop appropriate interfaces and skins on to 
the data to support intelligent analysis and searching. In this fashion, these agencies would 
then become responsible for the creation and maintenance of the toolset rather than a 
single centralised body. This could potentially foster greater levels of innovation and 
support for different organisational types wanting to make use of the core content. 

Technology has also contributed to the creation of organisations which did not exist 
previously and which could now play a pivotal role in the adoption of a new competence 
framework. For example, if LinkedIn (or similar) were to facilitate and encourage mapping 
of practitioner skills to the proposed competence framework, the rate of adoption could be 
accelerated tremendously. (Interestingly LinkedIn earlier this year launched LinkedIn Skills 
which supports tracking in the changes in demand for different skills). For this reason, we 
also recommend that the role of such relationships should be investigated. 

9.1.2.6 Tailoring Solutions to the Marketplace  

Different stakeholders have different expectations of and requirements for how they wish 
to access and use the competence framework content. It is therefore important that the 
competence framework should be capable of being used and adopted by both individual 
ICT practitioners as well as organisations (large and small). Clearly, this aspect is closely tied 
to meeting value-driven demand but is more focused on usage than on the content itself. 

Facilitating usage is important as over one-fifth of interviewees rejected adopting a 
national/European ICT competence framework on cost grounds, one aspect of which is the 
ease with which it can be integrated into an organisation.  
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We therefore recommend the creation of different use-cases in order to determine what 
content is needed and how different stakeholders could then use the content. 

9.1.2.7 Open access  

We recommend that access to the proposed framework is provided to all on a free basis, 
encouraging adoption by different stakeholder communities. 

9.1.3 Certifications, Standards and Qualifications  

9.1.3.1 Driving Industry ɀAcademic Collaborations 

Previous studies have revealed that education, training and certifications are mutually 
supportive components of lifelong learning. Interview findings confirm that both 
qualifications and ICT certifications are significant factors in both recruitment and 
continuous professional development for positions at all levels of seniority. While the 
products of educational institutions and industry based certification providers typically 
differ, the need for a partnership approach between these and other parties to bridge 
existing gaps has been long recognised. For example, the 2004 eSkills industry certification 
report37 called for partnership between industry, government and academia in moving 
towards a learner centred education system; the 2005 ICT Skills Certification in Europe 
report38 called for enhanced cooperation and joint activities through public-private 
partnerships; the 2007 Harmonise report emphasised the importance of multi stakeholder 
partnerships between professional and industry associations, ICT vendors, government 
bodies and social partners and the need to establish a round table as a forum for 
information exchange;  while ICT Certification in Europe and ICT Certification in Action 
reports discuss a move towards a coalescence of universes and presented evidence of on-
going workshops involving a number of certification providers in positioning their 
certifications against the e-CF. The European Youth Forum, in its policy paper on vocational 
education and training39, also advocates a holistic approach to education focusing on a 
lifelong learning society that values complementarity of formal, non-formal and informal 
learning/experience. It suggests that formal education alone does not develop the required 
competencies or life skills needed for a life of employment in the knowledge-based 
economy; and hence greater coordination and partnerships between all educational 
providers (formal and non-formal) is needed to develop these competencies. Similarly 
initiatives in the US, Japan and India discuss this partnership approach and in many cases 
the establishment of memorandums of understanding between various entities. Hence, 
partnership, collaboration and convergence are commonly seen as the way forward.  

                                                           

37
 CompTIA (нллпύΦ ά¢ƘŜ ǎƛǘǳŀǘƛƻƴ ŀƴŘ ǘƘŜ ǊƻƭŜ ƻŦ Ŝ-ǎƪƛƭƭǎ ƛƴŘǳǎǘǊȅ ŎŜǊǘƛŦƛŎŀǘƛƻƴ ƛƴ 9ǳǊƻǇŜέΦ 9ǳǊƻǇŜŀƴ 

e-Skills 2004 Conference, 20-21 September, Thessalonica. 
38

 CEPIS (2005). ICT-Skills Certification in Europe. Available at: 
http://www.ictliteracy.info/rf.pdf/eSkills_Certification_final_report.pdf 
39

 European Youth Forum (2010). Policy paper on vocational education and training. Available at 
http://youth -partnership-eu.coe.int/youth-partnership/documents/EKCYP/Youth_Policy/docs/ 
Education_Training_Learning/Policy/VET_FINAL.pdf 
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The corner stone for such a partnership approach has already been laid through for 
example the development of the EQF and on-going development of NQFs to act as a 
common reference point, thereby increasing transparency and understandability. Further, 
the existence of some collaboration is evident, as outlined in the desktop research. 
However, the penetration of industry-academic collaborations is far from great; awareness 
of existing initiatives is limited with only approximately 38% of respondents being aware of 
one or more.   

Survey findings however generally indicate a growing importance of these collaborations in 
the future. These are necessary to ensure a further ǎƘƛŦǘ ŦǊƻƳ ǘƘŜ ŜȄƛǎǘŜƴŎŜ ƻŦ άǇŀǊŀƭƭŜƭ 
ǳƴƛǾŜǊǎŜǎέ ōŜǘǿŜŜƴ ǘƘŜ ǇǊƻŘǳŎǘǎ ƻŦ ŜŘǳŎŀǘƛƻƴŀƭ ƛƴǎǘƛǘǳǘƛƻƴǎ ŀƴŘ ƛƴŘǳǎǘǊȅ-based 
ŎŜǊǘƛŦƛŎŀǘƛƻƴ ǇǊƻǾƛŘŜǊǎ ǘƻǿŀǊŘǎ ŀ άŎƻŀƭŜǎŎŜŘ ǳƴƛǾŜǊǎŜέ ǘƘŀǘ ƛƳǇǊƻǾŜǎ ǘƘe readiness of 
graduates for industry and ensures suitability of their qualifications. In order for this to be 
achieved, there is a need to shift ǘƻǿŀǊŘǎ ŀ ƳƻǊŜ άƻǇŜƴ ƳƛƴŘ-ǎŜǘέ towards those 
collaborative initiatives across all Member States. As stated, findings have indicated that to 
date these collaborations are more typical of universities early in their lifecycle and more 
άƛƴŘǳǎǘǊȅ-ƻǊƛŜƴǘŜŘ ƛƴǎǘƛǘǳǘƛƻƴǎέ. Traditional, more prestigious universities ŀƴŘ άǊŜǎŜŀǊŎƘ-
ƻǊƛŜƴǘŜŘ ƛƴǎǘƛǘǳǘƛƻƴǎέ need to recognise that in addition to building graduate core 
knowledge that can be adapted to several situations, there is also value in delivering 
demand driven programmes matched to technological trends and that equips graduates 
with the skills to handle emerging technologies and related products that are highly 
demanded by industry. Further, there is a need for greater promotion and awareness of 
existing and emerging collaborations across educational institutions and private enterprise. 
Their overall value contribution is dependent on the qualification receiving a greater level 
of recognition across the EU and globally; their backing and acceptance by all 
university/institution types and greater promotion of their value dimensions at an EU level 
to further stimulate voluntary collaboration and convergence by the key stakeholders are 
important steps in this respect.  

9.1.3.2 Increasing Promotion of the Value of NQ and EQ Frameworks 

Several initiatives to date, as discussed in the desktop research, have called for an 
approach to certification which is based on a Europe wide qualifications meta framework. 
As one example, there was interest expressed in developing a framework that allowed for 
the recognition, integration and combination of credits for different educational products. 
The development of the European Qualifications Framework and commitment to the 
development of national frameworks across all EU states, thereby enabling all EU 
qualifications to be mapped and compared, was a significant development to address this 
need. It appears that the potential value contributions of these frameworks is not currently 
being realised; limited awareness (i.e. 77.2% and 80.5% of respondents respectively were 
not aware of their NQF or the EQF) means realisation of their potential benefits is greatly 
reduced (approximately 56% of respondents were not aware of any benefit or derived no 
benefit from these frameworks). As previously noted, this limited awareness and 
subsequent benefit realisation, highlights concerns regarding publicity surrounding NQF 
and EQF initiatives at both a European and national level. Promotion of the need for 
adoption and the benefits to be realised by all stakeholders needs to be driven at a 
European level. 

9.1.3.3 Enhancing motivation to map certifications to the e -CF 

Greater brand recognition of competence frameworks among practitioners and employers 
is a key factor in encouraging certification providers to map their certifications to the e-CF. 
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The ability to assert the particular level of competence pertaining to a specific competence 
area that a certification maps to would undoubtedly be a progressive step in promoting 
transparency of credentials. While potential benefits of mapping to the e-CF were 
identified, approximately 45% of the respondents were not aware of what benefits this 
may deliver or suggested it would deliver none. The limited awareness of both the e-CF and 
of the on-going mapping methodology being tested in the current ΨICT certification in 
actionΩ project, are undoubtedly key contributors to this. Not only is there a need for 
greater promotion and recognition of the e-CF among all stakeholders, there is also a 
requirement to acquire vendor commitment to the mapping process. Stimulating adoption 
by vendors and promoting the value of so doing requires significant effort led by the EU, 
through for example marketing awareness campaigns. This is essential in assuring the 
mapping process gains momentum outside of the workshops that currently drive the 
positioning exercise. The transparency and consistency of the mapping methodology and 
peer review quality are also essential to its success and acceptance by stakeholders. As 
ǎǘŀǘŜŘ ōȅ ƻƴŜ ǊŜǎǇƻƴŘŜƴǘ άvalue, credence and trustworthiness are essentialέΦ Further, in 
order to reap the potential benefits from this mapping process, it is recommended that the 
mapping of certifications needs to be at both the e-competence area and e-CF level of 
detail, and not just to a specific e-CF level. This is needed to enhance the depth of 
transparency and understandability of certifications among individuals, and for the e-CF to 
be recognised as a tool that can act as a career planning roadmap. The existing 
commitment of leading vendors to the mapping process (e.g. Microsoft, Cisco) the 
commitment to mapping all 74 certifications of CompTIAsΩ roadmap to the e-CF, and 
interest by SEI in mapping their certifications to the e-CF are important steps. While these 
ǾŜƴŘƻǊǎ ŀǊŜ ƭŜŀŘƛƴƎ ǘƘŜ ǿŀȅΣ ƛǘ ƛǎ ƛƳǇƻǊǘŀƴǘ ǘƘŀǘ ŀƭƭ ƻǘƘŜǊ ǾŜƴŘƻǊǎ άŦƻƭƭƻǿ ǎǳƛǘέΦ ¢ƻ ƻƴŎŜ 
again quote a respondent, άƛǘ ǿƛƭƭ ōŜ ƻŦ ƭƛƳƛǘed use unless all certification developers do itέΦ  

9.1.3.4 Enabling transparency of standards  

While respondents did not provide significant insight on standards, analysis from the 
desktop research, revealed that numerous quality standards exist and that there is a need 
to recognise local standards. One possible approach to ensuring greater transparency 
would be an overarching standards framework to act as a reference point for the common 
elements of the various standards.   

9.1.4 Ethics 

9.1.4.1 Providing recommended guidelines for ethics  

The issue of ethics has received significant attention to date in initiatives undertaken by 
CEPIS and IFIP. It is appreciated that ethical conduct must be a central component to the 
practice of any profession and to ensure positive public opinion. The previous research has 
conclusively reported that a universal code of ethics is not appropriate for the reasons 
outlined in the desktop research. In the survey, respondents cited numerous codes that 
they signed up to; in some cases more than one code was adhered to; and consequences of 
non-compliance were varied. Greater than 70% had signed up to a code; approximately 
90% felt these codes were at least useful. The majority believed that their code covered all 
the important aspects, although some suggestions were made on the need to update them 
to include computer specific issues. Views on the issue of enforcement were almost evenly 
split, with some suggesting a requirement for greater enforcement and penalties and 
others just calling for more education and awareness to improve professional standards 
and compliance. Overall, the survey findings point to an already positive approach towards 
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ethics among ICT practitioners; the issue of enforcement appears to be the only dividing 
issue. This begs the questiƻƴ ά²Ƙŀǘ Ŏŀƴ ǿŜ Řƻ ǘƻ ƛƴŎƻǊǇƻǊŀǘŜ ŜǘƘƛŎǎ ƛƴǘƻ ǘƘŜ ŦǊŀƳŜǿƻǊƪ ŦƻǊ 
L/¢ ǇǊƻŦŜǎǎƛƻƴŀƭƛǎƳ ƛƴ ŀ ǎǳǎǘŀƛƴŀōƭŜ ƳŀƴƴŜǊΚέ Sustainability is an important requirement 
given the pace of technological changes that may have potential ethical impacts. Do we 
suggest the need for legislation or some other mechanism that enforces ethics within the 
profession or do we build on the work previously undertaken through the recommendation 
of guidelines to follow?  

The issue of guidelines and recommendations has had success in the past. For example, 
LCLtΩǎ ǊŜǎŜŀǊŎƘ ƛƴ ǘƘŜ мффлǎ ǊŜǾŜŀƭŜŘ ǘƘŀǘ ŀǘǘƛǘǳŘŜǎ ǘƻǿŀǊŘǎ ǊŜƎǳƭŀǘƛƻƴ ǿŜǊŜ ǇƻƻǊƭȅ 
addressed in most ethical codes; this component was included in approximately 68% of the 
codes mentioned in the current research. However further steps for improvement are 
required. Our framework needs to provide for accountability to codes of ethics/conduct. 
(Because of the fact that respondents were almost evenly divided with respect to enforcing 
ethics within the ICT profession and because an already positive approach to ethics was 
being adopted, we propose to examine the need for ethics enforceability in greater depth 
in Phase 2 of the project). We see the move towards greater accountability to involve a 
series of steps. We propose that: 

 National computing societies need to update their codes based on the criteria and 
procedures created by IFIP through a democratic consultative process. This would 
ensure that a standard checklist of issues is addressed in all national computer 
society codes.  These codes need to be reviewed on a regular basis with specific 
ŀǘǘŜƴǘƛƻƴ ǘƻ ǘƘŜ ƛƴŎƻǊǇƻǊŀǘƛƻƴ ŀƴŘ ǳǇŘŀǘƛƴƎ ƻŦ ǘƘŜ ŎƻŘŜΩǎ ǘŜƴŜǘǎ ǇŜǊǘŀƛƴƛƴƎ ǘƻ 
ŎƻƳǇǳǘŜǊ ǎǇŜŎƛŦƛŎ ŜǘƘƛŎŀƭ ƛǎǎǳŜǎΦ tŜǊƘŀǇǎ LCLtΩǎ ǊŜŎƻƳƳŜƴŘŀǘƛƻƴ ƻƴ ǘƘŜ 
establishment of Ethics committees might facilitate this. CEPISΩ on-going work 
within the Ethics Subcommittee of the Professionalism Task Force may facilitate 
further guidance on this. 

 Review and perhaps revision by IFIP of its criteria and procedures for developing 
codes of Ethics/Conduct is also important in ensuring the currency of the criteria 
for inclusion. A periodic review of national computer society codes, similar to the 
work conducted by IFIP in the 1990s may also serve as a useful basis of 
comparison.  

 Following the update of Codes of ethics/conduct ƛƴ ƭƛƴŜ ǿƛǘƘ LCLtΩǎ ŎǊƛǘŜǊƛŀΣ ƴŀǘƛƻƴŀƭ 
computing societies need to attract increased ICT practitioner membership, by 
promoting membership as a requirement of being recognised as part of an ICT 
profession. In line with this, promotion of the benefits of being part of an ICT 
profession needs to be communicated at the EU level.  

 aŜƳōŜǊǎƘƛǇ ƻŦ ŀ ƴŀǘƛƻƴŀƭ ŎƻƳǇǳǘƛƴƎ ǎƻŎƛŜǘȅ ǿƘƻǎŜ /ƻŘŜ ƛǎ ŎƻƳǇƭƛŀƴǘ ǿƛǘƘ LCLtΩǎ 
criteria, must require all ICT practitioners to sign up and adhere to its code of 
ethics/conduct. These bodies must maintain a register of those individuals who 
have signed up to this code.   

 Computing societies need to establish a procedure for consistently dealing with all 
cases of breach, including binding rulings and appeals, using consequences of non-
compliance proportionate to the level of misconduct. Again, the establishment of 
ethics committees may serve as an enabler of this. CEPIS may act as the body to 
facilitate such procedures.  
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9.1.5 CIO / ICT Manager Training  

The provision of education and training is certainly well established within the EU.  
However, to date the majority of the vocationally (non-research) focused education and 
training programmes have been assessed and accredited in terms of professional body 
membership.  From the initial results of the surveyed ICT professionals there is a 
recognised need for some form of formal training and education for CIOs.  However, 
because there is no focus on assessing and accrediting programmes from a role specific 
perspective, and education providers tend to develop their programmes as unique 
offerings, because of this it can be difficult to assess which (of the many available) 
programmes are best suited to a CIOs needs.   

/ƻǳǇƭŜŘ ǘƻ ǘƘƛǎ ƛǎ ǘƘŜ ŦŀŎǘ ǘƘŀǘ ǘƻŘŀȅΩǎ /Lh Ƙŀǎ ŀ ǿƛŘŜ ŀƴŘ ǾŀǊƛŜŘ ǊƻƭŜΣ ǿƘƛŎƘ ƛƴ ǘǳǊƴ means 
the education and training requirement is contingent on the industry sector, size of 
organisation, and most importantly the prior education and training of the individual.  As 
the career starting point of most CIOs is very different, it cannot be assumed that they will 
have a common education and training background. 

Therefore, in order to drive some clarity and consistency around CIO / ICT Management 
training the following recommendations are put forward for consideration. 

 Clearly define the CIO role / profile.  Once this is established it will be easier to 
define what skills and capabilities are expect from the CIO.  It is important to define 
the profile not just in terms of technical ability but also business and management 
ability.  By understanding this, a foundation programme syllabus around education 
and training can be better defined.  This needs much more detail than is currently 
available in the e-CF. 

 Encourage demand-driven programme development.  For any education 
programme to succeed it must be relevant, accessible, and deemed cost effective 
to the potential student.  Therefore, ICT practitioners must participate in the 
development of any CIO/ICT manager (or any specialist) education and training 
programmes.  

 Ensure training and education programmes are identifiable as being relevant to 
CIOs / ICT managers.  Therefore, some form or ratification / accreditation process 
must be defined.  Whether this is devolved down to national level professional 
bodies or controlled at an EU level needs to be investigated further.  The advantage 
in deferring to professional bodies is they are already doing this for existing 
academic programmes.  However, they are focused on professional membership 
and specific role capabilities.  By establishing an EU level body specific focus on the 
CIO role can be assured, and a consistent approach across the EU maintained.  
However, establishing an organisation to do this would be a costly enterprise. 

 Recognise CIO Education and Training.  Attainment of any defined education and 
training levels needs to be widely and easily recognised within the CIO / ICT 
Manager community.  However, it is also equally important that such attainment is 
also recognised by the wider CEO / Executive management community.  Therefore, 
the benefits of attainment must be clearly defined not just in terms of technical 
ability but also business and management abilities.  On completion of the US 
Federal CIO Programme participants are awarded a CIO Certificate.  Some form of 
similar recognition should be investigated for CIOs within the EU.  This could be 
awarded by existing professional bodies, or at an EU level. 
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 Ensure lifelong learning support is established. It must be recognised that the 
environment CIOs now find themselves operating in is a fast-moving and dynamic 
one.  Therefore, one cannot assume that the skills and capabilities a CIO needs 
today will be the same in 1, 2, or 3 yearsΩ time.  Thus, maintaining a level of 
relevant education and training is vital to the continued performance of the CIO / 
ICT manager.  To this end the award of any certification must be linked to a CIO / 
ICT manager relevant CPD programme.  The complexity here is the range of CPD 
courses available and how best to ensure their quality and relevance. 

The development of a suitable framework will depend on defining workable solutions to 
these recommendations.  It is not recommended that legislation be used to enforce 
compliance.  By better and clearer articulation of the needs for such training and 
education, the establishment of demand-driven programmes that fit with the needs of 
individual CIOs, and encouraging CIO participation in how these programmes are designed 
and delivered, a relevant, sustainable and responsive framework can be developed. 
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10  

10.1 Next Steps (Phase II) 

During Phase II of the project, the focus shifts from understanding the current landscape to 
defining a possible solution. That is to say, during Phase I, we have 

 Identified key components of a professionalism framework 
 Investigated the nature of these components and the related initiatives which have 

been attempted in these areas 
 Generated an understanding of obstacles that need to be overcome in developing 

a potential framework solution 
 Established a series of lessons learned which will act as heuristics in the 

development of any possible framework solution 

During Phase II, we need to create a pragmatic framework solution based on our initial 
research findings, and test this out with an extensive range of industry experts from 
different stakeholder communities. The detailed proposals must cover important topics 
such as technical, legal, financial and institutional framework conditions. This will require 
an iterative approach to developing a framework so that it satisfies the multiple demands 
of the different communities. 

To this end, we plan to hold a series of interviews and workshops with relevant experts in 
order to develop a shared view of what an ICT Professionalism framework might actually 
look like and the governance structure surrounding it. This will be guided by the research 
outputs from Phase I, in combination with the real-world perspectives of the ICT Managers 
and Practitioners within our emerging community. In doing so, we will be refining our value 
models, identifying the key levers which will help to define the precise shape of the 
proposed solution.  

Once we have developed a version of the framework within this workgroup which meets 
an initial set of key criteria, we will embark on an extensive communications plan, engaging 
with different stakeholder communities to communicate the concepts of the approach and 
gather feedback on its practicality. [To this end, developing a detailed and realistic 
Communications Plan will be one of the first activities in Phase II.] 

In essence, if Phase I is all about understanding; Phase II is all about engagement. It is 
absolutely fundamental to the success of Phase II and to the project as a whole that we 
adopt a multi-stakeholder approach in developing a solution which meets the needs of this 
diverse set of communities. Moreover, by targeting relevant experts at national and 
9ǳǊƻǇŜŀƴ ƭŜǾŜƭΣ ǿŜ ǿƻǳƭŘ ƘƻǇŜ ǘƻ άƛƴŦƭǳŜƴŎŜ ǘƘŜ ƛƴŦƭǳŜƴŎŜǊǎέΣ ǘƘŜǊŜōȅ ŦŀŎƛƭƛǘŀǘƛƴƎ 
convergence. 

During Phase II, we also envisage undertaking a series of short specific surveys (i.e. a short, 
simple 2 minute survey) targeted at the broad community of ICT practitioners and ICT 
managers. We plan to distribute this survey via the CEPIS community , using targeted Press 
Releases to relevant international IT and Business publications, relevant IT jobs websites, 
communication with pertinent blog owners, and via other social networking mechanisms 
(e.g. LinkedIn, Twitter, etc).  Given the non-specialist nature of the questions asked and the 
target audience, we would hope that this would not only provide us with additional 



 

192 | P a g e 

feedback on selected aspects of our proposed solution but also help generate interest in 
the report, dissemination event and video. 

In addition to developing detailed proposals for a European Framework for ICT 
Professionalism, we ǿƛƭƭ ŀƭǎƻ ōŜ ŘŜǾŜƭƻǇƛƴƎ ǇǊƻǇƻǎŀƭǎ ŦƻǊ ŀ ά9ǳǊƻǇŜŀƴ ¢ǊŀƛƴƛƴƎ tǊƻƎǊŀƳƳŜ 
for ICT Managers focusing on the promotion of new competences to address the 
ŎƘŀƭƭŜƴƎŜǎ ƻŦ L/¢ ŘǊƛǾŜƴ ƛƴƴƻǾŀǘƛƻƴ ŀƴŘ ǘƘŜ ŦǳǘǳǊŜ LƴǘŜǊƴŜǘέΦ Lƴ ŘƻƛƴƎ ǎƻΣ ǿŜ ǿƛƭƭ ŀƭǎƻ ōŜ 
validating the basic constructs of the proposed European Framework for ICT 
Professionalism ς that is to say, we will effectively be testing the framework by considering 
how aspects of a training programme would be tackled within the proposed framework. 

For example, issues which might be addressed include: 

 What BoKs would be used in relation to ICT-enabled innovation, and if building 
one, what characteristics would it have, and would the nature of that BoK be at a 
sufficient level to satisfy related stakeholders? 

 What competences relate to ICT-enabled innovation in the proposed competence 
framework? Is the manner in which the competence framework developed agile 
enough to accommodate new competences from fast-moving disciplines? 

 How would certification and education providers develop their offerings? How 
could they map them on to a suitable qualifications framework and/or competence 
framework?  

 Should this training act as a pre-requisite for entry into a specific tier of the 
profession? Is there a need for mandatory CPD as part of the proposed framework 
to ensure practitioners remain competent throughout their career? 

 Would practitioners view this course as beneficial to their career if it were mapped 
to relevant certification and competence frameworks? Does the proposed 
framework accommodate the need for courses to have different entry points (i.e. 
some course participants may not have a degree)? How would it fit into the view of 
Continuing Professional Development / Lifelong Learning? 

By testing out how the proposed training course would operate under the parameters of 
the professionalism framework, it is hoped that we will be able identify potential 
shortcomings in the proposed framework so that appropriate changes could be made to 
the model before establishing the final version. 

Phase II would also entail additional contact with other relevant Commission bodies to 
ensure that their inputs were embedded into the final report.  

Also, given the pivotal role that the CEN Workshop on ICT Skills plays in contributing and 
advancing ICT professionalism, we will maintain close links with  this body throughout 
Phase II, as we envisage that there will undoubtedly be relevant follow-on activities for the 
Workshop group, arising from our findings. 

In summary, Phase II will focus on developing a community to drive forward the agenda for 
ICT professionalism and help to drive convergence of the existing multiple approaches, 
initiatives and stakeholder perspectives on the topic. In doing so, we are confident that we 
will help contribute significantly towards maturing the ICT profession in the longer term. 
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Appendix A  

A.1  

Welcome to the e-Skills & ICT Professionalism European Survey commissioned by 
Directorate General Enterprise and Industry (European Commission)  

The Innovation Value Institute (IVI) and the Council of European Professional Informatics 
Societies (CEPIS) are jointly undertaking this research. 

We are asking for your views and opinions on many aspects of ICT Professionalism and CIO 
Training. This survey is designed to provide further insight and understanding into this area, 
and complement earlier desktop research work. 

All information gathered will be held in confidence and access to original data is only 
available to the researchers directly involved in this project. Summary data and findings 
based on the analysis of the survey replies will be published on our website at 
www.ICTProf.eu. 

Personal data will not be used outside this project and will not be communicated or made 
accessible to any third party. 

We kindly thank you in anticipation of your contribution to this project, 

The EU ICT Professionalism Project Team. 

A.2  

ICT Professional 

A professional is said to be professionally competent if he/she exhibits all of the following 
characteristics: 

 Knowledge:  of a common body of knowledge, supplemented by more specific 
knowledge and skills related to the area(s) of specialism 

 Quality: commitment measured by adherence to quality standards (internal and/or 
external) 

 Ethics: commitment displayed by demonstration of ethical professional practice 
against an agreed code of Ethics or code of conduct 

 Accountability: the Professional takes personal responsibility for the quality and 
effectiveness of his/her work 

 Experience: practical experience of the exercised competence  

 Earns living:  The ICT Professional obtains income from ICT related activities. 
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A.3  

In this section we ask for information about you and your organisation. This information 

enhances our ability to analyse the survey results and place those results in context. 

Q01. Forename:       

Q02. Surname:       

Q03. Job Title:       

Q04. Email:        

Q05. Optionally ï Please indicate your gender: 

 

Q06. How did you enter the ICT profession? 

 

 

 

 

 

 

 

 
      

Q07. Indicate any formal academic qualifications you have attained: 

ICT technical ICT management Other 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

None

Diploma/Certificate (EQF 
5)

Diploma/Certificate (EQF 
5)

Bachelor's degree and/or 
Higher diploma (EQF 6)

Master's Degree or/and 
Postgraduate Diploma 
(EQF 7)

Doctorate (EQF 8)

None

Diploma/Certificate (EQF 
5)

Diploma/Certificate (EQF 
5)

Bachelor's degree and/or 
Higher diploma (EQF 6)

Master's Degree or/and 
Postgraduate Diploma 
(EQF 7)

Doctorate (EQF 8)

None

Diploma/Certificate (EQF 
5)

Diploma/Certificate (EQF 
5)

Bachelor's degree and/or 
Higher diploma (EQF 6)

Master's Degree or/and 
Postgraduate Diploma 
(EQF 7)

Doctorate (EQF 8)
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Check all that apply or none if applicable. The check boxes can be toggled via a left mouse 
click or the space bar. 

Q08. What type of certifications do you hold (e.g. Microsoft MCDBA, PMI, 

Prince2 etc.)? 

ICT technical ICT management Other 

                  

Q09. How many years have you been working in the ICT industry? 

      

Q10. What is your nationality? 

      

Q11. Please state the country you currently work in (or most recently worked 

in)? 

      

Q12. Company or Organisation: 

      

Q13. Organisation type: 

Please check all that apply. 

 Private enterprise 

 Public educator 

 Private educator 

 Certification developer 

 Professional ICT association 

 Government (EU, Country, Local) 

 Standards bodies 

 Other (Please state) 

      

Q14. What is the approximate global size of your organisation? 

 

 

 

 

Q15. Which of the following best describes your primary ICT-related activity? 

 ICT Management 

 ICT Team Leader (i.e. also working as a practitioner) 

 ICT Practitioner (non-management) 

 Management (non-ICT or ICT is a small component) 

 Trade union (representing ICT workers) 

 Educator 










































































































































































































